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INTRODUCTION

Since 1961, when MIT student Steven Russehted thdirst-e ver vi deo game @S
which inspired théurther appearanaef such popul ar video dgtames a
thegaming industrjhas significantly developetlowadays almost every electronic device has

access to thinternetand both online and offline video games.

Together with the technologal developrant the newpossibilitiesand technical mearfer
concludingthe contract being availabla the market electronic commercéhéreinafter re-
ferred to ag t h ecorfimerce) in thegaming industry became more sophisticated now-
adaysdnvolves transactianwith digital assets, intangible virtus@msandsmart contractwith
involvement of therypto-currency and virtual tokenét the same time, most of the European
e-commerce regulations are focused only on traditional online shgoppirghase of softare

or digital goodssuchas musicyideos,and electronic books

Looking at the European digital market, it can be seenpapait from standard forms of trans-

actions with digital itemsyariousalternativedigital goodsand services are available for the 6
European consumeinfo-productsdistributedvia Instagram online platform (consultations,

checklist, Instagram marathons, narrative advertisement, subscriptionsreiice) markets for

virtual intangible items beingvailable onthegaming platforms(se al | ed fAs ki ns o,
imals, virtual building, avatars etggnline platforms forcrypto-currenciesnon-fungible to-
kens,in-gamecurrenciesblockchainbasedollectablatems sold on Distributed Ledger Tech-

nology (hereinafter referred to asfi D L Tplatjorms The abovementionedist is notexclu-
siveasthemarket offer for digital products and services i mi t ed only t o humar

technological innovations.

Moreover, the modern digital market has a variety of authorized andutbarized online
marketplaces for digital items,orsoal | ed Aprogram codeso,- whi ch
party gatform, can become a virtual item, a loot box or can increaganme tokens balance

to be used for the further-game transactions. The above stresses the need for a separate reg-
ulation for online marketplaces and gatekeepers focusing not only onyttephc al good s 6

actions but as well as on the digital content and digital services.

lRamos A.L - pkez et al ., 6The Legal Status of Video Game
pr oagc Werkld Intellectual Property Organization2013 available at: http://www.wipo.int/ex-
port/sites/www/copyright/en/activities/pdf/comparative_analysis_on_videuoeg.pdf
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The existing European legal framework cannot be applied to the variety of digital goods and
digital services available in the market in order to secure a sufficiehbliesensumer protec-

tion law and ensure a balance between parties. Due to the fact that European harmonized rules
are created with the focus on offline services and considering the current situation on the digital
market, such a limited approachcannatsatf y t he consumersdé needs a

ment in the transactions with digital items.

In 2020 the size dheEuropean gaming market reached 23.3 billion euros in turnover, showing
agradualincreaseo 3.1 times since 201%yith 80% of the market share belonging to online
transactions (botpersonal computerand mobile application)? The rising revenuenumbers
indicate the growth of the gaming markeEuropeand therefore, attra¢dheattention of busi-

ness owners and consumers within thieoean Union (hereinafter referredto-dash e A E U0 )
In 2021 inthe European region theumberof users in the gaming indugtreached 715,8 mil-

lion,® in the EU 50% of the population plays video gahweish the highest involvement from

Germany, France, Italy, and Spain.

As can be seen from tladovementioned data, transactions in the gaming industry can involve
significantmoney flow from the player tthegame developers and gaming platfoirhe rev-
enue is generated from the subscription contracts irtdrptay (software is free, but the com-
pany gts revenue from igame micretransactiond and payto-play (where the player pays
for software in order to access the gdmeherefore, there are two main gaming models avail-
able in the market with free and paid subscrifids will be shown withirthe framework of

the current research, the European consumer protection framework foctisamajority on

the paid digital content supply or paid digital service provisions, that, when applied to the

2 nteractive Software Federation of Europe, 062021 K
at: https://www.isfe.eu/datliey-facts/keyfactsabouteuropes-video-gamessector/

SStatista, 'Number of video gamers worldwide in 2021 bsegion’, available at:
https://www.statista.com/statistics/293304/numbieleo-
gamers/#:.~:text=In%202021%2C%20there%20were%20almost,billion%20gamers%20across%20the%20globe.

4 Interactive Software Federation of Europe, riite

5 Statista, 'Digital video gaes revenue in selected European countries in 2021', available at:
https://www.statista.com/forecasts/461229/digifamesrevenueeuropearcountriesdigital-marketoutlook

6 DavidovichiNoraM., ¢Paid and Free Digital Business Modétmovations in the Video Game Indusiry
Institut MinesTelecom/TelecorParisTech, Digiworld Economic Journal, no. 94, 20B4ailable at:
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2534022

7 Ibid.

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

gaming industry, would exclude-game transactions the freeto-play video games, as the

subscription contrac@rede jure free as per Terms and Conditions accepted by the players.

From the EUwide gaming revenugerspective64%are generateflom in-game transactiofis
in freeto-play video gameshtis, games that apositioned in the market s i With the 0
main business model focused on ad hoc digital content supimls, the consumer, indeed,
can play for free, however, the game interface facilitateghime transactions for (1) functional
virtual items that can enhance faster game scenario developmgiveoadvantage to the
player, (2)cosmeti c virtual items that facilitate
rivative works, (3) virtual items witlthe element of chanceyr socalled loot boxesOn the
other hand, only 25% of yearly revenisegenerated fronthe full game downlahand 11%
from the game subscriptipthus,only 36%comedrom payto-play videogames’ The present
research will show that the existing consumer protection adrenerce legal framework can
provide a sufficient level of player protection only for tB&%, which does not fulfil consum-

ers expectation and create a significant misbalance between parties in the gaming industry.

The author acknowledgésat according to the Common position of European national author-
ities, the game Ctitasnotdotally ree foctizelcdnsuoher (ihus, witboat |
build-in payment optionsy. Therefore, games, which allow direct and indirect paymeésts (

in exchange for cryptourrency or ingame tokensjle jurecannot be called in the European

Union i f ftoepel ay O . However, for convenience in un
present thesjshe author usethet e r m-tdApflraeyed0 t owar ds vi deo games

tion and buildin payments for intangible virtual items purchases.

A. ResearchFocus
The present research will analyse the existing Europegudatory framework in relation to
electronic commerge&onsumer protectioand player protectiorgnd their applicability to the
business models widely acceptable in the gaming industry.utherawill give an inside look
at the possible ways to apply the existiegal normgo specific digital services focusing on

the transactions with intangible virtual items on the gaming platforms, particularly on

8 Interactive Software Federation of Europetat

9 lbid.

PEur opean Commors Rositmmof thé national consumer enforcement authorities on consumer
protection in relaton to “wapp purchases" for eime game§ 2013, available at:
https://ec.europa.eu/info/sites/info/files/comrusition_of national_authorities_within_cpc_2013_en_Q.pdf
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transactions with digital content, tradesoc al | ed @ pr o g-gameplatfantsarsld o n

external secondary marketplaces.

The author will determine gaps in the existing contractual and regulatory approaches to the
player versus developer relationships by analysing contractual provisstasdard term con-

tracts of popular video games available in the market on the subject of the applicable law,
transparency of contractual terms and information provision. The gaps identification can serve
for further research in the area of consumer ptaecén the gaming industry. Moreover, the
present research will propose solutions for equalization of the rights and lawful interests of
both parties in order to facilitate balanced legal relationships in the gaming industry and protect
the rights of theplayers. Such a proposal can be used not only by the academicians focusing
on the gaming industry and law of information technologies, as well as by various European

policymakers, regulatory authorities and judicial bodies.

Moreover, within the course die current research, the author will focus in detail on the dif-
ference in monetary value in fré@play and payto-play video games and will analyse various 9
business models, psychological manipulations and unfair consumer practices in relation to the
digital content purchase on the gaming platforms. For example, certain gaming platforms re-
guest players to top up a virtual wallet in the gaming account wijlanme tokens (purchased

priorly for fiat money) and further lgame transactions are performeeéxchange for suchin

game tokens. Such an approach does not allow players to estimate the economic consequences
of the particular transaction and, as will be explained further, can be considered as unfair com-

mercial practice.

The aut hor usleisf et hneo nteeyrom wiirtenala r ef er-teence t o
play video games, which corresponds to actual monetary input or investment expected from a
player in order to purchase or obtain usage right for the particudagibie item. Such a mon-

etary interest can be represented in fiat money, ciggtieency, ingame tokens or any other

mean of exchange where at the beginning of the transaction chain fiat money are invested by a

player.

As explained in the numbers abofreeto-play video games constitute approximately 2/3 of
the annual gaming revenue. This can be explained by the fact the players are attracted to the
possibility of playing without paying for the software. However, the income is generated by

facilitating further purchases of virtual items with functional (for example, virtual weapons)
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andcosmetic(for example, s&¢ a | | e d?) vittsakitenms@s a general rulesuch transac-

tions requireaninsignificant amount of moneyhus,soc a | mierd-trafisactinsd'?), which

does not allowplayers toestimate the total cost of a video garfRer example, when a player
purchases subscription to the gayplay video game with no buHoh payments possibility,

the total cost of the contract would be determibgé@ cost of such a subscription. In free

play subscriptioncontragts he pri ce of t he ¢ o mwithrnamonetarys det ¢

estimation.

Notwithstandinghe micro-transaction business model explainedt allin-gametransactions

in freeto-play video games bear insignificant charadter.example,n the Entropia Universe

video gamea virtualAi Cl ub Ne v purcdased o rwabs3 5, 000 U. S. dol |
Li f \@déogame, a virtual city of Amsterdam was sold 56,000 U.S. dollars; in the Dota

2 video game, a player spent 38, 00O0virtualS. dol
item'“. In 2010 the most expensive video game item ewartual planet Calypsd was sold

for 6 million U.S. dollars in Entrdp Universe video game, which stipulatésinnessNorld

10
Record®.

The above shows that revergenerating transactions in the gaming industry fall out of the
standard models dhe business regulated on the European level. Therefore, the gaps in legal
regulations applicable to the gaming industry around theugténtly facilitate differences in

the practical application, lack of legal certainty and do not fulfil customer expectations regard-
ing the level of legal protection, including but not limited to expectations on customer guaran-

tees regarding gratuitousrgent in video games.

As will be investigated further, such a lack of regulatory oversight and impossibility of legal
enforcement allows gaming platforms to dictate contractual provisions to standard terms sub-
scription contracts with consumers and uniiatyg decide on the legal framework applicable.

Particularly, as will be explained in the present research, due to the historical approach applied

11 HoldenJ,, dTrifling and Gambling with Virtual Money 25 UCLA Entertainment Law ReviewNo 41,
2018,available at: https://ssrn.com/abstract=3035892

2 DavidovichiNora, note 6

13 News Reportglrop 10 Most Expensive Virtual Items In Game Ever §ohdgetRoyal, 201 &vailable
at: https://www.gadgetroyal.com/tep0-mostexpensivevirtual-itemsin-gameeversold.

4 1bid.

15 1bid; Guiness World Recorcavailable athttps://www.guinnesworldrecords.com/wortecords/92207
mostvaluablevirtual-object.
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to the first software programs, up to the current date the gaming platforms apply intellectual
property framwork as a law analogy to the consumer versus trader relationships. The author
will analyse specific terms of the various subscription contracts in the scope of the nature of
business relationships between users and game developers and will providavatkrgal

opinions towards the applicable framework.

B. Research Framework
In 2020 in the European Union, FIFA (by Electronic Arts), League of Legends (by Riot
Games), Counter Strike (by Valve Corporation) and Overwatch (by Blizzard Entertainment)
were namedhs the most popular video gantéghe present research will analyse terms in-
cluded in standard term subscription contracts or to the Terms of Service or End User Licence
Agreement (hereinafter referredtoas he @A EUL A 0)-mentionetl ames anuilb v e
investigate consumer practices applied by the top revgenerating gaming platforms in the
EU.

The European regulatory framewamke-commerce, including but not limited to the consumer 11
protection in ecommerce, consists afore than 9@ifferent rormative acts, explanatory notes
from the European Commission as well as the prospective teguécts. However, the cur-

rent research will focugarticularly, onthe provisions included in

(1) theCommunication from the Commission to the Europ@ariiament, the Council, the
European Economic, and Social Committee, and the Committee of the Regions, A Dig-
ital Single Market Strategy for Europe (hereinafter referred totlasii Di gi t a l Sin
Mar ket Strategyo), | yi ngiondobtvemnegulatioasinghei nci p
digital world and establishing general approach towards regulations development in the
European Uniomn the cros$order digital contracts;

(2) the Directive 2011/83/EU of the European Parliament and of the Council of 25 Octo-
ber2011 on consumer rights (hereinafter referredstothei Cons umer Ri ght s
rectiveo) focusing on the general provi si
tion in B2C contracts including contracts with digital elements

(3) the Proposal for a Directivef the European Parliament and of the Council amending
Council Directive 93/13/EEC of 5 April 1993, Directive 98/6/EC of the European Par-
liament and of the Council, Directive 2005/29/EC of the European Parliament and of

18 Interactive Software Federation of Europe, note 2.
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the Council and Directive 2011/83Jof the European Parliament and of the Council

as regards better enforcement and modernisation of EU consumer protection rules
(hereinafter referredtoas he A New Deal for Consumer so)
the regulatory framework in relation tbet crosshorder digital service provision and

digital service supply

(4) the Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000
on certain legal aspects of information society services, in particular electronic com-
merce, in thénternal Market (hereinafter referredds-then ECo mmer ce Dir ect |
focusing on theanandatorycontractual provisions antbntractualobligations in B2C
contracts concluded through electronic means;

(5) the Directive (EU) 2019/771 of the EuropeRarliament and of the Council on certain
aspects concerning contracts for the sale of goods (hereinafter referréditdas g i t a |
Goods Diret i veo) , f amandataryoogtraatual provisiens antbntractual
obligations in B2C contracts on digitab@ds provision;

(6) the Directive (EU) 2019/770 of the European Parliament and of the Council on certain 12
aspects concerning contracts for the supply of digital content and digital services (here-
inafter referred to aé A D it @l Cont ent Di rtheemandateryocon- f oc u
tractual provisions and contractual obligations in B2C contracts on digital content sup-
ply or digital service provision;

(7) the Explanatory Memorandum, Proposal for a Regulation on the European Parliament
and of the Council on a Single Matkeor Digital Services and amending Directive
2000/31/EC (hereinafter referredas-t he A Di gi t al Services Ac
mandatory contractual provisions and contractual obligations in B2C contracts con-
cluded on ecommerce online platforms aogiras intermediaries as well as the provi-
sions regarding illegal digital content;

(8) the Regulation (EU) 2019/1150 of the European Parliament and of the Council of 20
June 2019 on promoting fairness and transparency for business users of online interme-
diationservices (hereinafter referredas-t he Al nt er medi ati on Ser
focusing on the general provisions regulating intermediaries in B2C contracts, includ-

ing but not limited to online platforms acting as intermediaries

As will be investigated further in the present research, Bpgebvisions of the regulations

included in the European@mmmerce and consumer protection framework cannot be applied

Olena Demchenko
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to the player versus developer relationship in-feeplay video games due to the specific na-
ture of the business models appliegdio-visual content, gratuitous software access, possi-
bility to create own digital content (i.e. skins, avatarsgame token transactions and availa-
bility of third-party digital content specific marketplaces. The author will analyse the-above
mentioned ets, their scope and specific provisions that can be applied directly or as a legal
analogy and will lay down the base for further research in this area for academicians and Eu-

ropean policymakers.

C. Research Questions
The study is designed in orderapalsethe existing consumer protection and electronic com-
merce framework in the scope of ithepplicability to the hybrid business models, alternative
payment methods arahline marketplaces for virtual items trade inter alia used in the gaming

industry. For that the author wilanswer the following research questions:

1. Can the existing consumer protection and electronic commerce legal framework effi-
ciently protect consumers from unfair treatment and enthedalance between the 13
partiesconsidering the standard contréetms usage in the gaming industry?

A. Which provisions can be applied to the gaming platform versus user legal rela-
tionshipsfrom the scope of the European consumer protection framework tak-
ing into account specifics of théeetronic commerce activities in the gaming
industry?

B. What are the legal gapstime existing legal framework on consumer protection
and electronic commerce in relation to the gaming industitye European Un-
ion?

2. Can the existing regulatory approach applied to the gaming industry émshbatéance
between the rights and lawful interests of the parties and facilitatqual level of
consumer guarantees between traditional and innovative ways of business eonclusi
used in the gaming industry?

A. What is the existing legal and regulatory approach used in the gaming industry?

B. What are the gaps in the existing legal and regulatory approach used in the gam-
ing industry from the perspective of consumer protection in thhegean Un-

ion?

Olena Demchenko
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C. What is the most suitable legal and regulatory approach from the perspective of
consumer protection megaming industry taking into account innovative mod-

els of electronic commerce used in the gaming industry?

As explained above, ithin the course of thpresent research the author will analyse European
consumer protection and electronic commerce framework, doctrin@ramgionsof valid
contract used by the popular gaming platfoamd will answer the research questipngposed

in the conclusion part of the present thesis.

D. Research Methodology
The author will use the qualitative content analysis and analytical legal research methodology
as the main research methods in the current thesis in order to determine which provisions in
the current European-eommerce and consumer protection framework can be applied to the
(1) obtaining access to the video game (heplay and payto-play video games) as software
and to the (2) ilgame transactions on the virtual content purchase. As svefling qualitative
content analysis and analytical legal research methods, the author will identify legal gaps in theq 4
particular European regulations and directives and will determine the way forward in order to
secure European Digital Single Market Stgt and to provide equal treatment and consumer
protection guarantees to the players in the European Union.

The author will separate legal notions used in the European regulatory framework (applicable

to gaming industry), falr cxmtmprteg, nfodii gintsalo f.
valueo, fAonline platformd and will wuse the d
acteristics of the legal terms used in order to define whether existing legal norms and definitions

can be applied to th@ayer versus developer relationships and, particularly, to the transactions

in the virtual world.

Apart from the descriptive analysis, the author will usentleéhod of historical analysis in
order to investigate legal developments in determining ne®@ol formation of concepts that

are used in the Europearcemmerce and consumer protection framework in the scope of the
digital market developments and involvement of innovative solutions in the European digital
environment. The historical analysis dalp understand the reasoning behind the current sit-
uation in contractual relationships. For example, as will be explained further, looking back at

theemergence of the software market, the intellectual property approach was used as a legal

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

analogy due tdahe lack of regulations. The same is applicable to the actual situation in the

gaming market.

Moreover, the author will focus not only on the flitle harmonized framework but as well

as the national legal norms of the different European member statasdftereeferred to as

ithe AiMember stateso) using the comparative
vestigate the difference in legal regulations applications around the European Union and will
underline the need for th@rmonisation of appexhes in regard to the particular digital con-

tent supply (i.e. loot boxes) in order to secure the Digital Single Market Strategy.

E. Research Structure
The pesentresearchwill analyseparticular legal notions appligtie gaming transactions in
variousonline platbrms and secondary marketplaces sacalled program code tradeand
will examindegal challenges arising in the connection with the application of intellectual prop-
erty rules, contract or property law to-game transactions and wdhow possible ways to
amend the rules regulatingcemmerce conformity of goods, particular consumer protection 15

rules and gambling regulatiomsconnection to commoditized freée-play video games

Chapter | will focus on the particular definitions dga the European electronic commerce

and consumer protection framework and their applicability to the gaming industry. In the pre-
sent chapter the author will analyse accepted notions on the European community (hereinafter
referred to as-t h e A Co mlemelnsuch ysoelectronic commerce, information society
services, digital goods, digital services, goods with digital elements, and will explain how such
notions can be applied to the various types of business model available on the gaming market,
for example, frego-play, payto-play video games, games with the usage of augmented or
virtual reality, online marketplaces for virtual items, shared collaboration platforms etc. The
mentioned analysis can facilitate the determination of possible gaps irrdggidtions and
applicable legal framework to the-game transactions and virtual items purchase in order to

secure consumer and minorés protection.

Chapter Il will explain the existing approach to the game developer versus player legal rela-
tionships wih the usage of examples from popular video games. Particularly, the author will
examine the nature of the factual legal relationships between parties and their correlation to the
contractual provisions of the standard term contracts used widely in tretrindine present

chapter will investigate whether the sole intellectual property law approach can satisfy
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legitimate interests of both parties and will examine alternative legal views present in the doc-
trine, for exampl e, t he opernydawloreantactlaw appreachy e nt i
Chapter Il can provide legal guidance to the contractual provisions to be included in Terms of
Service or End User Licence Agreements used by the gaming platforms in order to ensure the
balance between rights, obligat®and legitimate interests of both partidereover, the au-

thor will examine legal acts and regulations on the Community level that can be applied to the
gaming industry and #game transactions per se and will analyse whether the existing frame-
work canprovide a sufficient level of consumer and minors protection that corresponds to the

consumersbé6 expectations and the pillars of t

Chapter 11l will focus on the specific legal challenges and legal gaps that take place in the
gaming industry identified in the previous chapters. Particularly, the author will explain in de-
tail the hybrid models and free subscription contracts used maténg industry, especially,

in freeto-play video games and which contractual provisions are used by gaming platforms to
override electronicommerce and consumer protection regulations in the EU. The present
chapter will focus on specific issues in tensumer protection framework, such as transpar- 16
ency requirements and conformity requirements, that are applicable in the digital environment
and gaming industry itself. Additionally, the author will examine the legal issues connected
with the loot boxes ailability in video games and the effect it has on the applicability of the
gambling regulations in the European Union and player protection framework. The author will
provide an overview of the legal gaps currently present in the legal relationshipsropteye

ers and gaming platforms and will show an alternative view on solutions to suciomgii-

ances in order to ensure the balance between parties and player protection on the Community

level.

F. Research Significance
Considering the significance of tratsions in the video game industry on intangible items
purchase, the author will underline the urgent need to adapt existing rules in order to protect
consumer rights in the gaming industry and to secure the Digital Single Market policy of the
EU. The preent research can be used by the policymakers in order to amend the existing legal
framework in the European Union on electronic commerce, consumer protection and players

protection. In the same way, the present thesis can be used by practitioners dogtrg as
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guidance for restoring the rights of players in a dispute resolution, mitigation or negotiation in

relationships between consumers and game developers.

The present research can serve as a turning point for the amendment of age classifibation of t
video games and the implementation of the game labelling system on the Community level.
Moreover, the present research can be used by players in order to obtain information on the
minimum scope of the rights, obligations and legitimate interests thdb Hee maintained by

the game developers in standard term contracts in the gaming industry.

The main goal of the present thesis is to show an underestimation of the gaming industry, to
determine legal gaps ina@mmerce and consumer protection framewark] to facilitate fur-

ther research and regulatory changes in order to secure European Digital Single Market strat-
egy, to protect the rights of the consumers, players and minors, and to facilitate balanced legal
relationships in the gaming industry. Thidlwnsure healthy growth of the market, will attract
more consumers and will provide a basis for innovation due to the legal certainty and practical

enforceability of the legal regulations. 17
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|.  THE DEFINITIONS USED IN THE EUROPEAN ELEC-
TRONIC COMMERCE AND CONSUMER PROTEC-
TION FRAMEWORK AND THEIR APPLICABILITY
TO THE GAMING INDUSTRY

The Treaty on the Functiamg of the European Unioméreinafter referred to asiTFEUO)
identifiestheconsumeprotection issuesndershared competeef the EiropeariJnion and
the Memberstates!’ However, bokinginto the historical developments of tRaropean co-
sumer protectioframework it can be seen that tharmonization, particularly harmonization,
over the definitions and, as the result, the scope of the consumer proteetsaprimary

issuein the consumer law of the European Untén.

Until resent, the consumer contraétswhichthedigital goods ad servicesvererepresented

not onatangible mediumwere not regulated on tl@mmunity level in the European Union.

The Europeampolicymakerswere focusedanainly on the offline sale of goods and offline ser-

vice provisionsTherefore in order toevaluatewhether definitionghat were historically de-

veloped in the Europeaonsumer protection and electronic commerce framewsamksatisfy 18
modern reality neesl the historical background of the definitions ugsedhe EU regulations

should be examinke

Theroots of consumer protection @amodern society lielown in the first specigdlrogram for
consumer protection information policy adopted by the Europeand@dmu19752° This pro-
gram serve@sabasis forthe current directives and regulationsluding ones regulating con-
sumer protection and electronic commenosvadayg° evendespite the fact that the abeve
mentioned programvas focusedmostly on offline relationshipsbetween the trader and the

consumer.

17 Consolidated version of the Treaty on the Functioning of the European Union, OJ C 326, 26.10.2012, p.
47390, articls 4, 12, 114

18 LuczakA., &Evolution of Consumer Protection Law in the Proposal for a Horizontal Directive on Consumer
Rights and Rome | RegulatiGriwroclaw Review of Law, Administration and Economics, 2011, available at:
https://content.sciendo.com/downloadpdf/jousharlae/1/2/articlep121.xml; Case €361/89, Criminal proceed-
ings against Patrice Di Pinto, [1991] ECR1189; Case 45/96, Bayerische Hypothekemnd Wechselbank AG
v Edgard Dietzinger [1998] ECR01199.

19 Council Resolution on a preliminary programufethe European Economic Community for a consumer
protection and information policy, O3}@2, 25 April 1975.

20 valantJ., @Consumer protection in the EU. Policy overvée®uropean Parliamentary Research Service,
Members' Research Service, 2015, PE 588.9 available at:
https://www.europarl.europa.eu/RegData/etudes/IDAN/2015/565904/EPRS_IDA(2015)565904. EN.pdf
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Thenextstep in the consumerotectiorregulatiorsd d e v e | o qomolededy the adsp-

tion of the following directives:

(1) the Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts;

(2) the European Parliament and the Council Directive/&C of 20 May 1997 on the

protection of consumers in respect of distance contracts;

UNI VERSI TY OF

PEC.

(3) the European Parliament and the Council Directive 99/44/EC of 25 May 1999 on cer-

tain aspects of the sale of consumer goods and associated guarantees

which served athe basis for the further harmonization of the consymaectionlaw andthe

adoption of theConsumer Rights iective!

Currently over 90 EU directivaggulate variousonsumer protection issu&sHowever,not
all the provisions of the complex consumer protectiegulatory frameworkn the European
Union canaddressssues arising from the digitaérvice provsionsin virtual worlds One of
the examples can be consumer protedtiocontracts omgratuitousdigital cortent, including,

subscription or access to freeplay video games.

Indeed, certaireuropeandirectivesand regulationsvent throughmultiple amendmentsand
review procedurem order to adapt tomodern realities. For examplénnex | tothe Directive
97/7/EC of 20 May 1997 on the protection of consumers in respect of distance cdistiedtts

thefollowing means of concluding contracts on distance:

(1) AUnaddressed printed matter;

(2) Addressed printed matter;

(3) Standard letter;

(4) Press advertising with order form;

(5) Catalogue;

(6) Telephone with human intervention;

(7) Telephone without human intervention (automatic calling machine, audiotext);
(8) Radio;

(9) Videophone (telephone with screen);

21 EidenmullerH., FaustF. et al, 6rhe Common Frame of References for European Private Law: Policy

Choices and Codification Probletn®©xford Jounal of Legal Studies, Vol. 28, Issue 4, pp. 688, 2008,
available athttp://www.ssrn.com/SSRI-1269270.pdf
22ValantJ., note 20
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(10) Videotex (microcomputer and television screen) with&asd or touch screen;
(11) Electronic mail,

(12) Facsimile machine (fax);

(13) Television (teleshoppingy®

The mentioned Annex raised further questions and resulted in differences in the application by

the various Member states. In order to harmonize application and provide a higher level of legal
certaintythe Drective 98/48/EC of the European Mament and of the Council &0 July

1998 amending Directive 98/34/EC laying down a procedure for the provision of information

in the field of technical standards and regulatimas adopted* The directivestipulatedex-

ceptional cases for distancecentt s and <cl arified the definit

which in futureservedasabasis for the&e-Commerce rective.

Worthunderlining that in 1998 thearticipation in electronic video gamgsrticularly games

located in videearcadepremisesvhere the customewasphysically preent was not consid-

ered as services providedaadistance’® The aboveshows that the approach taken in the Eu- 20
ropean legal framework in 1998 whusingon the simple consumer versus trader relation-

ships without taking into account different possibilities in technological develophiefut-

tunately this approach was not sufficient to gramtroper level of consumer protectiand to

be sustainable over time.

Nowadays, a simpiooking video game available on a machine placed in the shopping mall
can involve complex legal relationships and various parties inveluedvideo game devel-

oper, platform provider or aggregator, thpdrty service providers, sharedllaboration plat-

form etc. The complexity of legal relationships related to digital content and information tech-
nologies platforms created the push to the relevant definitions evolvement and followed the
adoption of the EZEommerce Directive and Consunigights Directive.

E-CommerceDirective, particularly,in detailaddressed issues arising from the contract con-

clusion throughelectronic meansyse of intermediaries and varioosline platforms E-

23 Directive 97/7/EC of the European Parliament and of the Council of 20 May 1997 on the protection of
consumers in rggect of distance contractsStatement by the Council and the Parliament re Article 6 (1)
Statement by the Commission re Article 3 (1), first indeat. 144, 4.6.1997, p. 127, Annex I.

24 Directive 98/48/EC of the European Parliament and of the Cloofnaf 20 July 1998 amending Directive
98/34/EC laying down a procedure for the provision of information in the field of technical standards and
regulationsAnnex V.

25 |bid.
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Commerce Directivbrought into the spotlight theotion of information society services,
which waspreviously defineger the Directive 98/34/EC of the European Parliament and of
the Council of 22 June 1998 laying down a procedure for the provision of information in the
field of technical standards and regulasand of rules on information society services and in
Directive 98/84/EC of the European Parliament and of the Council of 20 November 1998 on
the legal protection of services based on, or consisting of, conditional & Tasslefinition

of information society servicggesent in ECommerce Dective covers services thaarepro-

vided byelectronicmeans particularly byelectronic equipment for the processing (including

digital compression) and storage of dta

Considering tb above mentioned, the definitions, that were used historically in the European
consumer protection framework, reflect the changes in the service provision and business mod-

els available over time, as well as shows strong interconnectivity between daginised in

the various consumer directives and regulatiomse f i ni t i ons on fAdistanc
tronic meanso, Ainformation society services

21
describe alternative means of concluding a contract in thldégvironment.

With the fast technological development and availability of the ma&ansof payment pro-
cessing and contract conclusjdor exampleonline platformsmobile applications block-
chaintechnology, augmented realdyndphysical goods with digital elements (ismnarthome
device$, the abovementionecdhotionsandconceptsould not anymore satisfy consumer needs
and grant sufficient level of the consumer protection.

Therefore,in order © cover various business models and in to eliminate the necessity in a
constant regulatory update once a new technology is released to the tharkatppean Com-
mission tookageneral approach regarding definitions in distance angdrefhises comact n

the following Consumer Rightsii2ctive Such a general approach allowede@e room for
flexibility in application tahenew technological means in contract conclusiod addressing

the usage of intermediarieBhe new Consumer RightsrBctive sta¢d thatthedistance con-

tract should cover all cases where a contract is concluded with the exclusive use of one or more

26 Directive 2000/31/EC of the European Parliament and of the Council of 8 008®2 certain legal aspects
of information society services, in particular electronic commerce, in the Internal Market, OJ L 178, 17.7.2000,
par 17.

27 1bid.
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means of distance communication (such as mail order, Internet, telephone or fax) and as well

should include offerings provided by arthparty used by the trader, such as online platféfms.

ConsumeRightsDirective wa considered as step forward towardbe harmonization of the
consumer law in the Europelimion and addressg theissues arising frogrcurrently consid-
ered as standard onesichforms of businessasonlineshopping and service provision \ar-

ious online platforra

Worth mentioning that the ConsumeRights Directive as wellintroducedthe definitions of

Aonl ine platfoomtsen tthiudht hvwe mliett alni t i on i®f Aonl
still out of the scopedheh ar moni zati on in the European Uni
italconent 06 ment i on e dRightsDirdctivee wadevelopednfartharithin the

framework ofthe Digital Single Market Strategy of the European Urfon.

Unfortunately, he issues arising from the contracts on digital corgepply or digital service
provisions particularlytransactions witlintangible virtual items (digital content, which is not
represented on tangible medium), were excluded from the scope of main European directives22
regulating trader versus consumer relationshiggsexample, Consumer Rights Directieor
Regulation (EUR018/302 of the European Parliament and of the Council of 28 February 2018

on addressing unjustified gdabocking and other forms of discrimination based on customers'
nationality, place of residence or place of establishment within the internal markehand-

ing Regulations (EC) No 2006/2004 and (EU) 2017/2394 and Directive 2009/22/EC (herein-
after referred to ast h €ecBlocking Regulation §*.

Together with the further developmenttbé crossborder online service provision, the Euro-

peanpolicymakes determinedhe needn the harmonization ahe rules specifically for the

28 Directive 2011/83/EU of the European Parliament and of the Council of 25 October 2@bhsumer
rights, amending Council Directive 93/13/EEC and Directive 1999/44/EC of the European Parliament and of the
Council and repealing Council Directive 85/577/EEC and Directive 97/7/EC of the European Parliament and of
the Council Text with EEA releveee OJ L 304, 22.11.2011, p.i@®@8, par 20.

29 Communication from the Commission to the European Parliament, the Council, the European Economic,
and Social Committee, and the Committee of the Regions, A Digital Single Market Strategy for Europe,
COM/2015/a92.

30 Consumer Rights Directive, note 28.

31 Regulation (EU) 2018/302 of the European Parliament and of the Council of 28 February 2018 on
addressing unjustified gemocking and other forms of discrimination based on customers' nationality, place of
resicence or place of establishment within the internal market and amending Regulations (EC) No 2006/2004 and
(EV) 2017/2394 and Directive 2009/22/EC, OJ L 60I, 2.3.2018, par 8

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

digital goods supply and the digital service provisions in order to elimififeencesn the
application of the mandatory consumer contract law fflegpanding already existing defi-

nitions and detailing already existing consumer protection framework.

Such a harmonization resulted in the adoption of the Digital Goods Directive and the Digital
Content Directive. The aboveentioned directives broughjal certainty into the digital con-
tracts area, particularly above all, by pr o\
goodso, Adi gital serviceso, which bears i mp

and legal rules applicability.

From the abowprovided historical overview, it can be seen that the scalability of the digitali-
zation, availability of the alternative payment methods and innovative approaches to the cross
border service provision resulted in the constant review dfiegidefinitions. Moreover, such

a review and amendment has moved towards generalization in order to include as many as
possible variations of the@mmmerce models and provide legal certainty to the users of such

innovativetechnologies. 23

Notwithstandingthe generalization and the constant review procedure, the existiog-e

merce and consumer protection regulations of the EU cannot satisfy consumer expectations in
the legal protections leaving rodor various legal uncertainties. For example, the right$
obligation in gratuitous contracts on the digital content (except specific cases where digital
content is transferred in exchange for personal data) or when alternative payment methods are

used (i.e. cryptocurrencies).

The Coronavirus pandemic in 2028used widespreadf variouselectronic business models
andbrought upattentionto theexisting gaps ithelegal regulation on digital content, including
but not limited to the definitions of digital content and illegal digital conte€fihe scalability
of online businessriggeredregulativework in the EuropearParliamentin order to adopa

32 Commission stuff working document, on the Impacts of fully harmonised rulesntracis for the sales of
goods supplementing the impact assessment accompanying the proposal for a Directive of the European
Parliament and of the Council on certain aspects concerning contracts for the online and other distance sales of
goods, Brussels,1310.2017, SWD(2017) 354.

33 Report on the Digital Services Act and fundamental rights issues ,[®@2@0/2022(INI), Committee on
Civil Liberties, Justice and Home Affairs, available at:https://www.europarl.europa.eu/doceo/docufrent/A
20260172_EN.html
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uniform harmonized Digital Service Act focused thie digital content offerings on various

online platforms

The crosshorder natureof the online gamingbusinessits impact @ 50% of the European
population increase in gaming activity due to the pandénshbould trigger the review of the
current approacto the gaming transactiomsd result irthe creation ofa harmonized frame-
work of the consumer protection and@mmerce regulatiofocusing on thgaming platforms

targeting European consumers.

In order to understand the scope of the amendments or harmonization required to the consumer
protectionaunder the current European legal framework and to discover gaps in the legal reg-
ul ations connected to the traderés offerings

applicable to the electronic commerce framework in the EU should be invedtigaletail.

The present chapter will focus on the definition used by the European policymakers regulating
issues connected to electronic commerce and consumer rights protection in a digital environ-
ment. The author will investigate whether those deéingican be applied to transactions with 24
virtual items in frego-play video games. Particularly, this chapter will examine whether no-
tions of Adigital serviceso, dAdigital conter
industry and, if so, in wikh particular cases. Moreover, the author will determine the types

ofpl at forms that can be defined as fAonline pl
tation existing in the doctrine and will analyse whethegame transactions can be qualified

as felectronic commerceo or fiinformati on soci

The present chapter will analyse the scope of existing European regulatory acts and their ap-

plicability to thegaming industry, particularly:
(1) Customer Rights Directive
(2) Digital ContentDirective
(3) Digital Goods Directive

(4) Digital Service Act

34 Explanatory Memorandum, Proposal for a Regulation on the European Parliament and of the Council on a
Single Market For Digital Services (Digital Services Act) and amending Directive 2000/3BiE€sels,
15.12.2020, COM(2020) 825

3% Interactive Software Fkeration of Europe, note 2.
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The author will use exampdrom the existing video game EULASs in orderdefinethe ap-
plicable legal norms and to determine the legal nature of developer versus user relationships in

video games avible in theEU market

Considering the specific features and ftalability of the gaming industry in the EUt is
important todeterminethe place othe transactions witkirtual items inthe virtual world in
the regulatoryframework in order to prett consumers, to secutee rights of minors and to

support the European Digital Single Market Strategy.

1. The Notions of the Electronic Commerce, Information Society Ser-
vice and their Applicability to the Gaming Industry

In orderto determinethe scope and applicability of various legal norms included in the Euro-
pean ecommerce and consumer protection frameworthe transactions in the gaming indus-
try, first of all, general notionsucha s -cfoenmer ce o0 and Ai nformati o

shoud be analysed.

I n the present part, the acuotmmer eové d | ah @ c fliisyg fo
society serviceso accepted on the Community
per se (frego-play and payto-play), as well as kgame transactions on intangible items pur-

chase, can fall under the scope of those definitions and the relevant regulations consequently.

A. Electronic Commerce
E-commerce can be defined as electronic business atjwitigich is based othe exchange
of tangble and intangible goods and services through electronic communication and can be
expressedh various shapeis from online delivery of digital content to public procureniént
The notion of ecommerce changes over time in connection with technologicalaawent
andthe usage afoth B2B and B2C transactiaffs

36 Kalinauskaite, A. E-@ommerce and Privacy in the EU and the BSA..M. Paper, Ghent University,
Master of  Advanced Studies in European Law Ghent2012 available at:
https://lib.ugent.be/fulltixt/RUG01/001/892/218/RUG0Q182218 2012_0001_AC.pdf; E-=Commerce Di-
rective, note 26

37 Communication from the Commission to the Council, the European Parliament, the Economic and Social
Committee and the Committee of the Regions, COM(97) 157 final, 1997, p. 8, available at: http://eurlex.eu-
ropa.eu/LexUriServ/LexUriServ.do?uri=COM:1997:01HN:EN:PDF, (last visited 23 October 2018).

38 KalinauskaiteA. note 36.
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First attempts to define@mmmerce in the European Unibrher ei naf t er referre
i 0 rcan)betracedback to the 1996 Communication from the European CommisSioi

tially, on the Union level as-eommerce was defined gsods supply via postal servic¥s.
Unfortunately, such a general definition was limiting the scope oftoeremerce regulatiods

applicationto specific delivery channels.

Later,in 1997,following thewidespread othe ee.commerce activitandthe telecommunica-

tion services developmenkhg European Initiative on Electror@mmercevasintroduced on

the Community levet! The European Initiative on Electrom@ommercefurther determined
e-commerce aan electronic business activity that is based on the electronic processing and
transmissn of data, including text, sound and video, which includes diverse activities includ-
ing electronic trading of goods and services, online delivery of digital content, electronic fund
transfers, electronic share trading, electronic bills of lading, comahexgtions, collaborative
design and engineering, online sourcing, public procurement, direct consumer marketing and
aftersales servicé? As can be seen, the notion et@nmerce was widened to involve alter-

26
native delivery and payment channels.

Electronc commerce was defined through products and sentiwesgh traditionahctivities

and new activities, through indirect (electronic ordering of tangible goods), as well as direct
(online delivery ointangibles)igital activity.*® Thus, back in 1997, the European Union took

a wide approach defining electronic commerce and included all possible and available in the
future ecommerce offers, including but not limited to collaborative gaming platforms, block-

chain applications and pag-play video games.

Later on,the explanation of the-commercealefinition was changed tdany form of business
transaction in which the parties interact electronically rather than by physical exchanges or
direct physical contact** Thus the approach washanged to a general one, presumably in

order not to limit any further technological developmantsvays of contract conclusion or

3% Lodder, AR., Murray, AD., éThe European Union and@mmercé EU Regulation of ECommerceA
Commentary Elgar Commentaries series, 2017, available at: https://ssrn.com/al3258822

40 Dublin European Council 13 and 14 December 1996, Presidency Conclu3€$96/8,available at:
https://ec.europa.eu/commission/presscorner/detail/en/DOC. 96 8

41 A European Initiative on Electronic Commerce, COM(97) 157 final, 16.4.1997

42 |bid.

43 bid.

4 Noll J., 6The European Community's Legislation of€CBmmercg University of Vienna 2001,available
at: https://ssrn.com/abstract=288942
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delivery channels. The aboyeovided definition focuses dhep a r tinteradidn contracts
concluded on distance dirbugh electronic meankslowever, taking into account already ex-
isting hybrid models, in which consumer versus trader interaction can be done both online and
offline, for example, &sport tournaments where tournament organizers, game developers and
playersare present in the same premises offline, however, the service performed in majority

online, such a definition would require further clarification.

With the adoption of the E£ommerce Directive, theéefinition providedn the European Ini-
tiative on Electonic Commercewvas narrowed dowan the stage of implementation of actual
legal normsThus, with the adoption of specifiecommerceaules and mandatory contractual
requirementsthe focus of the regulatory framework was shiftadhelimited types oftrans-
actions such agheonline purchase of tangible goods, intermediary servidesvithstanding
the general approach to the@nmerce definition, the actual harmonizecoenmerce frame-
work provided various exclusions and exceptions, whishlted in a lack of legal certainty in

relation to the transactions with intangible items or digital goods and services.
27

One of the main purposes oicemmerce per se is the facilitation of cresder trade and
crossborder service provisiorf§ E-commece development redugmformation asymmetries
(when one party of a contractual relationships has more valuable information than the other
party), search costs (the costs spent to feldvant products or customerahdtransaction

costs (the cost of miget participationfor market participant®’ However, m the other hand,
digital economy and-eommerce can facilitatenfair consumer practices that are not possible

in the offline world, for exampleprice discrimination(gecoblocking, selling andthe same
goods providng the same servicas different targeted groups different prices), andly-

namic pricing strategiesdriability ofthe price depending dhe demand characteristics or the
supply situatioph*’ Therefore, harmonized and balan@commerce framework is crucial to

fair treatment in all digital industries targeting European consumers.

45 1bid.

46 Duch-Brown N., MartensB., 6The European Digital Single Market. Its Role in Econo#tivity in the
EU§ JRC Technical Report, Institute for Prospective Technological Studies, Digital Economy Working Paper
2015/17, available at: https://ec.europa.euljrc/sites/jrcsh/files/JIRC98723.pdf

47 1bid.
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Unfortunately, at the current date, the@mmerce market in the Member states is unequal and
diversified following, among others, the respective leggulations*® Therefore, in order to
secure equal treatment and consumer proteetitinn e-commerce activity, specific legal
norms should be adopted including but not limited to general and speafic mandatory
contractual requirements and custmrotection guarante@sorder to secure fair treatment,

legal certainty and balance between rights and lawful interests of all parties active at the market.

Back in 1999, the European Commissionds | nf.
Internal Market Directorate Genemahderlinedthat crossborder ecommerce requiregsclear
and predictable legal framewotkHowever, over time wittthe fasttechnobgical develop-
ment theexisting ecommerce framewotk t oget her with various | e

zones in legal regulationgrovideda backgroundor unfair treatment

In the fastchangingworld of technologies, legal norms are not able to chaongast. There-

fore, nowadays not all existingggmmerce rules can fit the conclusion of the contracts through

code with automatic execution or to purchase intangible virtual items in exchange for virtual 28
money.The lack of legal certainty in relation tanvous types of digital transactions, for exam-

ple, transactions with intangible items, cryptocurrencies, availability of various hybrid business
models, such as augmented reality or shared collaboration platforms, smart home devices or e
sport competitionscreated a need in legal analogy application andregtflation. Unfortu-

nately, such selfegulation and alternative legal framework are initiated by traders or industry
monopolists that creates significant misbalance in relation to the rights of coranddacil-

itates applicability of standard business models depriving consumers of bargaining power and

possible legal enforcement.

Currently, the eéeommerce regulatory framework in the EU disregards specifics of-aigiial
products and-eommerce transactions related thereto. As will be explained in the following
chapters, the current lack oftemmerce regulations in the gamingustty per se results in

the application of intellectual property framework as a legal analogy to the consumer contracts

48 JedrzejczakGasanetta Barskd, SinicakovaM., d_evel of development of-eommerce in EU countrigs
Management 2019, Vol. 23, No. 1, available at:
https://www.researchgate.net/publication/333874998 Level of development of e
commerce_in_EU_countries

4 DuchBrown N., MartensB., note 46.
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without actual intellectual property rights certification, which triggers consumers abuse and

deficiency i n mec hteaidnantkkgalehforcermentsagainmsesuch abuse.r o

Based on the initiatives created to sedheeDigital Single Market Strategy of the European
Union, review thaudiovisualmedia framework to agt to realities of the 21st century, anal-

ysis of the roleof online platforms in the market, reinforcement of trust and security in digital
services are considered as main pillars and main areas of focus of the Digital Single Market
Strategy>? Therefore, the harmonisation of relevastanmerce norms applicalie the gam-

ing industry is a crucial part of the European Digital Single Market Strategy

An efficient ecommerce framework should provide both legal certainty and room for flexibil-
ity in order to align with possible development in the market and takaactmunt the digital-
ization of ecommerce transactions. The present research will provide a base for the further
regulatory development in@mmerce regulation in the gaming industry and will determine
possible legal analogy applications in order to sethe rights of the consumer and players on

the Community level. 29

B. Information Society Services

The definitions of information society services artbenmerce are closely connected and ex-
plained one throughnother- information society services atensidered as the main subject
of the ecommerce actity®!. The notion of information society services vexglainedin con-
nection to ecommerce firstn 1999with thenew initiativei E u r -Ap ieformation society

f o r praposedby the European Conssion®? As per the abovenentioned initiative, infor-
mati on soci et y the bbsralisagop of eelecemnumocations,restablishment of
a clear legal framework for-eommerce and support for the industPy Thus,the information
society is considered a society that is living hagehand with technologies and uses innova-

tive technologiesineverydsy | i fe for regular contract conc

50 odder,A.R., Murray, A.D., note 39 PressReleaseA Digital Single Market for Europe: Commission sets
out 16 initiatives to make it happ®&n 6 May 2015, Brussels, available at:
https://ec.europa.eu/commission/presscorner/detail/en/IP_15_4919

5 odder, A.R, Eutopean Union EZommerce DirectiveArticle by Article Comment§ Guide to European
Union Law on ECommerce, Vol. 4. Update from 2016 of the 2001 version, published in EU Regulatien of E
Commerce. A Commentary Elgar Commentaries se2igk/,available athttps://ssrn.com/abstract=1009945.

52 Europe- An information society for all Communication on a Commission initiative for the special
European Council of Lisbon, 23 and 24 March 2000, COM/99/0687. final

53 |bid.
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Currently, themformation society services adefinedas services provided on distance (with-
outtheactual presence of the representatives of the parties in the same place if the contact is
direct, or even with actual presence in the same place of the consumer and supplier, if the
contract is made through intermediary platféfinthrough electronic mear(with the usage of

any application, software, Internet of Thifgsfor remuneration (not only directly, but also
indirectly with the income a seller receives from advertisethenshared personal dafpand

at the request of the recipiéhtThus, the definition of the information society services is cov-
ering as wellas hybrid business modelshere the communication between parties, service

provision or contract conclusion can happen both online and offline.

From the gaming industry perspective:
(1) the user has to log in to create an account, avatar, thus demanding a service,
(2) the video game is a software, thus, fits the condition of electronic means,

(3) the services are given on distance without the actual presence of parties, only their
avagrs, (even though duringsport tournaments both representatives of a supplier and 30
the user are present, however on swdpa@t tournament the activity is conducted
through gaming software, which can be considered as an intermediate platform),

(4) the ®rvice is provided for remuneration (in ptoyplay video games the remuner-
ation is immediate as the user is paying in order to have access to the software, in free
to-play video games the access is free, however virtual items are for payment, as ex-
plainedabove), which is paid by electronic transfer of fiat money or crgpteencies,
exchanged for money in advance.

Worth wunderlining that the notion of Aremune
work is a vague point and a reason of different interpretations in various Member states. As
defined in the explanation provided above to the definition of thenre#tbon society services,

both direct and indirect croggrformance is accepted, which covers all payment models, in-

cluding alternative payment models such as crgpiwencies, irgame tokens as well as

54 Lodder, A.R note 51.
55 bid.

%Case C 291/13, Sotiris Papasavvas v Fileleftheros
2014

57 Lodder, A.R note 51.
58 Directive 98/48/ECnote 24
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personal data provision in exchange for digital mervHowever, unfortunately, examining

further specific eéommerce regulations, the notion of remuneration is significantly impaired.

Whilethe i nf ormation society services definiti
notion, including in the sge direct forms of commaoditized business as well as indirect com-
moditization of digital servicesccessing the gaming industry, it can seem that after receiving
access to the audidsual software (on a tangible medium or through online streaming) the
reati onships with the consumer and supplier
User License Agreemento, and every other tre

by ecommerce rules

In pay-to-play video gamesyhere the consumer is pagi for the software or the access to the
software and is acknowledged on the total price of such video @amleuildin payments

possible as per the gaming interfad@e direct remuneration model can be obserizeen

though, he majority of payto-play video games follow a direct remuneration or direct com-
moditization model, when the contract price is determined prior to the contract conclusion, 31
following already established@mmerce ruleshowever, as will be explained in the further
chapters, certain existingo@mmerce regulations cannot be fully applicable to-foeglay

video games where the gratuitous contract is covering-buiphyments and, thus, the trader

receives indirect remuner at iprowsiorfl. or t he infor

Considering mentioned abovmthin-game transactions in free-play video games between

the consumer (the player) and gaming company (or gaming platform) with a subject of intan-
gible item exchanged for the monetary integesd assessing ame per se (frem-play and
pay-to-play) can be considered as information society service and fall under the scope of the
E-Commerce Directive and Consumer Rights Directd@wever, as will be explained further

the specific provisions of the-EommerceDirective and Consumer Rights Directive and re-
latedregulatory framework can be applied only to the direct remuneration models with excep-
tion of one indirect modél personal data provision as a courgerformance expected from

the consumer.

Such a legafjap resulted in unfair treatment in consumer cordrat facilitated usage of the

gratuitous contracts with indirect payment mogdedsticularly, in the gaming industrgs will

ot

be explained in further c¢hapt epularvidebo gamest h e

thefollowing indirect payment models are used by the gaming platf@motexclusive list)
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(1) player hasan assigned virtual wallet whemeplayer can purchase virtual-game to-

kens which are later used for further-gametransactions with virtual item@or ex-

ample, |ike Linden Dol lI%ms in ASecond Lif
(2) player can purchase and trade virtual items in exchange for exyptency, including

but not limited to blockchatbvased cryptacurrencies and nefungible tokens (for ex-

ample, like in AA®iIie Infinityodo video game

Considering the fact, thatdirect payment models generate 64% of the European revenue in
the gaming industt§! there is an urgent need to provieomprehensive harmonized regula-

tory framework on ommerce and consumer protectiaking into account business models
focused onndirect payments. Such a harmonized regulatory framework should, first of all,
include transparency and information provision requirements, as indirect payments can facili-
tate misjudgement amount consumers and, particularly, minors or young adultstheurento
possibility to evaluate economic consequences of the indirect transaction and the total cost of
the gameplayMoreover, such a disproportionate legal regulation focusing on a direct revenue

: : : 32
model can deprive consumers of seeking legal remedies.

Even though the abovexplained definition of information society services is significantly

broad, however, the limitation of the scope of services that are included under such definitions
raised different concerns while applied to hybrid business modelsmowhtive solutions on

the European markdt.or exampl e, i n Asociaci-n Profesio
Spain the preliminary ruling was requested in order to determine whether services provided by
Uber can be considered as transportation sesy@s information society services or a combi-

nation of the abov The described case triggeradviderdiscussion on the legal regulation

of online platforms and intermediary services, as will be described further, and showed that the
clear scope of aghwed definitions in a crucial part of the scope of the applicability for the

European legal norms.

59 Second Life Community, Information on Linden Dollars, vailable at:
https://community.secotlife.com/knowledgebase/deutsckrowledgebase/linderdollar-kauferund
verkaufenr1301/#:~:text=Die%20W%C3%A4hrung%20in%20Second%?20L ife,Zahlungsart%20registrieren.

80 Information on Axie Infinity,available athttps://axieinfinity.com/

81 Interactive Sofvare Federation of Europe, note 2.

62Case €434/15Asoci aci -n Profesional Elite Taxi v Uber Sys

Chamber) of 20 December 2017
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Asociaci-n Profesional EIlite Taxi versus
realities the symbiosis of offline and online (information stycservices) can exist and, there-
fore, respective legal norms should be taken into acé@imilar to the Uber case, the issue
of 1A comp o s wasraisee inhe Airbnk sage, following the symbiosis of the real

estate brokerage services anfibimation society services.

PEC.

Ub e

Hybrid business models, similar to those explained above, becoming more widespread as dig-

italization is coming to everydayso |ife
and selfdriven carsThe explaired notion of composite information society services can be

applied in the gaming industry as well, particularly to augmented reality gafoesxample,

games like PokemonGBwhere the player accesses virtual reality items, however, travelling

throughthe offline world and, n specific cases, interacting wighroperty rights of physical

owners®®

In the modern information society where the variety of seryregsuneration modebnd in-

novative technologies is only limited by the frames of tetdgy and fantasy of a trader, the

tog

33

relevant legal norms should be narrow enough to provide legal certainty to existing products

and, at the same time, broad enough to cover alternative innovative solltierefore, there
is a need iran EU-wide specialied regulatory framework focusing on composite information

scciety servicesand indirect remuneration modétsorder toeliminate unfair treatment, appli-

cation of the legal analogy and to secure rights of consumers and European Digital Single Mar-

ket Strategy.

83 Geradin D, @Principles for Regulating Uber and Other Intermediat®iatforms in the E@ TILEC
Discussion Paper No. 20087, Tilburg Law School Research Papéto. 18, 2017 available at:
https://ssrn.com/abstract=3055023

4BuschChThe Sharing Economy at the CJESbmeODsereationsAi r bnb

on the Pending Case-890/181 Airbnb Ireland 7 Journal of European Consumer and Market L3048,
available at: https://ssrn.com/abstract=3231505

55 Case €390/18 Criminal proceedings against X, Judgment of the Court (Grand Chamberpeicéinber
2019

1iT,fok®mon Go and the Law: Privacy, | mtradlavect ual |

School- Information Society ProjecBoston University Boston University School of Law, 2016, available at :
https://ssrn.com/abstract832356

7 Information on Pokemon Go, available fattps://pokemongolive.com/en/

68 News Report,Pokemon Go ‘trespass' legal action settled in6 USBCB 2018, available at:
https://www.bbc.com/news/technology

46426930#:~:text=Home%200owners%20who%20sued%20when,creatures%20placed%20in%20private%20gar

dens.
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C. Intermediate Conclusions
E-commerce activityand information society servicesver variousscopesof online busi-
nesses including but not limited to gaming platforms, online marketplaces for virtual items,
blockchain and shared collaboration fadainsetc Innovative business models can include not
only online services, but offline elements (for example, video games integrated with virtual
reality oraugmented reality gamegsvhich makeghe applicability of existing legal frames

difficult and insome cases impossible

Even though the generaktemmerce rules on mandatory contracpralisions and consumer
protection already exist on the community level, however, not all those norms can be applicable
to the gaming industrtaking into account hyi business models and indirect remuneration
under gratuitous contra¢as will be explained in details in Chapter Il of the present thesis)

on the other handsectorspecific norms are absent, which causes legal uncertainly, unequal
treatment andmpossibility for consumers to seek legal remedy in cases related to digital con-

tent transactions
34

Considering the abovaentioned, the present research will focusatternativee-commerce
models available in the gaming industry nowadsyyshasindirect payment models in com-
moditized freeto-play video gamescollaborative gaming platforms,-game items purchase
on gaming platforms and online marketplaces for virtual itetmisRarticularly, the author will
investigaé whetheexisting legal norms ononsumer protectiormandatory contractual pro-
visions can be applied tgaming transactions @game purchases and access to the video
games), gratuitous contra@sd hybrid business models

2. The Notion of Digital Goods Digital Content and Digital Servicesin
the European Law

The definitionof digital content waslreadypresent in the European regulatdrgmework
starting fromthe adoption of the Consumer Rights Directive, however, it evolved dtineg
time andwasamended with the Digital Content Directive, which astablishechew regula-
tory framework focusing on-eommerce and consumer protection in the digital environment
and introduceduch notions adigital servicesaand digital good#to the European cons@an

protection framework

The present part wil |l examine in detail t he

Adigital serviceso in the prism of the Euro
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brought together with the Digital Content Ditiwe and Digital Goods Directive, and on the
views represented in the doctrine. The author will analyse the -abertgoned definitions
through the prism of applicability to the realities existing in the gaming industry and will relate
such notions to thapplicable ecommerce and consumer protection framework to the hybrid

business models and indirect payment methods used in the gaming industry

A. Digital Content
The notion of digital content itself was first discussed at doctrine in the beginning of 6s°200
and afterwards incorporated in the Consumer Rights Directive adopted if?.ZB4ein though
a sgnificant part ofday-to-day transactions concludedn a digital form, howevermp until
recently the Europeapolicymakersverenot paying due attention to the regulatory framework
regarding sucland, particularly, to defining notions used in the scogbetonsumer protec-
tion during the onlindusiness condudbcusing on the digital transaction only as a solution
for the contact conclusion for offline goods and services

The dgital contentas a universal notianitially wasdefineda sdaté or information products 35
supplied in digital format as a stream of zeros and ones so as to be readable by a computer
and giveinstructions to the computirf! The Consumer Rights Directivietroduced explana-
tonofdi gi t al datawhicleanetprodused dnd supplied in digital form, such as com-
puter programs, applications, games, music, videos or tesdéspective of whether they are
accessed through downloading or streaming, from a tangible medium or through any other

means.’?

Indeed, digital content is digital data that can be represented in a tangible medium or exist in
an intangible form. Digitatontent generally can be defined as a computer code (set of 1 and
0), which, if to apply such a code to specific software, would represent an intangible product

or a service. In the perspective of the gaming industry, virtual items, including but nedlimit

59 Bradgate R.@Consumer Rights in Digital Produdt#\ research report prepared for the UK Department for
Business, Innovation and Skills, BIS, University of Sheffield, 2010, eZciso M, dConsumer Expectations in
Digital Content Contracts An Empirical Study Tilburg Private Law Working Paper Series No. 01/2(®¥17,
available athttps://ssrn.com/absts=2954491 Helberger N., Guibault | at al, dDigital Consumers and the Law
T Towards a Cohesive European Framewiiorkolters Kluwer, Information Law Series, 2013, Volume Q&CD
Policy Guidance for Digital Content, OECD Ministerial Meeting on the Futdrthe Internet Economy, Seoul,
2008, available atttps://www.oecd.org/sti/ieconomy/40895797 .pdf

0 Consumer Rights Directive, note 28.

" Bradgate R.note 69 NarcisoM., note 69.

2 Consumer Rights Directive, note 28.
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to functional and cosmetic virtual items, as well agame tokens, are considered as a com-
puter code, which, after being purchased within the gaming platform or on the external mar-
ketplace, when applied to particular gaming platform becomes a \Vieoalrequested by a

player.

The Digital Content Directivand Digital Goods Directivefollow up on the definition pre-

scribed in the Consumer Rights Directive anghlaind i gi t al datawhickis pro-as 0
duced and supplied in digital foar® Particularly,the policymakergives examples of operat-

ing systems, applications, software as dhasfall underthedigital content definitiorf* Con-

sidering the above mentioned, the Digital Content DireaivéDigital Goods Directive do

not stepawayfrom the definition provided in the ConsemRights Directive, however, they
provide better explanatiaon thedatathatcan be considered as digital content and grants con-

sumer protection in the contraan digital content

Considering the characteristios products available in the gaming industry (intangible items
purchase, irgame transactions, access to the video game per se), it can be seen, that a vide%6
game is a complex audiosual product with the inclusion of separate transactions on virtual
items incorporated in such a game. Due to the broad nature of the definition of digital content,
the video games themselves, as well as a separate transaction on virtual items parchese,
considered as transactions with digital content, as both are temgpdesr data represented

in a digital form.

Digital content is a crucial part of both digital services and digital goods, therefore, in order to
determine the scope of applicability of the customer protection framework during the digital
service provision or digital goods supply, it is important to define the notion of digital content
first. Everything in a digital environment can be explained esmputer code, including trans-

actions on online purchase of offline goods, thus, digital content is a broad definition and fur-
ther explanation on the applicable regulatory framework with a focus on digital content was

required.

73 Directive (EU) 2019/771 of the European Parliament and of the Council of 20 May 2019 on certain aspects
concerning contracts for the sale of goods, amending Regulation (EU) 2017/2394 and Directive 2009/22/EC, and
repealing Directive 1999/44/EC (Text witlER relevance.), PE/27/2019/REV/1, 20&8ticle 2 Directive (EU)
2019/770 of the European Parliament and of the Council of 20 May 2019 on certain aspects concerning contracts
for the supply of digital content and digital services, PE/26/2019/REV/1, @612P.5.2019, p.iR7, article 2.

4 Digital Goods Directive, note 73.
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European regulations deérdigital content as a general notion covering all digital data. Such

a generic approach, if to be taken on its own solely, can cause legal uncertainty regarding the
scope of the rights that can be applied by the consumer participating in the digitahgcono
onlinei as will be shown further, the definitions of digital content, digital goods and digital
services are crogeferencing one another. Therefore, in order to ensure consumer rights pro-
tection and compliance with@mmerce regulations, there isi@ed for clear determination

on the Community level whether the notion of digital content can be used on its own or as a

part of a traditional differentiation between goods and services.

At the current stage with wide fragmentation of the European nmrsprotection and-eom-

merce regulatory framework referring to the business and payment models available at the time
of adoption, there is a lack of clarity on the applicable law and scope of the consumer protection
guarantees related to the particulalire offline or composite product or service. This can
lead to fragmentation in enforcement and in legislation in particular Member states causing
unfair treatment of consumers and discriminatory approach in the industry based on consum-

. . . 37
ersod® domicil e.

B. Digital Services
Even though the concept of digital content was introduced into the European customer protec-
tion framework together with the Consumer Rights Directive, however, the notion of digital
services was explained only in 2019 with the adoption oDiigital Content Directive and

Digital Goods Directive.

Following the provisions oboth the Digital Content Directivand Digital Goods Directive,

digital serviceas definedas:

(1) fa service that allows the consumer to create, process, store or access data in digital
form; or
(2) a service that allows the sharing of or any other interaction with data in digital form

uploaded or created by the consumer or other users of that s&fvice

Analysingthe aboveprovideddefinitions of digitalcontentand digital services, it can be hard

to distinguish the digital content supply and the digital service due to the overlap of the

S Narciso M, note 69.
¢ Digital Gods Directive, note 7®igital Content Directivenote 73.
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definitions. For example, ithe streaming service contracioudstorage contractontract on
supply of virtual goods in the shared platfothe subject of the contract will be defined as a
service that allows data processing in the digital form. Thus, taking into athewd#finitiors
provided in the Digital ConteérDirective it is almost impossible to distinguish whether the

digital service or digital content supply is the subject of a contfact.

At the same timetheDigital Content Directive treats both notions equaltgviding the same

level of customer prettion guarantees regarding gwply, modifications and conformit{?

For example, as perticle6oft he Di gi t al Ctbertraderrsiiall dDpply ® thée 1 v e
consumer digital content or a digital service that meets the requirements setfotitles 7,

8 and 9, where applicable, without prejudice to Articl® 10

Taking into accounavailablevideo game offerings, whemnsumers, or players, can create

their own avatars, skingesignor createvirtual object (therefore, create dategn tade, ex-

change virtual items on internal and external platforms (therefore, share data), can destroy vir-
tual items, bet on monster races and participate in virtual tournaments (therefore, interact with 38
data in different possible ways), gan be concludethatin-game transactions in the video

games can be classified as digital servaredigital content supply.

At the same timeacquiring access to the particular video ga®esole producshould be as

well classified aadigital service, as the customer is using services focused on providing access
to data in a digital fornfa computer code/software provided by a trader/developlens, both
freeto-play and payto-play video games, including but not limited tegame tansactions

and software access, are classified as digital service or digital content supply fedjowligig

the definition provided in the Digital Content Directive

Notwithstanding the abowmentionedoroad definition of the digital service and digjitan-
tent the Digital Content Directiverovides limitedcoverage fothe mandatory -eommerce
regulations and consumer guarantees agdludes fronthe scopeof applicationgratuitous

content®® Therefore,Digital Content Directive will not be applickbto free-to-play video

" CarvalhoM. Martim J. and F.d&oods with Digital Elements, Digital Content and Digit&n8ces in
Directives 2019/770 and 2019/%4 Revista de Direito e Tecnologia, Vol,[20. 2, 257270,2020,available at:
https://ssrn.com/abstract=3717078

8 1bid.

7 Digital Content Directivenote 73.

80 1bid.
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gamesijf to take avideo gameas a sole software produetgulated by one subscription con-

tract however, will be applicable tihe pay-to-play business model.

On the other handhe consumer can spend only up to 20 EUR as a subscription fee or platform
access for payo-play video gamevaluating full economic consequences of such a contract,
while in freeto-play video games consumers are attracted by gratuitous access, however
game scenario can require further acquisitiomajame virtual itemsn order to obtain ad-
vantage compared to other players or pass to another level. Each of-gadheitransactions

can be equal to the price thile pay-to-play contract. Moreovegs will be explained in further
chapters, game developers often use various methods to facilitate price obfuscation, for exam-
ple, payment for transactions the in-game currency that is previously purchased for fiat
money, and deprive consumerfsthe possibility to evaluate economic consequences of game
participation Such a discriminatory approach towards gratuitous contract established in the
Digital Service Directive leaves over 648bconsumeldunpr ot ected from tr a

duct and unfair consumeractices.
39

The only exception is provided to gratuitous contracts spghrsonal data provision as coun-
ter-performancé? Considering the ambiguity of standard term EULAs and taking into account
age restriction and age classification presettiégaming industryit can be observed thtite

game developers in majority use thegame transactions business model in-feeplay video
games, thughe personal data collected is used by the trader with the purpose of fulfilling the
legal obligationsTherefore, such frem-play video games and gratuitous EULAs will remain
out ofthescope of th®igital Content Directive and respective consumer protection regulatory
requirement$® The issue of gratuitous digital content supply and digital servicgspoa will

be eylained further in chapter 16f the present thesis.

It can be seen th#teasses to pato-play video gamegvhere the consumer or playerpisr-
chasing thesses#o the digital contenbr gaming platfori®* as well as irgame transactions
should becoveredunderthe scope of the consumer protectiouligital content supply or dig-

ital service prowion contractdn order to secure fair treatment in the gaming industry

81 Interactive Software Federation Bfirope, note 2.
82 Digital Content Directive, note 73.

83 Communication from the Commission to the European Parliament, the Council, the European Economic
and Social Committee and the Committee of the Regions on the protection of consumers, in partiotgdairmin
respect of the use of video games, COM/2008/0207.final

84 DavidovichiNora, note 6.
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However the existing consumer proteat framework on the Community level exclude gratu-
itous contracts from the application scope, which facilitates discrimination in the industry and
does not satisfy customer expectatioegarding the level of legal protection and consumer
guarantee®

Taking into account té fact that théusiness modaeidf free-to-play video games is focused on
therevenuecomingfrom in-game transactiorsnd attracting consumers pyoviding gratui-

tous asses to the gamisgftware®® the presence of padtigital content in a video ganséould

be classified athe digital content supply and digital service remuneration and respective
mandatory contractual provisionstbie Digital Content Directivehould be appliedndeed,

there & a possibility that a player will not ot for paid digital content and will use the service

for free however, this does not change the legal protection status and consumer guarantees, as
even in such a hybrid model contractual transparency regardssippe payments shoukg

maintained.

Therefore, in the authorés opinion, the E uyp 0
vide the difference in treatment regarding paid and gratuitous digital service and digital content
provision, as the revenuright be obtained from various alternative methods, including but

not | imited to fipaymento with personal dat a,
cryptocurrency etc. The consumer protection aicdramerce framework in the EU, should

not foaus only on direct fiat money payment as contractual remuneration, however, to adapt to

modern realities, alternative revenue models, technological and payment solutions.

The current situation in the market shows that due to the lack of regulation iarretathe
gratuitous digital service provision or gratuitous digital content supply, the player versus de-
veloper relationships are regulated solely by the End User Licence Agreement (as a legal anal-
ogy) with the focus on intellectual property rights of texvelopers and without taking into
account the nature of the relationships. The existing contractual approach and the legal frame-

work applied in the industry will be investigated in chapter Il of the present research.

Shortly after the DigitaContent Directive and Digital Goods Directive adoption, the European
Parliament together with the European Commission commenced the preparatory work for the

development of the Digital Service Act, focusing on the fundamental rights connected to the

85 Narciso M, note 69.
86 DavidovichiNora, note 6.
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usage bdigital content, the right of online anonymity, the definition of illegal digital content
and the scope of consumer protection on online platforms as a subject of digital service provi-
sion®’ The development of the Digital Service Act per se shows tleagtisting ecommerce
framework is unable to cover all variety of services that are available for consumers on various
online platforms. Thus, the establishment of the comprehensive European consumer protection
and ecommerce framework is on the initidhge and the present research can serve as the

guidance for future regulation in the gaming industry on the Union level.

The Digital Service Act opens the new scope of the digital service definition, particularly, the
definition of the service provision ithe European Union, taking into account the possibility

of crossborder service provision in the digital environment.

Considering the provisions of the Digital Service Act, service provision in the European Union
shoul d be ecoablingileda onatdral pessonsiin one or more Member States to
use the services of the provider of information society services which has a substantial connec-
tion to the Union; such a substantial connection is deemed to exist where the provider has an,q
establishment ithe Union; in the absence of such an establishment, the assessment of a sub-
stantial connection is based on specific factual criteria, such as: a significant number of users
in one or more Member States; or the targeting of activities towards one or monbevle
State$ 8 The abovementioned definition shows the cressrder nature of various online plat-
forms (including online platforms for video games, shared collaboration platforms or online
marketplaces for virtual items) and the possibility to havealigdantent as a subject of service
provision per se (with no physical delivery) should not influence the level of consumer protec-

tion in the European Union.

The definition provided in the Digital Service Act is an important step for -troster service
provision in the EU, especially for the traders and online platforms residing outside of the ter-
ritory of the European Union, however, providing services to the European consumers. As will
be investigated in chapter Il and Il of the present researclgusagame developers tend to
choose jurisdictions with the lower level of consumer guarantees compared to the EU ones,
such as Russia, Costa Rica or the United States, as the country of establishment, and to use

selfregulatory approach towards developersus player relationships prescribing rights and

87 Digital Services Actnote 3.
88 |bid.
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obligations unilaterally in the contracts. The adoption of the Digital Service Act is a step to-
wards eliminating discrimination in cres®rder service provision and in order to deprive trad-
ers registered @rseas from nenompliance with the Elvide regulatory framework while

providing services to the European consumers.

As explained above, in the gaming indushry trader supplies digital content or digital service,
when the trader makes digital conterdidv | a bdcaessihgoor dovinloading to the consumer,

or to a physical or virtual facility chosen by the consumer for that pugpg§sgonsidering
mentioned definition, a gaming company supplies digital content, when makes a patiizular

ital content owirtual item onanonline platformor video gameccessible by the player (after
registration, after payment etcSimilar tothe situation explained in the part 1 B) of the present
research, such a general definition of digital service can to®erajority of the digital prod-

ucts at the market, however, the lack of legal regulations on gratdityited servicesenables
contractual regulation by the parties, which for mass participation products such as video
games means the application of the legal analogy through standard term contracts with provi-

42
sions dictated by the traders.

Taking into account the abowxplained defirtions and the scope of applicability of the Eu-
ropean consumer protection andammerce framework in the digital environment, the current

legal norms cannot grant a proper level of consumer protection in the video game industry
leaving ingame transaction@hich might reach up to the significant amount, as explained
previously in Introduction part) out of the

Even though the Digital Content Directive takes a step forlwgehsuring the effective pro-
tection of consumeights in respect to online platforms, considering such platforms as traders
in the situations where tppatformsact for the purpose related to their own business; in respect
to extending the notion of price to payments that are performed using a digresentation

of value as well as vouchers and coupons; and in respect to the quenfidt@mance in personal
data®® however, the abovmentionedprovisions cannoaddress all types of digital services
offered in the modern society, includibgt not Imited tovideo games and virtual itertrains-

actionsin avirtual world.

89 Digital Content Directive, note 73.
90 CarvalhoM. Martim J. and F.note 77 Digital Content Directive, note 73.
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On the other hand, the Digital Service Act provides important rules for the online platforms
targeting European consumers taking into account the scalability of the business. The develop-
ment of a Digital Service Act is with no doubt a positive step towtrelsegal certainty and
consumer protection framework expansion to the various options of digital service provision
available for the consumers, including the gaming industry. Even though the Digital Service
Act itself does not refer to gaming platformst the provisions of the Digital Service Act can

be taken into account as a base for the future regulatory framework for gaming platforms
providing services to the European players.

C. Digital Goods
The notion of goods with a digital element digital content, that is supplied on a tangible
medium was established in the Consumer Rights Direéifamgether with the digital market
developments, the aboyeovided definitionhad to overcome particular changes in order to
correspondhe modern rality. After the Consumer Rights Directive implementatidrg ho-
tionsof A di giotralf ggooooddss owi t tveredurthgriexplainedinetie ®igitaln t o

Content Directiveand theDigital Goods Diretive, as:

fiAny tangible movable items thiacorporate or are inteicconnected with digital content or a
digital service in such a way that the absence of that digital content or digital service would

prevent the goods from performing their functiGas

The definition incorporated in the Digitalo@ds Directive expanded the scope of the previ-
ously existed definition provided in the Consumer Rights Directive extending the scope of the
legal guarantees to contracts with digital content as an integral part of such a tangible medium
(digital good), cotrary to the previous approach focusing solely on contracts with a tangible
representation of a specific digital content (for example, digital content represented on CD,
USB flash drive), but as well for contracts with digital content as an integral fpsutl a

tangible medium (digital good).

Analysing the provisions dhe Consumer Rights Directive, the same digital content could ex-
ist both on a tangible medium and in the digital environment, and in both cases, the scope of
the consumer protection frawork would be different as directive implements distinction in

mandatory contractual provisions based on the methods of supmyexample, audigisual

91 Consumer Rights Directive, note 28.
92 Digital Content Directive, note 73; Digital Goods Directive, note 73.

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

content (i.e. movie, music) could be downloaded by the consumer (intangible medium) or sup-
plied on atangible medium (i.e. CD, DVD)i in both cases, the scope of the consumer pro-

tection would be variable, even though there is no difference in the digital content per se.

Such a legal collision resulted in the difference in the applicatiparitular consumer rights

and obligations regarding the digital goods and triggered the adoption of specific regulations
addressing issues with digital content and digital goods on a different level in order to grant
equal treatment to the consumers acbilne EU. This led to the differentiation between notions

of digital goods and goods with digital elemanDigital Good Directive.

Therefore, thaConsumer Rights Directive can be applied dolgontracts where the subject

of a contract is a tangible mead (CD, DVD, flash drive etc.vhich is acarrier of digital

content therefore, goods with digital elemer®n the other handhéDigital GoodsDirective

is applied to contracts dhesale of goods, or services provision, where sugbod or service

requires digital content to functiotf (for example, smartwatchegjdio assistants as Amazon

Alexa), thus, digital goodsAt the same timethe Digital Content Directive is applied &l a4
kinds of paid contracts on the digital content supphincluding digital content supplied in a
tangible medium as a carrier (contracts on goods with digital element) and digital content as an

integral part of a digital good.

Considering the nature of the freeplay and payto-play video games, it can be sdbat the

video games represented on a tangible medium would be considered as goods with a digital
element, video games available solely online would be explained as digital content, video
games that require integrated tangible items would be definedjited dervice with digital
goods. This again would result in a | egal C
video game X, would be classified differently if supplied on various media. Thus, the consum-

ers, while purchasing the same digital @t or game X, would have different consumer
guarantees in relation to contract transparency and price transparency depending on the me-
dium of representation of gameiXwhether it was purchased as a USB key, whether it will

require a virtual reality sefr if it is a free subscription to the online platform.

The difference between such thadtiigonsalaslfedieqitt
it al serviceo and dtheiapplicabibty of differant gavisioms of thes we |

93 Digital Goods Directive, note 73.
94 Digital Content Directive, note 73.
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European consumer protection andoenmerce framework, is not $@nsparent per séto
addresshecomplexity of a consumer versus trader relationships in specific types of contracts.
For example, in mulparty contract on smart deviceshe difference between notions ahe

scope of mandatory requirements is not so distinguisfablhen a consumer purchaszs
smart TV withpre-installed applications for NetflixYouTubeand Amazon, then such a con-

tractcan fall under both digital gos@énd digital content atigital service supply provisioris.

A similar situation can arise in the gaming industry, for example, when a consumer purchases
a virtual reality set designed for a specific video game, in sueBewrtual reality set would

be defined as digital good and a video game per se as a digital service or digital content supply.
However, the clear lines of difference between such notions would be eliminated when a game
(digital service provided by a trad A) would not be able to have its functionality without a
virtual reality set (digital good provided by a trader B) and vice versa.

Such a lack of legal certainty regarding the applicable framework and impossibility to define

the nature of legal relatiships in the complex contracts or hybrid business models can trigger 45
differences in the application of@@mmerce rules and consumer guarantees, createegaH

latory framework stipulated solely in standard terms contracts, deprive consumers of the pos-
sibl e contract enf orcement due to the | ack of

violation of consumer rights

D. Intermediate Conclusions
Based on the analysis explained above, it can be seen tlatrtsgean €ommerce and con-
sumer protection framework does not provide clear differentiation between various notions in
relation to digital products. Moreover, specific consumer protection rules and mandatory con-
tractual provisions prescribed under thenmanized framework in the EU facilitate a discrim-
inatory approach in the gaming industry as a different set of consumer guarantees is offered for
gratuitous contracts, indirect payment models and in respect to the digital content representa-

tion.

Both videogames as sole product and virtual items available intérgday video games fall

under the definition of Adigital contento a

%SeinkK, O6dGooWi t h Digital Elementso6 and the | ntoerplay \
University of Tartu Institute of Law 202Q available at: https://ssrn.com/abstract=3600137.
% bid.
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access to the video game shoul d cdrdngtotheinder
Digital Content Directive. However, due to the hybrid model (availability of both free and paid
digital content) and indirect payments (transactions with the involvementgainme tokens

and cryptocurrencies), the specific transactions wiitinal items are regulated under gratui-

tous contracts and intellectual property framework, as will be explained in detail in Chapter .

Due to the variety of supply methods of the same digital products, the video game can be ex-

pl ai ned bothh tehse g ad d -todplayeritlee gaenestrepresenped gn tan-

gi bl e medi um), ndigital g 0 0 d-o-plgytoafregoplay e it e
vi deo games) or -tépayagnd pasioplaysveleogamesy depefding an é@s
representation (tangible or intangible medium). Such a erefesence in regulations, absence

of clear differentiation in applicable mandatory provisions and availability of hybrid or alter-
native delivery methods under the same contract, enables the cahenlegal gaps in the

gaming industry and facilitatesisbalance between the parties.
Currently popular in the EU video games include the following characteristics 46

(1) availability of most frego-play video games online, not on tangible items,

(2) representatioon a distributed ledger platforms (Blockchain),

(3) functionalitywith incorporated tangible medium (virtual reality),

(4) presence amulti-party relationships on shared collaboration platforms,

(5) usage of price obfuscation mechanisms (priegame tokens purchase),

(6) possibility to trade virtual items (or, basically, program codes, which can become a
digital weapon, for example, after being applied particular online platforni video
game) not only inside the game but also on externdbphas,

(7) involvement of the consumer in digital content creation (video games allow users to
create and desigheirown skins, avatars and virtual items),

(8) availability of peetto-peer gaming and virtual items exchange,

(9) usage of augmented reality technolpgy

(10) creation and trade of random content in exchange for money, which can involve

a game of chance etc.,

which can lead to the conclusion that the existing definitions and, thus, the scope of legal reg-
ulations, cannot cover all features of video games available currently and to be developed in

the future.
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The lack of legal claritand difference in treatmeffigcilitates a selfegulatory approach based

on the law analogy and, as explained further, creates unfair treatment towards European con-
sumersThus, heissues connected to the digital content created or traded on particular gaming
platforms by users,aeds to be addressed particularly on the European level in order to secure
European Digital Single Market Straté§gnd to eliminate discrimination and confusions dur-

ing the crossborder gaming activity.

In order to providerhigh degree of legal certajnéand to eliminate unequal treatment of digital
content represented on tangible medium and intangible digital content, the definitions provided
in the Consumer Rights Directive, Digital Goods Directive and Digital Content Directive and
provisions on servis included in the scope of the abawentioned directives should be
amended with the clear guidelines for distinctibhe notions used in the digital service pro-
vision or digital products supply should provide flexibility to new technological solufays,

ment models and delivery channels and, at the sameftigiitate legal certainty regarding

consumer protection andeemmerce requirements.

47
3. Definition of Electronic Commerce Online Platforms and its Applica-
bility to the Gaming Industry
Thepresent part wil/l focus on the online plat

European regulatory proposals applicable to the digital environment. The author will investi-
gate whether the current situation can satisfy consumers expectatibpsositle the appro-
priate level of consumer protection guarantees in the gaming industry and, particulatly, in e

commerce transactions with virtual items in fteelay video games.

E-commerce transactions are operated through electronic communicatemh &id via inter-
mediaries) with the usage of online platforms or specific softvizaren though there are nu-
merous regulations applicable to the consumer versus trader relationships in the digital world,
however, the definition of online platforms is absin the European-@mmerce and con-

sumer protection legal frameworKotwithstanding the aboyesome authors stress that it is

97 Digital Content Directive, note 73.
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necessary to adopt one, which will cover marketplace online platforms, online shoppsg mall

online intermediaries, searchgémes and comparison todfs

Indeed mentioninge-commercethe conservativeapproachi{and, as will be shown further, the
EuropearParliament and the Commission as well) wobéltorefer tothe online shopping of
tangible goodsHowever with thefast technological development and availability of various
types of online platforms in the market (including but not limited to blockchain platforms,
shared collaboration gaming platforms, virtual items marketplgitesharmonization of def-
inition applicable to online platforms would be necessary in order to protect rights and leqgiti-

mate interests of such platformsd users

The European Commission stresdkat the common European regulationtbeonline plat-

form is a must for the further developmanidfunctioning ofthe Digital Single Market strat-

egy.*® Indeed, taking into accouttte crossborder nature of the Internand respectively dig-

ital service provisionthe presence 028 different regulationsn the European online market

would significantlyinfluencethe startup economy and woulslow down economic develop- 48

ment inthedigital eral®

The dfference in local legislation on online platforms can generate confusion for consumers
and business ownedsie to thénternationahature of online busines$ Moreover, the cross
borderelementrequires not onlya commonharmonizedegal network but also specific provi-
sions addressing online platformsrélation toalready existingegulationscovering competi-

tion rules mandatorycontractual provisionand consumer protection.

Nowadaysthe polarity in the legal treatment around the EU leads to the unequal distribution

of services in the digital environment. For example, $pecific legal provision®n the

9 Policy recommendations on the role of online platforms in teeremerce sector, Ecommerce Europe,
2016, available at: https://www.ecommesragrope.eu/app/uploads/2016/04/EcommdtaeopeOnline-plat-
forms-PositionPaperApril-2016.pdf

9 Communication frmx the Commission to the European Parliament, the Council, the European Economic
and Social Committee and the Committee of the Regions, Online Platforms and the Digital Single Market
Opportunities and Challenges for Europe, COM/2016/0288

1001hid.

101 bid.
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distributed ledger techimgy online platformsare currently availablen Malta®?, Estonid®,
Germany®and Cypru¥®, which significantly increasettie number of innovative statps in

the country (only in Estonia numbers increased from 103 in 2017 to 1431 licence companies
as per the data provided by the Financial Intelligence 19%iffhe above shows that legal
certainty facilitates business developrhand bringaninflow of investmentitothec ount r y 6 s
economyConsidering the above) the crosshorder digital econompyt is important to have a

legal certainty regarding the rights and obligasiohcontracting parties in online platforms as

well as the definition of such online platforms.

The Organization for Economic Cooperation and Development defines online platforms as
digital services facilitating interaction between two or more independextfagters through

the service vidhe Internet collecting and exchanging data and serving for the benefit of such
users and the platform itséf. Sucha definition isbroad;however it doesnot coverall pos-

sible types of online platformd-or exampleservice platforma cannot be considered online

platforms, as they do not provide interaction between groups of @setsa definition ex-

49
plainsan online platform as a service itself, not a platform for services, which can lded to

conclusion thaonly online intermediatioservices are beindetermined as online platforms

According to the Communication on Online platforms from the European Commissiome
platforms are characterized as a form of participation or conducting business based on collect-
ing, processing, and editing large amounts of data, which operated in multisided markets but
with varying degrees of controlver thedirect interactiondetween groups of usetsenefits

102 Act to regulate the field of Initial Virtual Financial Asset Offerings and Virtual Financial Assets and to
make provision for matters ancillary or incidental thereto or connected therewith, Chapter 590, Laws of Malta,
2018, available at: https://legislationt/eli/cap/590/eng/pdf

103 A Survey of Service Providers of Virtual Currency, Financial Intelligence Unit, 2020, available at:
https://lwww.politsei.ee/files/Rahapesu/ENG/estoffiarsurveyof-serviceprovidersof-virtual-currency30-
10-2020.pdf?cOacfbalf

104 Guidance noticé guidelines concerning the statutory definition of crypto custody business (section 1 (1a)
sentence 2 no. 6 of the German Banking Act (Kreditwesengés€W/'G), BaFin, 02.03.2020, available at:
https://www.bafin.de/SharedDocs/Veroeftichungen/EN/Merkblatt/mb_200302_kryptoverwahrgeschaeft_en.
htmI?nn=13732444

105 Circular No. C417, Prudential treatment of crypto assets and enhancement of risk management procedures
associated with crypto assets, Cyprus Securities and Exchange Comp#&siovember 2020, available at:
https://www.cysec.gov.cy/CMSPages/GetFile.aspx?guid=2937aad84 3fc-afof-07ca5ff02730

106 Qverview of the activities of the Estonian Financial Intelligebest in 2019, FIU, 2020, available at:
https://www.fiu.ee/en/amuatreportsestonianfiu/annuatreports#iterl.

107 OECD, An Introduction to Online Platforms and Their Role in the Digital Transformation, OECD
Publishing, Pari2019,available at: https://doi.org/10.1787/53e5f5&38
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fromthed n et wo r land eefiefore theinferimation and communications technolog/is.

The mentioned 6network effectd can be expl ai
product or service increases with thamer of consumers of such product or seri®é@he
abovementionedefinition offered by the European Commission can be appligtetanline
intermediation service platforsnhowever,e-commerce service platforms as8ll excludel

from thescopeas suctplatforms are targeting regularly one group of usersers of particular

services

Considering the abovexplained, online gaming platforms cannot be considered by the pro-
posed EU regulatory framework as fdfgaupgafne pl
users only (players). Therefore, such a definition of the online platform is too narrow in order

to cover all possible existing online platforms, including but not limited to the gaming plat-

forms. Besides, excluding all service online platfornesnfiits scope can lead to legal uncer-

tainty while applying various European regulations @ommerce and digital service.

European Commi ssion conducted a study coII%c
formso, whi ch defihtiomsbodld nothba broad enaugh to include all internet
activities, not too narrow to exclude businesses to be regulated and not to overlap existing
definitions in other European acts, for example, towards operation systems or internet service
providers!*® |t can be seen, thataladopton a common European definition for online plat-

forms can bavery complex task and supposed to be interpreted in the contexpdrticular

area of law to be regulated or the purpose of the regulation. Thetéfgfinition of online

platforms can be accessed only after defining the purpose of such definfooexample,

consumer protection law, corporate law regulation, contractual law regulation etc.

108 Digital Single Market Strategy, te®99.

109 preta A, Platform Competition in Online Digital Mark@tinternational Institute of Communications,
2018,available at: https://ssrn.com/abstract=327283@ibh P-J., Online platforms and how to regulate them:

An EU o0 v e Jasgues wDelors Institut 7  Berlin, NO.22714, 2018, available at:
https://www.delorsinstitut.de/2015/wp
content/uploads/2018/06/20180614_OnlinePlatformsandHowtoRegulateDiteith-June201&-1.pd.

110 GawerA., étudy on Online Platforms: Contrasting perceptions of European stakeholders: A qualitative
analysis of the European Commi ssionds Publi @dAConsul t
study prepared for the European Commisdid® Communications Networks, Content & Technology, 2016,
available at: https://ec.europa.eu/digialgle market/en/news/studgnline-platformscontrastingperceptions
europearstakeholdergjualitativeanalysis.
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It can beseenthat thepolicymakerdocus mostly ortheintermediate service platforms, how-
ever, theseparate definitiors alreadyavailable in the Europedagislationfor intermediation

service platformss well as the specialized regulatory framework.

According to theRegulation of the European Parliamantd of the Council of 20 June 2019

on promoting fairness and transparency for business users of online intermediation services
(hereinafter referred to dst h mterfediation Services Regtizno ,)online intermediation
services are defined agormation society services, which allow traders or private indivglual
acting in a commercial or professional capacity to offer goods or services to consamers,
orderto facilitate the initiation of the direct transactions between those parties, igetdge of

the placavhere those transactions are ultimately concluded, and which are providasders

or private individuad acting in a commercial or professional capaoitythe basis of contrac-

tual relationships between the provideoafine interméiation servicesndtraders or private
individuals acting in a commercial or professional capaeityl offeringgoods or services to

consumerstt
51

As explainedabove, he gaming platformswhich can beoffered by the gaming companies
themselvegservice online platformsylo not fall under the scope of tabovementionedief-
inition, however, in some caséstangible virtual items can be purchased on the external plat-
form or online marketplaces for virtual itemk such a case, aexternal ganmg platform
offers anintermediation serviceonnecting gaming companies and playars] thuscan fall
under the scope of the mentioned definition.

For example, online intermediaries for collaborative gaming, such as CRAYTA, provide online
platforms forseveral gaming companies and operate such platfbFfscording to the EULA

available on CRAYTA collaborative platform, 86 t at e d t h adknowlddge thatl ay er
this EULA for the Platform is an agreement between you and Unit 2 Gartyeand not Ejg

Games, Inc. whout prejudice to the foregoing, you are required to have a separate license

with Epic Games, Inc. and you agree to comply with the End User License Agreement of Epic

Games, Inc. as may be up dé&l ®herefofeitis possiblethee t o t

111 Regulation (EU) 2019/1150 of the Europearliament and of the Council of 20 June 2019 on promoting
fairness and transparency for business users of online intermediation services, PE/56/2019DRHEV1B6,
11.7.2019, article 2

2Information on CRAYTA platform, available atttps://crayta.com

13CRAYTA EULA, available athttps://crayta.com/eula/
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online platforms for video games are operated not by the video game developer itself, but also
by third parties,and in order to access the video game the consureér kateranagreement

both withthe operating company and with tigaming company. In this case, such platforms

will fall under the scope of thenline intermediate service definition.

However, if the online platform does not connect different groups of users, bubftery
intangiblevirtual items puchasgprogram codes for particular gamés)he consumers (there-
fore, being a service online platform), for example, like Markee Dragon or G2G online plat-
forms!# such platform cannot be considered eitheamsnline platform, neitheas online

intermediatio services platforpbased orthe aboveexaminedprovisions

Considering mentioned above, the definitafrelectronic commerce online platforms should
beadopted on the Community level in order to secure legal certainty and to facilitate consumer
protecton for all information society services being available, including transactions with the
purchase of intangible virtual items onlirfucha definition should cover both intermediate

and service online platforms, which operate for profit (conduct busaudisgty). There is no 52
need to separate the intermediate service online platforms from service platforms in the con-
sumer rights protection perspective and regulation-oonemerce athefunctionality of both

of those platforms are the sainboth online patforms offer to consumers information society

services.

The issues arising from the regulatory gap in the European normative act triggered numerous
caselawsin the European Court of Justice, for example:

(1) Google France and Google verdusttonor L 6 Or ®a | SA and Ot her
ternational AG wheretheliability of online platform regarding users verification and

trademark protection were investigated by the ctidrt;

114 Information onMarkee Dragon, available dittps://store.markeedragon.cpmformation onG2G plat-
form, available athttps://www.g2g.com.
115 Joined cases-236/08 to G238/08 Google Franc&ARL and Google Inc. v Louis Vuitton Malletier SA
(C-236/08, Google France SARL v Viaticum SA and Luteciel SARL-Z87/08) and Google France SARL v
Centre national de recherche en relations humaines (CNRRH) SARL and Ot#238/(8),Judgment of the
Court (Grand Chamber) of 23 March 2010; L6Or ®al SA an
324/09, Judgment of the Court (Grand Chamber) of 12 July.2011
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(2) Belgische Vereniging van Auteurs, Componisten en Uitgevers CVBA (SABAW) v
sus Netlog NV, where the approach regarding filtering sysiedndigital information

processingpplicable on online platforms was examined by the cofirt;

(3) UPC Telekabel Wien GmbH versus Constantin Film Verleih GmbH and Wega
Filmproduktionsgesellscha@mbH, where the legal capacity of the national courts in

actions against online platforms was analysed by the &Burt;

(4) Eva GlawischnigPiesczek ersusFacebook Ireland Limited, where the court had to
decide upon the territorial scope of liability and obligations of ebasder online plat-

forms118

From the abovenentioned case law, it can be seen that there is a difference in legal enforce-
ment and diffeence in treatment of various functionalities of the online platforms. Thus, there

is an urgent need to provide legal certainty to the Apaltty relationships, where online plat-

forms are involved in the service provisions (intermediary service prova@isyhere cross

border service online platforms are participating 4coexmerce activity on the Community 53

level.

With the development of the crebsrder digital economy, especially during the Coronavirus
pandemic, the need for the determination and eggui of online platforms became again on

the table. The European Parliament and the Council proposed a new Digital Service Act.

The Digital Service Act establishes spec#commercemandatory requirementsr online
platformsand defines onlinp | at f @ pravidex sf a ffiosting service which, at the request

of a recipient of the service, stores and disseminates to the public information, unless that
activity is a minor and purely ancillary feature of another service and, for objective and tech-
nical reasons cannot be used without that other service, and the integration of the feature into
the other service is not a means to circumvent the applicability of this regulétfon

116 Case €360/1Q Belgische Vereniging van Auteurs, Componisten en Uitgevers CVBA (SABAN&tlog
NV, Judgment of the Court (Third Chamber), 16 February 2012

7 Case C, BACA Telekabel Wien GmbH v Constantin Film Verleih GmbH and Wega
Filmproduktionsgesellschaft mbH, Judgment of the Court (Fourth Chamber), 27 March 2014

118 Case €18/18 Eva GlawischnigPiesczek v Facebook Ireland Limited, Judgment of the Court (Third
Chamber) of 3 October 2019

119 Digital Services Agtnote 34.
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The new online platformds def atunes ofiondine pldt-o c us e
forms such as hosting, cashing and mere conduit seA#ftRarticularly Digital Service Act

stresses that such functionality of online platformstasng, processingand transmittingn-

formationis necessary for digital service prson, not delivery or payment channels

Such an approach is, on one hand, sufficiently general in order to cover both service provision
platform and intermediary service providers, and, on the other hand, narrow enough to enable
the possibility of legaéfficiency of such norms. The definition of online platforms proposed

in the Digital Service Act would be able to cover various types of available gaming platforms,
including blockchairbased gaming platforms, online marketplaces for intangible items (com-

puter codes) and shared collaboration platforms.

Additionally, thecrossborder nature of online platforms is properly addressed by the European
policymakerdn the Digital Service Act all online platformthatare offering services of stor-

ing, processing and transmitting informatiaith a substantial connection to the European

Union (country of establishment is in the EdJsignificant amount of the platform users are 54
from the EU or targeting of activities camtted in the EU is presentjould be obliged to

follow the provisions of the Digital Service At Thus gaming platforms registered outside

the EU, however, targetingsignificant amount of players in the European Union would be

obliged to comply withhe Digital Service Act requirements.

The Digital Service Act is no doubt an important step in facilitating consumer rights protection
in the crosshorder digital economy including but not limited to ensurirgpeamerce rules
applicability in the gaming ingstry. Due to the crodsorder nature of gaming business, exam-
ples of the choice of law and country of establishment of the popular video games in the EU,
the provisions of Digital Service Act can be taken as an example for further specialized regu-
latory framework covering gaming industry in order to secure consumer protection, transpar-

ency and the balance between rights and lawful interests of the players and game developers.

The mandatory requirement for foreign online platforms to be subject to theo®uroer

protection and-€ommerce framework while targeting EU consumers can enable fair treatment

120|pid.
121 bid.
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and secure balance between parties in the gaming industry, however, only if legal collisions

explained in the present thesis are eliminated on the Comnienéty

4. Legal Acts Applicable to the Developer versus User Relationships
The European-eommerce and consumer protection legal framework focuses primarily on the
online purchase of physical items orcled online shopping. However, with fast technolog-
ical development and variety of digital and physical goods available ptakieg into account
alternative ways of contract conclusion (for example, smart contract), marketing strategy (for
example, augmented reality advertisement), online platforms (for example, shared collabora-
tion service platforms) available, such an apphoeannot satisfy consumers expectation re-

garding legal guarantees while benefiting from cito@sler ecommerce activity.

The present part will focus on legal acts and provisions of particular European acts applicable
to the gaming company versus consumaggtionships. The author will provide a hitgvel

overview of the applicability of existing regulatory acts inagnmerce and consumer protec-

tion on the community level. Particularly, the scope and applicability of the following core gg

legal regulations W be analysed:
(1) Consumer Rights Directive;
(2) E-Commerce Directive;
(3) Digital Goods Directive;
(4) Digital Content Directive;
(5) Digital Service Act.

The present part will examine core European acts regulating consumer protectionmerce
and consumer contracts in the European Union in order to understand whether the nature of
legal relationships between the developers and the players-io-p&y and freeto-play video
games can fall under the scope of particular provisions and whether the player can demand

from the gaming company specific set of mandatory contractual obligations.

The author will focus particularly on the status ofgeme transdions with participation of
fiat money, ingame tokens and cryptocurrency. The author will analyse the scope of the ap-
plication of different European acts in the area of consumer rights protectiorcantheerce

to new ways of concluding contracts, peepeer virtual items exchange availability, shared
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collaboration platforms and online marketplaces for digital content. Such analysis would pro-
vide a possible way forward towards improving the Europesoneamerce and consumer pro-
tection framework in ordeotcreate a protective mechanism that the player purchasing intan-
gible items in virtual worlds can count on. Moreover, the below analysis results from the above
discussion on the definitions used in the Europeaonemerce and consumer protection frame-

work and their applicability to the gaming industry.

In order to understand the applicability of the European consumer protectiorcanherce
framework to the particular types of gaming transactions, the scope of the European directives

needs to be analysed.

Considering the provisions of the Consumer Rights Directive, the directive is focused on the
establishment of standard rules for the distance anprefhises contracts concluded between
consumers and traders, notwithstanding the public or private sfasush traders, following

the organized distance sales or service provision sckémberefore, the scope of the Con-

sumer Rights Directive is widespread to al@nmerce contracts with certain exceptions that 56
are directly stated in the directive (foraemple, gambling, healthcare, package travel, financial
services are excluded from the scope of the Consumer Rights Directive) or in the national laws
of the Member states (for example, the Member states can stipulate financial threshold for

consumer contis that would fall under the Consumer Rights Directive requirem&ats).

According to the Consumer Rights Directive, digital content represented on a tangible medium
is defined as a digital good and fall under the provisions of sale and service conwaseh
contracts for digital content supply, where such digital content is not represented on a tangible
medium, cannot fall under the scope of many provisions of the Consumer Rights Directive
considering the consumer protection in service and sale ctsffar example, in such con-

tracts the consumer is not granted with the right to withdrawal from the cotfttact)

Therefore, analysing definitions provided in the Consumer Rights Directive, it can be seen that
the directive is focused on online sale bygical goods the contracts with the subject of digital
content that is not supplied on a tangible medium are put under the separate category as exclu-

sion from the standard effremise contract® Additionally, certain consumer guarantees

122 Consumer Rights Directive, note 28.
123 |pid.
124 |pid.
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prescribed in th€onsumer Rights Directive can be applied only to digital content represented
on a tangible medium (for example, delivery requirements) and from certain guarantees con-

tracts on digital content supply are at all excluded (for example, withdrawal rigfhts).

Even though the Consumer Rights Directive is focused on contracts where the subject of a
contract is a tangible medium (CD, DVD, flash drive etc.) which is a carrier of digital content,
however, contracts on digital content not represented on tangibliermalso fall under the

scope of the mentioned directive with particular limitations on rights granted.

Thus, under the Consumer Rights Directive, in-teplay video games, the consumer can
enjoy only certain set of rights, which are limited compacethe regular sales or service
contract, where the subject of a contract is a tangible item. For example, according to the Con-
sumer Rights Directive, the gaming company has to follow provisions on information require-
ments?’, as well as provisions on theramgement of paymentS. However, again transpar-

ency requirements and information provisions regarding the gratuitous contracts are not clearly

specified, which will be explained in detail in chapter Ill of the present research. 57

Considering the abow@entoned, the provisions of the Consumer Rights Directive can be re-
lated to the gaming industry, as contracts on digital content supply are falling under the scope
of its application. However, the main focus of the Consumer Rights Directive is directed to-
wardselectronic contracts on the online purchase of physical goods or digital content repre-
sented on the tangible medium. Thus, the directive can be applied fully to tteegay video

games, when the digital content or video game is purchased by the guaysupplied on a

tangible medium such as CD, USB or key drive.

At the same time, the scope of the Consumer Rights Directive includes only contracts between
a consumer and a trad#} thus, the contracts on digital content broadcast without the explicit
conclusion of the contrad® (for example, access to the website itself) would not fall under the

128 1bid.
127 EuropeanCommission DG Justice Guidance Documenbncerning Directive 2011/83/EU of the

European Parliament and of the Council of 25 October 2011 on consumer rights, amending Council Directive
93/13/EEC and Directive 1999/44/EC of the European Parliament an& @dhncil an d repealing Council
Directive 85/577/EEC and Directive 97/7/EC of the European Parliament and of the Council, 2014, available at:
https://ec.europa.eu/info/sites/info/files/crd_guidance_en_0.pdf
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provisions of the Consumer Rights Directive. In fteglay video games, the player has to
accept EULA or ATerms of Serewebsiteandmswlhe si on s
described in chapter Il of the present research, such documents can be considered as mixed
consumer and license contracts. Therefore, relationships between users and the gaming com-

pany in freeto-play video games should fall undbe scope of the Consumer Rights Directive.

Even though the Consumer Rights Directive is as well applicable tochgay video games,
however, certain mandatory contractual requirements can be applied only partially. The issues
arising with freeto-play video games, particularly transparency requirements, conformity of
digital content and provisions of gratuitous contracts will be investigated in detail in chapter

[l of the present thesis.

The ECommerce Directive, on the other hand, is applicabledgabntracts in the area of the
information society service provision, particularly facilitating crbesder trade and freedom

of movement of information society servicésThe ECommerce Directive covers electronic
business activity with the exception of taxation, gambling, legal representatich@btnsid- 58
ering the findings presented in the present chapter, video games are considered as information
society services, thuialling under the scope of theGmmerce Directive.

Both the Consumer Rights Directive ariCBmmerce Directive establish information require-
ments for consumer contracts concluded through electronic means that are not contradicting
but complimenting onanothert3 Additionally, all belowdiscussed directives and regulations

are applicable all together in a nsalfexcluding manner but adding extra value to the provi-
sions stated in each directive forming together European consumer protectiecoamchere

framework.

The Digital Goods Directive regulates issues arising from contracts on the sale of goods, or
service provision, where such goods or services require digital content in order to be function-
ing'34 (for example, it can be applied to gaming consolehich are created to play video
games). The Digital Goods Directive established certain rules and mandatory requirements for
contracts with tangible movable items only, which fall under the digital good definition (tan-

gible medium for digital contenty alefinition of goods with the digital element (good that is

131 E-Commerce Directivenote26.

132 |bid.

138 Consumer Rights Directive, note;Z8-Commerce Directive, notes.
134 Digital Goods Directive, note 73.
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requiring digital content to functio§°> Therefore, the Digital Goods Directive to be applied

to payto-play video games that are represented on a tangible medium, however, to the hybrid
producs, such as a physical access key that provides authorization for online video game, or
virtual reality set required for augmented reality video game both Digital Goods Directive and

Digital Content Directive will be applicable.

On the other hand, the DigltContent Directive is focused on the digital content and digital
service supply notwithstanding the representation of such digital content or digital $&rvice.
Therefore, both freéo-play and payto-play video games should fall under the provisions of

the Digital Content Directive without prejudice to the tangibility of the gaming product.

Digital Content Directive applies to the supply of digital content and digital services, including
digital content supplied on a tangible medium, as well as to tiggbla medium per se, in
cases when the tangible medium serves only as a carrier of the certain digital Cowile

the Digital Goods Directive is applicable to contracts for the sale of goods, including but not

limited to goods with digital element 59

Moreover, considering the provisions of the Digital Content Directive, it can be seen that all
contracts on the digital content supply are falling under its scope of application even if the
payment for such supply is represented not only by fiat monewglso by datd>® However,

according to the same Digital Content Directive, when the software offered by the trader under

a free and opesource license and the consumer does not pay a price for such software (when
data is collected only for the reasorfssecurity and operability of softwar&y. the Digital

Content Directive provisions should not be applied. Therefore, gaming companies can claim
that freeto-play video games do not require any payment from the player, therefore, provisions
ofthe DigitalCont ent Directive should not be applie
an approach cannot be considered legally justified and the issue of the gratuitous content will

be explained in detail in chapter Il of the present thesis.

The Consumer RigHDirective also does not grant a high level of legal certainty considering

regulations towards contracts on digital content and leaves the possibility to interpret some of

135 |bid.

136 Digital Content Directive, note 73
137 Digital Goods Directive, note 73.
138 pbid

139 Digital Content Directive, note 73.
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its provisions. For example, the notion of payment is not explicitly defined agssaeg char-
acteristic in online digital content supply contracts (opposite to service and sales contracts).
This puts also free subscription contracts on online digital content (not represented on tangible
medium) under the scope of the Consumer Rightediire (opposite to free trial for digital
contents represented on tangible medidnThus, contracts on a free download of an appli-
cation from a GooglePlagr Apple store fall under the scope of the Consumer Rights Di-
rective*?, in the same way also a free subscription to-foeglay video games online also fall
under the scope of the Consumer Rights Directive.

Considering the above mentioned, it can ba seat towards totally free subscription contracts

to freeto-play video games Consumer Rights Directive will still be applicable, even while the
provisions of the Digital Content Directive exclude gratuitous contracts from its scope and
leave room for irgrpretation in regards to legitimate data usage inttrgmay video games.

Worth mentioning that multiple items of digital content (different virtual items) can be offered

under one contract when such offer is connected by a single connection to¢he fiasl o0 n | i6dq €
platformt*3, In this case, the supply of individual digital content under the subscription contract

does not constitute a new contract under the Consumer Rights Directive, but if such digital

content is not covered by the subscription, it Wl

As will be investigated in chapter lll, the inclusion of the paid content under free subscription
contract should be considered as out of scope relationships that are not covered by the main
gratuitous contract and, therefore, the provisions of thediGiontent Directive and further
e-commerce and consumer protection regulatory framework should become applicable respec-
tively. Moreover, according to the Digital Content Directive, even in the case of a single con-
nection contract between the same traohel the same consumer, the Digital Content Directive
should be applied to the part of the contract where the elements of a digital content supply are

present®®

Thus, both Consumer Rights Directive and Digital Content Directive should be applied to all

inngame transactions, where the vi rltiufad 0 inmotnaenyg

141 DG Justice Guidance Documentte 127.
142 pid.

143 pid.

144 pid.

145 Digital Content Directive, note 73.
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crypto-currency or ingame token, which was purchased for the fiat money. However, as will
be shown further in chapter Il, game developers disregard consuntsrpigtection guaran-
tees and Europearcemmerce rules and follow a sedgulatory approach under the intellec-
tual property protection framework.

Notwithstandingsuchsetff e gul ati on, the single subscrioptd.i
vi ceo oaweenmplayers andthe gaming company are considered as contracts on digital
content provision and fall under the scope of the Consumer Rights Directive and the Digital
Content Directive. Unfortunately, due to the foreign place of establishment, la@aspar-

ency in contractual provisions and disregard of the EU regulations, standard term contracts

with game developers and gaming platforms complicate the possible enforcement.

Analysingthe provisions of bottheDigital Content Directive and Consumer Rights Directive,

it can be seen that the contracts with digital content as a subject (not represented on tangible
item) are not considered as sale or service contract according to the Consumer Rights Directive,
howe\er, as explained ithe present chaptdreeto-play video games fall under the definition 61
of #fAdigital servi ce sdefinedindhe Bulopean corsumerprotectioa nt s

and ecommerce framework

A difference nh approaches taken by the Goimer Rights Directive and Digital Content Di-
rective towards the same type of contracts can be explained by the technological development
and new ways of service provisiofts digital content supply being available on the market.
However, this as well cacause legal uncertainly towards contracts on digital content supply
on online platforms and, in particular, consumer protection frameappkcable tan-game
purchases. The consumer rights protection mechanisms to be applieghtoartransactions

will be investigated in detail further in theesent thesis

Worth mentioningthat the Digital Content Directive is applied to the consumer versus trader
contracts, however, as per provisions of the directive, online platform providers are as well
considered as traders from the consumer protection persp€€tiveerefore, gaming lat-

forms, not necessary service platforms, would be considered as traders as per Digital Content
Directive and would need to follow certain mandatory contractual requirements established

thereby.

148 Digital Goods Directive, note 73.
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Such an innovative approach towards online platforms wasgl@own a base for the Digital
Service Act and new-eommerce and consumer protection framework focusing on the liability
of intermediary online platforms and online marketplaces that do not necessaasytiacters

in standard sense and such platfodasot offer services directly to the consumers.

The Digital Service Act is a step towards solving the problem ofemforcement of foreign

mass crosborder contracts by providing specific thresholds to online platforms and interna-
tional traders targetg European consumerBhe scope of the Digital Service Act covers legal
relationships between consumers and online platforms, notwithstanding the fact whether such
an online platform is a direct service platform and whether the entity owning a plasform i
established outside of the European UrtidiDigital Service Act mainly focuses on the online
marketplaces, including but not limited to online marketplaces for digital content, large scale
crossborder online platforms engaging certain amount of conssiorethe Union levet?®

Taking into account scalability and the nature of the gaming industry in the European Union,
the Digital Service Act is applicable to online marketplaces for intangible virtual items, shared 62
collaboration platforms, decentralizeapplications and commoditized fré@play video

games. The approach taken by the Digital Service Act is open to new technological develop-
ments and is not limited to the certain type of online platforms, but focuses on the technical
features such as hoggincashing and mere conduit services provided to consumers, third party

traders or groups of such consumers and tra@ers.

Notwithstanding the innovation in the regulatory framework, Digital Service Act leaves
smaller sized gaming platforms out of its seppowever, the principles established can be
used for further specialized framework regulating gaming industry in order to avoid differen-
tiation in treatment for crodsorder virtual worlds and secure consumer rights protection for

foreign gaming platformtargeting the EU consumers.

147 Digital Services Acgtnote34.
148 |bid.
149 |bid.
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5. Intermediate Conclusions to the Definitions Useth the European
Electronic Commerce Framework and their Applicability to the
Gaming Industry

The present chapter examined in detail the existing definiippbcable to e&éeommerceand
consumer protection regulatory framework on the Community level and their applicability to
thetransactions ithe gamingndustry. Particularly, the author examined provisionthekt-
Commerce Directive, Digital Content Ditdee, Digital Goods Directive, Consumer Rights
Directive, Intermediation Services Regulation and the Digital Service Act on the subject of

applicability of existing definitions to the business models available in the gaming industry.

The present chaptesas e s sed de fciomimeiracresdo, ofii mé or mat i on
Aonline platformso, Adigital contento, dAdigi
existing business models in the gaming industry, particuldhg, intangible item purcise

availability of various service gamirmgiatforms online marketplaces, hybrid products, block-

chain and augmented reality usdfyee-to-play video games, collaborative gaming platforms,

third parties intermediation service platforms etc.). 63

It can be cacluded thathe existing eéommerce and consumer protection framework focuses

on distribution channelsubscription contract, gratuitous access ortime digital item pur-

chase, online marketplace, service platfoam) the representatigtangible medim, intangi-

ble medium or a combination of bothf)the particular digitatontent anadan be hardly appli-

cable to various hybrid modelsiMMe o game per se can be,expl ai
Adi gi tadr s@divg ic.t@lalregudatory fraensotk @oes noprovidecleardiffer-

entiation between the abeweentioned notions andtroduce various exclusions on the stage

of practical implementatigrwhich facilitates difference imterpretationand, thereforeself

regulation through law analogy éeontractual means.

Due to the various exclusioris,order to determine-eommerceand consumer protectioales
applicable to thepecificvideo gameor in-game transactiqrfirst of all, the nature of such a

game needs to be assessed:

(1) Video gamehat is represented solely as a digital software available online and
which does not require goods with digital elements to participate in a game will be

falling under the scope of the relevant provisions regarding digital content supply
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or digital service (the issues arising from gratuitous contracts will be investigated

further in Chapter Il of the present thesis);

(2) Video game that is represented on a tangible medium, which acts as a carrier of
such a video game will be explained as a good with theatiglgment (payo-play

video games on a CD, USiash, with a physical access key);

(3) Video game that is represented as a digital software on the online platform, but
which requires physical good for game participation (for example, virtual reality
set) andsuch a good is purchased together with the game, can be as well explained

as digital good,;

(4) Video game that is represented as a digital software on the online platform, but
which requires physical good for game participation, however, such a gpod is
chased separately from a game and based on a separate agreement with a third party,
should be defined as a digital service.

If the business modes stand out from the aistated classification, there is a lack of legal 64

certainty regarding applicable naonized regulations on the Community level. The EU regu-
latory framework is not adapted to hybrid digital products, alternative payment models and
indirect payment mechanisms, which facilitates manipulations, price obfuscation and unfair
treatment in the gaing industry. The majority of game developers use various methods, to
disguise the actual price of game participation under gratuitous contracts. Even though the
clarifications regarding paid content being available under gratuitous subscription cisntract
present on the Community level, game developers ugarnre tokens purchase system or
crypto-currencies transaction in order to avoid direct fiat money payments and eliminate the

possibility for consumers to evaluate the econarnitsequences of sucttantract.

Moreover, various gaming platfornase established oversees in compliance with varieus e
commerce and consumer protection standard that are not compatible with the EU ones. Or the
platform itself can be hosted by a private individual or tpiady service provider, which

would change the approach towards mandatory contractual rules and liability of parties. Video
game as sole product orgame transactions on the intangible virtual items excharegeep-
resentedn gaming online platforms, whiaan beactingas service online platforms (frée

play video games itself or online marketplaces for virtual items purchase) or as intermediation

service online platforms (online platforms for collaborative gaming).
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Historically, in the Europeanlegisla on, t here was no common Vi e\
inition and, the definition of intermediation service platforms available in the Intermediation
Services Regulation excludes from its scope service platforms and, consequently the majority

of gaming patforms. However, as explained above, notwithstanding ownership, online plat-

forms are considered as acting as traders in a business capacity.

The Digital Service Act proposal, indeed, introduced a new approach towards the definition
andregulation of online platforms focusing on the digital features as hosting and data pro-
cessing service of online platforms, which would cover both service platforms and intermedi-
ation platforms including various types of gaming platforms. Even thoughigfialCService

Act provides an innovative approach and tackles overseas establishment tdrocdessser-

vice provision, it focuses on the high scale gatekeepers and excludes smaller service platforms.
Therefore, Digital Service Act per se cannot fill tagal gaps in consumer protection in the
gaming industry but can serve as an example for further gameliaigd specialized regulations

on the Community level.
65

The European consumer protection armbemerce framework is composed of numerous di-
rectives ad regulations, which are complementing one another. The fast technological devel-
opment of new ways of concluding contracts and conducting business in the digital environ-
ment provides room for interpretation and in certain cases triggers a need in tbabalgpli

of the legal analogy due to the impossibility to apply specific legal norms to certain types of

modern legal relationships.

Understanding the scope of the aboventioned notions existing the regulatory framework

on the EU leveis crucial forthe determination of the applicability of the relevant norms to the
gaming industry, and are useful for further research in order to understand the mechanisms
regulating consumer rights protection, unfair terms, information requirements, data protection
and conformity of goods, liability in the gaming industry, particularly regulations applicable to

the ingame transactions, virtual items exchange and online marketplaces for virtual items.

The present part investigated the scope of applicability of thie haamonized legal norms
established on the Community level in order to regulate online platform versus user relation-
ships on the digital content supply and digital service provision in the European Union. The

authoranalysedvhether already existing Eysean directives and regulations can be applied
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to the gaming industry taking into account various innovative technologies used in the devel-

oper versus user relationships.

Considering the above mentioned, the scope of the main European acts on the cpresumer
tectionand ecommercdowards issues arising with digital content supply in the gaming indus-

try can be classified as follows:

Subject of a contract

Regulatory act to be ap

plied

Example

Digital content represented or|
tangible medium, where sug
medium loses its functionalit

without digital content

Digital Goods Directive
Digital Content Directive

Consumer Rights Directiv,

Smart watch, audio assi

tant (i.e. Amazon Alexa)

Digital content represented or|
tangible medium, where sug
medium loses its functionalit
without digital content. Howj
ever, where digital content ce
exist separately from digite

good

Digital Goods Directive
Digital Content Directive
Consumer Rights Dective

Digital Service Act(based
on the online platforn
characteristics and scal
bility)

Augmented reality vide

games requiring specifi

virtual reality set

Digital content represented or
tangible medium where suc

medium is acting as a carrier

Consumer Rights Directive
Digital Content Directive
Digital Service Act &s
above, additionallyin case
when acces® video game

only supplied in USB key)

Payto-play video games o
CD, DVD, USB flash drive

Digital Content not representg
on atangible medium, wher
such content is totally free an

no buildin payments availablg

Consumer Rights Directiv
Digital Content Directive

Digital Service Act (as

above)

Freeto-play video games
gaming application, wher|
the content is totally fre

for the users
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Digital Content not represente
on a tangible medium, whel
subscription for such content
free and, but buildn paymentg

are available

Consumer Rights Directiv,

Digital Content Directive
(only to ingame transac
tions partially, or transac
tions requiring persong
data transfer ascounter

performancg

Digital Service Act (as

above)

Majority of freeto-play
video games

Digital Content not represente
on a tangible medium, whel
the consumer pays with pe

sonal data for such content

Consumer Rights Directiv,

Digital Content Directive
(with exceptions as state
above)
Digital Service Act (as

above)

Freeto-play video games
gaming application, wher|
the content is free and gar
ing company earns reven

on advertisements

Digital Content not represente
on a tangible medium, whel
the consumer pays with fig
money, cryptecurrencies, ex;
changed for fiat money in a(
vance, or irgame tokens ex
changed for crypt@urrency or

fiat money in advance.

Consumer Rights Directiv

Digital Content Directive
(with exceptions as state

above)

Digital Service Act (as

above)

Majority of freeto-play

video games

Considering the abowdiscussed, it can be concluded, that the existing legal framework could

be applied partially to the gaming industry angjame transactions. It covers in the majority

of payto-play video games, however, certain gaps related torélegdplay gaming model,

PEC.

67

particularly, regarding the gratuitous contracts, the monetary value of the intangible virtual

items, indirect payment models, commoditizeeyame transactions under frsgbscription

contract, cryptocurrencies engagement, aesgnt in the existing Europeasc@mmerce and
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consumer protection framework. This leaves European players without proper legal protection,
facilitates unfair treatment and createsiiabalance between parties in the gaming industry.
The issues related tbe direct application of Europearcemmerce and consumer protection

rules will be discussed in further chapters.

68
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.  LEGAL APPROACH TO THE DEVELOPER VERSUS
USER RELATIONSHIPS

Nowadays virtual world relationshigseintegrated itba fir e a | wal,thdtie certainn a
situations it is hard to distinguish whether particular rights and obligations take place in a vir-
tual worl d or The praserg eéhdpted wilkbreire thevrature af legal relation-
ships between parties as well as will analyse the actual examples of contractual norms stipu-

lated in EULASs of popular video games in the EU.

A virtual world is an online community taking place in a thd@@ensional simwated physical
space-®* The participants of a virtual world useatsocialize, take part iadventurs, network,
play, orevenwork.'®! Virtual worlds areusednot only forentertainmentbut as well as for

military training, medical treatment, arecommerce->?

Freeto-play virtual world games, or massive multiplayer online games, share characteristics

with traditional computer software games: the virtual environment is represented graphically

on a computemonitor, however, unlike traditional singidayer freeto-play or payto-play 69
video games, virtual worlds all ow users to c

in social interactiort®®

The border bet ween vinghtuaad obligatioths irfirelai@lto sich f e 0

virtual worldsis notclearly definedn modern society. Ithevirtual world, users creatanew

electronicidentitt hat 1 s used an d atphe sametimecdnominactiity e a | [
in the virtual world #ectsthei r e a | | i ffer éxanepke,dmptayo-pay video games
player can Awithdrawo virtid*al money from the

Digital activity interacts withreality in various ways, resulting Economic, personal, even
administrative and criminal consequences. For exanpéee taradifferent business models
usedin the virtualworldsi c ust omer s i nv e st gamningpéatiorrdiniofder 0 mo n €

to obtain intangible virtual items, or conver vi r t ual world currency,

150 Fairfield J, GAnti-Social Contracts: Th€ontractual Governance of Virtual WoredcGill Law Journal,
Vol. 53, 2008, Washington & Lee Legal Studies Paper No. -20)7 available at
https://ssrn.com/abstract=1002997

51 bid.

152 |pid.

153 ReuveniE., @n Virtual Worlds: Copyright and Contract at tBawn of the Virtual Agé Indiana Law
Journal, Vol. 82, No. 261, 200@vailable at: https://ssrn.com/abstract=1113334

54 Fairfield J, note 150.
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money to earn for living>® This creates opportunities not only fgaming platforrs to obtain

revenue from the consumers, but also vice verfga consumers to use gaming platforms as

digital marketplaceand digital work or business environmefdr networking, trade and ser-

vice provision.Jon Jacohsas an examplesold virtual propertyobtained on the gaming plat-

form for more than half oA million U.S. dollarsasaresult ofa peerto-peer transactioon the

gaming platform® Moreover, sme countriesapply a property regime for digital assets and
crimes connected to deprivation of driegital [
ample,in Korea and Chinagertain action committed in the virtual worlds on the gaming plat-

forms can belassifed ascybercrimesasnd i nvestigat®¥d it in a fdre

Notwithstanding the variety of technological solutions for ghening platformsavailable in

the market, for eample, Blockchairbased video games like CryptoKittje§ massively mul-

tiplayer 3D online games like AceOnlif¥ augmented reality games like Pokemorio

from thelegal perspective all video games are regulated based deghkanalogy and con-
tractualselfregulation regime provisions stated ithe End User Licence Agreemedtafter

by the game developer or gaming platfoimorder to participate in a game all players need 0
to agree to the terms stated in sadBULA followingtheit ak d eiatveori t 0 appr oc
no bargain power to change any of the terms and conditizuns to the fact thahe EULA

imposes rules on thartual community with millions of participants, it bears characteristics of

a mass standard terms contr&ét

Suchstandr d term EULAs establish rules applicabl
on legal rights and obligations of tpartiesi trader and the consumdyut as well asights
and obligationspplicable to the virtual worlds onliloreover, as licecing agreement per se,

the standard ternEULA shouldregulate software licensing rights and obligatidmswever,

155 |bid.

156 ChiangO., Meet The Man Who Just Made A Half Million From The Sale Of Virtual ProgeRyrbes,
2010, available at: https://www.forbes.com/sites/oliverchiang/2010/11/13tmeatanwho-justmadea-cool
half-million-from-the-saleof-virtual-property/#5a2e766c21cd

157 Ward M., @does Virtual Crime Need Real JustiGe?BBC News, 2003, availabel at:
http://news.bbc.co.uk/2/hiftechnology/3138456.stm; Knight dGamer Wins Back Virtual Booty in Court
Battled ,New Scientist 2003 available at: http://www.newscientist.com/article/dn45t@amerwins-back
virtualbootyin-courtbattle.hml.

158 |nformation on CryptoKitties, available dtttps://www.cryptokitties.co/

B9nformation on ACE, available aitps://ace.subagames.com/

180 |nformation on PokemonGo, available https://pokemongolive.com/en/

161 Fairfield J., note 150.
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looking into the EULA examples of popular video games, such contracts regulate sscvael|

behaviour between partigsonsumer rights arroperty rights of the partig§?

For example, Blizzard entertainment EULANorld of Warcrafb video game) states follow-

ing:

fiBlizzard may suspend or terminate your license to use the Platform, or parts, components
and/or single features thereofyibu violate, or assist others in violating, the license limitations

set forth below. You agree that you will not, in whole or in part or under any circumstances,
do the following

€ Disruption / Harassment: Engage in any conduct disrupting or diminishiegame expe-

rience for other players, or disrupt operat:.

Disrupting or assisting in (i) the disruption of any computer used to support the Platform or
any Game environment; or (i) amyt her p | a ypeerrd se nGaenge e X

Har assment , A goehawofirar chagt,conduat imersdédvoeunreasonably under- 71
mine or disrupt the Game experiences of others, deliberate inactivity or disconnecting, and/or

any other activity which orln-Gdma Polices*B1 i zzar dos

Thus, EULA, which is byts natureanintellectual property rights contrat¥ regulates social
behaviour and social interactions in video ganMsreover in some case§ULAs regulate
developer versus user relationships in the scopatbmoneylaundering regulations-or ex-

ample, the same Blizzard Entertainment EULA states:

AYou may choose to add Blizzard Balance in different currencies that are applicable to your
country of resideng in order to redeem Blizzard Balance for certain goods and/or services
offered on the Platform. To have a Blizzard Balance of more than a certain value, you must

have attached an authenticator to your Blizzard Acobtffit

162 |bid.

163 Blizard Entertainment EULA, available dtttps://www.blizzard.com/egb/legal/08b946d660a40e4
a0721fbde65173bl/blizzardnduserlicenseagreement

164 Fairfield J, dvirtual Property Boston University Law Review, Vol. 85, 2005, Indiana Legal Studies
Rewarch Paper No. 3%vailable athttps://ssrn.com/abstract=807966; Gong J.defining and Addressing
Virtual Property in International Treat@®oston University J. SCI. & TECH. L., Vol. 17, 20k ailable at:
https://www.bu.edu/jostl/files/2015/0@ong_Web_171.pdfStein SJ., 6The Legal Nature of Video Gamés
Adapting Copyright Law to Multimedé@ Press Start, Vol 2, No 1, 201%vailable at:https://press
start.gla.ac.uk/index.php/prestart/article/view/25/11

165Blizzard Entertainment EULA, note 163.
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The aboveprovided EULA provisios show that a developer in such a case is intending to
eliminate the risk of money laundering usinggame transactions by requesting consumers to

complete relevant identification andtbentication procedure.

Standard EULA or @ T ethasmixedfnatBecinvalving aharactarigticse e me
of different types of contractsEULA can include instruments transferring property, license

on intellectual property rights and characteristics of a purchase or service provision agreements,
therefore, duringhe practical legal application different views on the law applicable are pos-
sible'®®. In themajority ofthe cases, the virtualorld EULAS intend to create pseugooperty,
pseudetort, and even pseuetmnstitutional and pseuelyiminal systems out of standard term
contracts regulating not only intellectual property rights but as agsbcial behaviour ah

property rights®’

Taking into account the lack of clear legal and regulatory frameworkiegplfatory approach
established in the industry and the fact that access to video games is granted through accepting
standard term contrattEULA, %8 the natue of such legal relationships needs to be analysed 79
in order to determine legal framework applicable (i.e. intellectual property, consumer protec-
tion, property law, anrtimoney laundering regulations etc.).

The present chapter will examine legal approadheéayaming company versus consumer re-
lationships including but not limited to the doctrine view and the legal regulations applicable
to the EULA as well as posbntractual relationships, such aggame transaction3 he author

will focus on the differenviews existing in doctrine regarding the character of the legal rela-
tionships between the developer (gaming company, collaborative gaming platform or online

marketplace for virtual items) and the player.

Based on the interconnectivity of the virtualwadt and t he Areal | ifeo wo
it is important to analyse all views with respect to the actual provisions of existing EULASs
taking into account the hybrid business model of revenue provision including but not limited

to revenue from igame transactions in frege-play video games.

166 Mulligan Ch., d.icenses and the Property/Contract Interfadadiana Law Journal, Forthcoming;
Brooklyn Law School, Legal Studies Papéo. 544, 2017available athttps://ssrn.com/abstract=2987325.

187 Fairfield J., note 15CFairfield J, note 164 Gong J.Z. note 164 SteinS.J, note 164.
188 Fairfield J., note 150
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The present part will examine legal regulations applicable to the gaming company versus con-
sumer relationships and will analyse different approaches existing both in doctrine and in the
regulatoryframework of the European Union towards applicable law doctrine and regulations
applied to specific issue$he virtual world EULAs are covering complex developer versus
user relationships and are subjecttte following main legal views towards the regtibns

approach:
(1) Intellectual property law approach;
(2) No legal intervention approach;
(3) Property law approach;
(4) Contract law approach

The author will explainn detailwhether intellectual property rights law, contract law or prop-
erty law should be applied tbedeveloper versus useglationshipswill explain legal conse-
guences following each ofatapproaches, and will discuss the possible solutions regarding the 73
nature of such relationships in order to protect interests of both businesses and congslimers an

to secure Digital Single Market Strategy.

1. Current Regulation or Intellectual Property Law Approach
Nowadays virtual property rightsxd inrgame transactiorare managed within the framework
of intellectual property rights protectidf’ Video game providersindt hei r user s wi t |
of Seowii@Emd User L iwbiehmeguates\nptromtjee ivebavioumf the
user in the game, but in many caseswell grants transfer of intellectual property rights for
items created bghe user in the virtual environment and all property rights outside of the game

for virtual objects purchased in the game by the.tf8er

Provisions of EULAs on theroperty rightsand intellectual property rightsf video game de-
velopersor gaming platformsaise questions and trigger court cases and legal islksving
the case investigated the US.,thep hy si cal wor kpl ace ABl ack Sno

lished in Mexico, where employees were paid to play the Dark Age of Cavicdotgamen

189 Fairfield J, note 164 Gong J.Z.note 164 SteinS.J, note 164.

170 Vvolanis, N, d_egal and policy issues of virtual propeitKatholieke Universiteit Leuven, Int. J. Web
Based Communities, Vol. 3, No. 3, 2007, available at:
https://www.law.kuleuven.be/citip/en/archive/copy_of publications/9h20&nis2f90.pdf.
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order to obtain digital items on the gaming platform and furtheelesuchvirtual assets and

their virtualcharacters acquirgtirough gaming platforron eBay'’! The video game devel-
opers claimed intellectual propertyi g Inftingémens andthe violation of thelicensing
agreement/2The Black Snow Interactive, on the other hand, stated that the EULA represented
unfair business practi@nd unfair consumer contraég The abovediscussed case shows that
there is no agreement in the ity regarding the legal status and classification of EULAS

regulating rights and obligations between parties.

Virtual items, including virtual kgame currency, which were created byghee developeys
are usuallycontractuallyconsidered as intellectual propelty the gaming companyor ex-

ample, according to EULA of the Rocket League video game company, thegraaisr

iét he non e xransferabie,\n@sublicersable, limited and revocable right and li-

cense to useiMual Currency and Virtual Goods obtained by you for your personaiauon-

mercial gameplay exclusively within the Software. Except as otherwise prohibited by applica-
ble law, Virtual Currency and Virtual Goods obtained by you are licensed to you, and you 74
hereby acknowledge that no title or ownership in or to Virtual Currency and Virtual Goods is
being transferred or assigned hereunder. This Agreement should not be construed as a sale of

any rights in Virtual Currency and Virtual Goods$%

The gaming compangrantsno property rights to virtual goods created, purchased or obtained
on thegamingplatform bytheuser. Moreover, on conditions usually prescribed in the EULA,
the developers can on their own consideration delete purchased propaetgterthe amess

of the player tahe ganng platform per se deprivingf any virtual items usag¥€?® In cases
whenthe player spendsver6 million U.S. dollars for a virtual item (example discussed above
in regards to Entropia Universe video gajrbere are no coractual or legal guarantees that
such a player will not biacing the risk of being deleted from the game, the risk ofdeivery

of theitem and the risk of the destruction of s@ashitem due toanevent in the game or sole

decision of the developelf. applied to the rules in relation to the online marketplace for the

171 ReuveniE., note 153 Dibbell J, 81 ack Snow I nteractive and &he Worl
available athttp://www.juliandibbell.com/texts/blacksnow.html

172 |bid.

173 |bid.

174 RocketLeagu&€ULA, available athttps://www.rocketleague.com/eula.

175 News Report China's first ‘virtual property' insurance launch€tina Daily, 2011 aviailble at:
https://kotaku.com/5818906/chit@unchesvirtual-propertyinsurance
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offline goods, or even digital goodgjch a situationwould be considered as a violation of
consumer rights and@mmerce regulatits, however, in digital content supply or digital ser-
vice provision contractespecially under gratuitous subscription contract, the consumer has a

minimum level of consumer guarantees.

In the Eve Online video game, virtual space battle, caused by theday of the payment in

Ar eal I i f ed miorhe virtudd yenneeded togtotacy hes rspaceshgsultedn
anestimate loss of 300,000 U.S. dollais virtual itemsfor different consumers® Thus, the
in-game actions can require players aoly to input fiat money or monetary value items op-
tionally, but such a monetary investment can be required as a mandatory one in order to protect
already obtained virtual items, to proceed further in a video game, or to obtain an advantage

over other plgers

The present part will examine valid provisions of actual EULAs of the popular video games
available at the market and will explain the nature of thereglilatory framework applied
contractually. The author will analyse whether the intellectugleaty law approach can rep- 75
resent the actual nature of the developer versus user relationships and can protect the rights and
lawful interests of the parties. The present part will focus as well orcusatied content and

the provisions of the derivativeonks available in popular video games.

A. Intellectual Property on Virtual Items
Historically, the intellectual property law approadh regulate software accessms used by
software develogrs asalegal analogy due to the lack of regulatory framework applicable to
the newly created concept in the digital worl@The frst licence contract for the software was
used undethe General Public Licence concept by the Free Software Foundatiba 1980s
establishing four freedoms of software developers, particularly, freedom to run the software
program, to modify it, to study it and to distributé&’fWith the Open Source Initiative Creative
Commons and Free Software Movemenbposedicencing agreemes as alternative for

176 News Reportd&Eve Online virtual war 'costs $300,000' in dan@@BC News, 2014 available at:
https://www.bbc.com/news/technolo@p944837.

177 Elkin-Koren N., dGoverning Access to Usef3eneratedContent: The Changing Nature of Private
Ordering in Digital Networks , Governance, Re gul a E.iBousseauaM. Mardickwe r s o f

C. Meadel eds., Cambridge University Press, 2@@8iable at: https://ssrn.com/abstract=1321164
178 1bid.
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protectingtherights and interests of software developers while providmaguitous software
to the publict’®

With the technological and regulatory development, software licences achieved the possibility
to obtain intellectual pymerty rights certification for the end sole product and various regula-
tory acts were adopted on the Community level to secure the weak position of software devel-
oper on intellectual property rights market for open and free software, particularly, td protec
from unauthorized copying and distribution. Thus, such arsglilatory approach became re-
dundant, however, software developers continue using legal analogy and cover relationships in
the gaming industry under the same intellectual property law frarkessr to the lack of

specific regulation on Hgame virtual items transactions and virtual items purchase.

In thewell-knownAtari Inc. versusAmusement World Indistorical case, the 8. court held

that certain visual componesdf the work could not fall under the copyright protection frame-
work.*® Indeed, in 1981 the video game elements were more engineering work than creative
work. However, almost 30 years later in the Unistdtes versus Clark case, the court ruled 76
similarly 18! Therefore, the historically used approach to rely on intellectual property frame-
work in modern realities was doubled in the court opening a further discussion for the appro-

priate regulation.

Moreover ,intellectual property rights do not take a source in all physical objects created, in the
same waythey do not source from all digital items created. The element of creativity in relation

to the inrgame virtual items was examined by the couthelUnited States versus Clark case

In the present case,h e d e f e n d-gamé tokérgintamgibée virtual itemsjrom EA
GamesCompany*® During the trial,the issue ofhe monetary value of igame tokens and

intellectual property foparticular virtual itemsvas examined by the couAs a general rule,

in order to provdraud, the developer has provethat the revenue was lost by the gaming
company as a result of tidefe n d aacttord boweverin FIFA6 s (vi deo game di :

the present cas&ULA the gaming companstatedtself that virtual items he&e no monetary

179 |bid.

180 Atari, Inc. v. Amusement World, Inc. Civ. No. -81-803, November 27, 1981, available at:
https://casetext.com/case/atart-v-amusemeiworld-inc#.VAdFIIWSxv4.

181 United States V. Clark, 0. 4:46-002050, 20186, Available at:
https://regmedia.co.uk/2016/11/14/fifafraudindictment.pdf

182 bid.
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value®Therefore, the gaming company cl ai med t h
actions,when he acquired the intangible virtual items without paying the remuneration cost,
however, the binding ATerms of Serviceo agr
gaming company, directly stated that such intangible virtual itesno monetarywaluein

the respect to the trader verswsisumer relationships.

In the abovaliscussed United States versus Clark case, EA Games failed to prove that FIFA
in-game tokens constitute its intellectual property, as no trademark, copyright or patent evi-
dene particularly for such tokens was provided by the com{farkhereforethe blind appli-

cation oftheintellectual property rights protection framework towards all elements of software
can be consided as one violatingherights and lawfuinterests of consumers by creatiag
quasiregulated environment for unfair treatmenttie gaming industry without evidential

regulatory background.

The approach challenged by the courtha United States versus Clark case is currently fol-

lowed by themajority of gaming platforms at the markietin-game transacti@that requie 77
direct or indirect payment are covered under the intellectual property protection framework
with no proof ofthe element of creativity or no evidence of intellectual propeigits for

particular digital items or computer codér example 1047 Games EULARSplitGate®

video game) stat

1047 Games offers you the ability to acquire licenses@ame currency (iAGa
rencyo) or Content, s udlicerseto usegGamed Guirenqy forac h a s i
fee (APurchased Game Currencyo), ( b) earni ni
performing or accomplishing specific tasks in the Game, or (c) purchasing for a fee, exchang-

ing Game Currency for, or earning a lited license to use Content. Also, 1047 Games may
facilitate the exchange of certain Content through the Game, in some cases for a fee. You may
only use such Game Currency or Content if you pay the associated fee (if any). When you earn

or pay the fee to dain such Game Currency or Content, you are obtaining from 1047 Games

the right to have your License include such Game Currency or Content. Both Game Currency

and Content are licensed, not sold, to you under the Licéfize

183 | bid.
184 |bid.
18 gplitGate EULA, available ahttps://www.splitgate.com/eula
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In the present EULA,thé e vel oper provides a possibirlity t

game virtual itemsn a different waythus, to pay royalties with:

(1) fiat money
(2) labour,

(3) particular virtual item (irgame currency).

It can be seen, that gaming companies de factorotgaiuneration from kgame transactions

as for the digital service consumer contract, but de jure are trying to hide behind the intellectual
property law provisions following the opeource software approach by creating a gregsi

ulation for virtual itens exchange, while no intellectual property rights for such virtual objects

can be established. Only in case of | osses a
the different approaches establishing the monetary value of the virtual itehseparating

such transactions from the gratuitous subscription contract. Such an approach shsbas-a

ance between parties in the gaming industry that allows manipulations by the game developers
and creates a disproportionate geljulated market aféting a significant amount of consum- 78
ers in the EU.

Therefore, the intellectual property approach towards digital transactions on gaming platforms
cannot reflect the nature of such legal relationships and cannot protect the rights of both parties
T the traer, in cases like the above mentioned, when the intangible virtual items are acquired
by the users without paying the price of the contract, or the consumer, in cases, when the in-
tangible virtual item has defects, not in conformity with the contract odiffasent function-

ality than described in the advertisement by the gaming company.

The above discusséthited States versus Clark caaesed operguestios regarding the status
of in-game tokensintangible virtual itemsand lavs applicable to themwhich were not an-
swered in the final judgemeras the case was dismissed due to the defefsdaeath®® Not-
withstanding the above, it can serve as a turning point towards the regulation ef#meean
transactions and determinatioh mundaries for intellectual property protection framework
usage in the gaming industry. On the current daggge isstill no common approach towards
in-game transactions, which causeliscrepancy in the legal regulations (application of intel-

lectualproperty law, contract law or property law in different cases to the similar scenarios),

18 Holden J, note 11.
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leaves rights both of traders and consumers unprotected and causes monetary loss for both

parties.

B. Creative Element in Video Games
Notwithstanding the above mentiongige virtualworldsand video gamesaninclude the el-
ement of creativity andanfall under the intellectual property law protection framewank.
deed, there are views that virtual wargkr se can be copyrigptotected works. For example,
in Atari Games Corp. versus Oman case, the court held that a video game can be considered as
a copyright protected compilation afidicvisual elements®’ In the Nintendo of Am. Inc.
versusthe Elcon Induscase, the court std that the computaperated graphical elements,
backgrounds, nenser created elements of a virtual world can be considered as copyrighted
works 8 Therefore, the virtual world as a whole can be considered as an original copyrighted
work created by theisdteo game developer that is falling under the scope of intellectual property

law protection subject to the presence of the element of creativity

At the same time, the copyright protection of a virtual world as a whole is not resulting from 7q
copyright prdection of its separate elements, including virtual items and virtual tokedas

ments which trigger most disputes in fiteeplay video games as obtained by players in ex-
change for direct or indirect payment under gratuitous contract (see above FlfAvase

over, copyright protection of the virtual world as an end product does not deprive players of
intellectual property rights protection in relation to their own creative works in the virtual
worlds, which require separate examination on the subjebedhtellectual property protec-

tion application.

There is a widely accepted approacithe marketo treat video games as computer software,
which can be explained following the Atari, Inc. versus Amusement Worldcése In this
case avideo game was considered by a couramsngineeng work createdoy developers
due to the fact that computewde is not an original wottkut was already used previously (for

example, Battlefield and Need for Speed: the Run video games share the samesde&°

187 Case Atari Games Corp. v. Oman, 979 F.2d 242, 247 (D.C. Cir. 1992), available at:
https://casetext.com/case/atgemescorp-v-oman.

188 Case Nintendo of Am., Inc. v. Elcon Indus., 564 F. Supp. 9943, available at:
https://law.justia.com/cases/federal/distgourts/FSupp/564/937/1407344

189 RamosA. et all., dThe Legal Status of Video Games: Comparative Analysis in National Apprd@aches
WIPO study, July 29, 2013 available at:
https://www.wipo.intéxport/sites/www/copyright/en/activities/pdf/comparative_analysis_on_video_gates.pd
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Thus, apartrom the originality ofaudicvisualcontent in a game, or a visual representation

virtual elementsn a game, the originality of a game code should be assessed.

In accordance with the provisions of the Directive 2009/24/EC of the European Parliament and
of the Council of 23 April 2009 on the legal protection of computer programs, computer soft-
ware and its preparatory design material is protected as literary wihks the meaning of

the Berne Convention for the Protection of Literary and Artistic Works subjdataoiginality

of such software or a prograit?. Following the Berne Convention and mentioned Directive
2009/24/ECopriginality is a crucial element iorder to classify a game or gaming element (for

example, virtual goods) as intellectual property of a game devéfper.

According to article 2 of the Berne Convention for the Protection of Literary and Artistic
Wor ks, as Al iterarreg camrds iapreductsd in toe licaray, sdiend
tific and artistic domain, whatever may be the mode or form of its exprés&fon

Video gamegper secan includehefollowing creative elements®

(1) Audio-visualelements: 80

a. Animation;

b. Images;

c. Sound recatings;
(2) Computer code:

a. Source code;

b. Ancillary code;

c. Plugins.

RamosA., &/ideo Games: Computer Programs or Creative W@ks?August 2014, Bardaj 2 & H
Madrid, Spain, WIPO magazine, available at:
https://www.wipo.intivipo_magazine/en/2014/04/article_0006.html

190 Directive 2009/24/EC of the European Parliament and of the Council of 23 April 2009 on the legal
protection of computer programs (Codified version, OJ L 111, 5.5.2009, g21€opyright Law in the EU,
Salientfeatures of copyright law across the EU Member States, European Parliamentary Research Service,
Comparative Law Library Unit, June 201®E 625.126.

1Berne Convention for the Protection of Literary and Artistic Works (as amended on September 28, 1979),
WIPO Lex No. TRT/BERNE/001 Directive 2009/24/note 190 Copyright Law in the EU, Salient features of
copyright law across the EU Member States, European Parliamentary Research Service, Comparative Law Library
Unit, June 2018 - PE 625.126, available at:
https://www.europarl.europa.eu/RegData/etudes/STUD/2018/625126/EPRS_STU(2018)625126 EN.pdf.

192Berne Conventionnote 191.

193 RamosA. et al.,note 189; \an der Velders., Playing the game of video game classification Game Over
for Europe® MasterThesis 2016 2017, Tilburg University, Faculty of Law, LL.M. Law and Technology,
available at: https://arno.uvt.nl/show.cgi?fid=144375
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Following the findings of the Nova Productions Limited versus Mazo@ames Limited &

Others case, the court stated that not all elements of the game are covered under the copyrights
protection framework as most if not every work derives from another work, particularly, there

is no effective protection for games againstytng of the game where a party copies the rules

of a game but not its graphit¥.The abovedescribed approach focusing the unique crea-

tivity of each element of the game is valid not onlydadicvisualelements of the game (its

graphics) but as welbr gaming software (its computer code).

While assessing audisual or graphical content on a subject of creativity can be an easier
case due to the distinctive nature of visual or audio representation based on the originality,
however, with computerodes or software the situation is differdntthe United State€Com-

puter Associates International versus Altais@ the abstractioffiltration-comparison ap-
proach(or a creativity testjvas developed in order to determine whether particular software
elements were copield® Later the same method was used in Europe in Sonera Systems Oy

versus VF Partner Oy cas¥.

81
The abstractioffiltration-comparisorapproach consists of three steps:
(1) Abstractioni the elements of computer softwane extracted in a reverse manner in
order tomapthesequenceadhed evel oper 6 s ac tdomoputercogedyi | e cr

(2) Filtrationi thesubstantiablements of the computer code are filtaredrder to exclude
code elements that are dictated by the external factors, interface etc.;
(3) Comparisori the substantial code elements of original work are compared to the sub-

stantial code elements of the allegedly infringing Wrk.

Thus, in order to determine whetheparticular video game element is protected under the
intellectual property protectiolrfamework, the element of originality and creativiy each
separate elememieeds to be access€d The existing approach of the intellectual property

194 Case Nova Productions Limited v. Mazooma Games Limited & Others, (2007), EWCA Civ 219, para 31,
available at: httpgWwww.casemine.com/judgement/uk/5a8ff71260d03e7f57ea71d6.

195 Case Computer Associates International v. Altai, (1992), 982 F.2d 693, 2d Cir., available at:
https://caselaw.findlaw.com/t&nd-circuit/1233733.html

1% Case 3571, Sonera Systems Oy v. VF Partngr(f099), R 99/661; Saluvedx.-L., The Concept of
Derivative Works Under the European Copyright Law in Relation to the Digital Era: Free and Open Source
Software Licencing Lund University, Master Thesis, at: 4, available at:
http://lup.lub.lu.se/luudownload?func=downloadFile&recordOld=4461961&fileOld=4461970

197 Case Computer Associates International v. Altate 195 SaluveerA.-L., note 196.

19 Ramos A. et al., note 18Ramos A note 189.
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protection frameworlapplicationto all components of the video game notwithstanding the
nature othetransaction and the presence of the element of creatasiiyot be compliant with

the existing rules in relation to intellectual property, do not correspond to the nature of business
relationships and cannot satisfy interests of both parties in the gardirsiry.

Considering the abowveentioned complexity of intellectual property rights framework ap-
plicability (requirements oproof of copyrights andheir registratiorin relation toeach ele-
ment of a video gamedhe existing approach taken in thaming industry can be naohas
guastintellectual propertybased, asle facto developer versus player relationshipssate
regulated based aihe contractwith enforced legal analogy. Thuthe intellectual property
rights of game developeasebased ot on the licencing regime in the country of establishment

or international level but based on contfia&ULA.1°°

While applying the selfegulatory approach and regulating relationships contractually, the in-
terests of both parties should be maintainad,the relationships should not be regulated using
historically outdated legal analogies. Therefore, the nature of business relationships between82
players and game developers should be taken into account and the alternative to the current
intellect approackonsidered on doctrine level.

C. Collaborative Platforms
Nowadays ingame virtual property relationships are lied not only to the developer versus
player relationships. There arariousnew businesses operating on the gaming méaristd
parties, which are selling items on intermediary platforms for particular video gahues
third parties, which connected by agreement with a gaming company in order to @ovide
online platform folusers to play particular game. Ithosecasesaplayer is limited by several
EULAs from different trades; which can conflict witloneanotherproviding further complex-
ity to the developer versus user relationships and introducing-pautf levellingto the con-

tractual arrangements

For example, online intermediaries for collaborative gaming, such as CRAYTA, provide online
platforms for several gaming companf&sAccording to the EULA available on CRAYTA,
thep| ay er s i dghatkhis @WA g Rlatform is an agreement between you and

199 GreensparD, et al.dv/ideo Games and IP: A Global Perspeej 2014, WIPO magazine, available at:
https://www.wipo.int/wipo_magazine/en/2014/02/article_0002.html
200 HoldenJ,, note 11.

201 Information on CRAYTA platformnote 112.
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Unit 2 Games only and not Epic Games, Inc. Without prejudice to the foregoing, you are re-
quired to have a separate license with Epic Games, Inc. and you agree to comply with the End
User License Agreement of E@mes, Inc. as may be updated from time to time and made

¢ &2 Therefore the player idoundedby the EULA offered by the collaborative platform and

by the EULA offered by the particular video game operating on such platimsach cases,

even if to follow intellectual property approach towardgame transactiong,is unclear who

owns whichintellectual property rights thegaming company, or the gaming platform.

Besides virtual items transactiomanagedy video game companies, companies trading vir-
tual assets were created following the demaierefore, virtual items applicable for tharp

ticular video games can be purchased not only on a specific gaming platform but as well on
external authorized and nawuthorized secondary marketpladeor example, o Markee
Dragon or G2G websigdt is possible to purchase -salled gamecodes, whichare virtual

items (both functional and not) usedanwariety of different video games, includingg@ame

tokeng%, for example, on mentioned platforpitsis possible to purchase:
83

(1) 750 gold crowns of the obsidigi$(in-game money from thi#Shroud ofthe Avatad
video game) for 10 1$. dollars or 500 PLEX (irgame money from thEEVE Onlined
video game) for 19.99 9. dollarg®,

(2) A virtual horse front h €rowfalld video game for 30 1$. dollarg,

BA nobl e f ound etrlbbegeida af Kria yidek game) fora39.99 8.
dollars®”’,

(4) Defiant Vented Lightsaber (weapon figtar Wars: TOR video game) for 8.21 \3.

dollarg8

In order toaccess online marketplaces for virtual items, similar to the collaborative gaming
pl atforms, the player will agree to both to
ketplace as well as for EULA of the gaming company (sometimes additionally dls® &

the gaming platform). Moreover, if an external marketplace is not authorized by the gaming

202 CRAYTA EULA, note 113.

203 Information on Marke®ragon, note 114; Information on G2G platform, note 114.
204 Information on Markee Dragon, note 114

205 |id.

206 |pid.

207 |bid.

208 Information on G2G platform, note 114.
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platform, such a purchase can lead to a direct breach by a consumer of the gaming platform
EULA.

As a result, the consumer can be bonded with more thanWégper one transaction, how-

ever, de facto such agreements will neither protect the rights of the consumer nor of the traders,

as intellectual property regulations are not applied towards defects in codes, which resulted in

the dysfunctionality of the vinal item, destruction of such virtual item or rdalivery, etc.

Moreover, the proof of intellectual property rights ownership in regards to enie cur-
rency or virtual items that are tradedon+@oot hori zed pl atforms is qu
temd 0 i tems are traded outcsaildeedoffiitnhtee|ld leattfuaal
the game developer copied and distributed without proper authorization. However, taking into
account the aboveiscussed, due to the lack of creativity in the sseaglements of the video

games, such intellectual property rights protection cannot be property proven and, thus, pro-

tected respectively.

D. User-Created Content 84
Most of thedigital itemsavailable in the virtual worldare created on virtual platforms byeth
gamedeveloper and exist only dhese virtual platformshowever, in some video games-
tual items can be created by users (for example, skins) or third parties (market places for virtual
items).Game @velopers create a virtual word b&design of he virtual spaceand the players
can populate suchdigital world with virtual items and owmade avatar€?® Interaction be-

tween usemade and develop@nade game elements is fluid and continudfis.

In virtual worlds with constant interaction between platform and users, if to regulate all in
game relationships applying the intellectual property rights frameivisrkard to distinguish

who will have the intellectual property rights related to particular virtual objects, for example:

(1) The virtual item, avatar or skin to the virtual item or avatar was created and designed by
the playebut designed usingnonlineplatform operated by the gaming company or third
party. Who will have the intellectual property rigiwnership in relation teuchavirtual
itemTi the player, the gaming companytbe company operating the online platform?

(2) The virtual item, avatar ok to the virtual item or avatar was created and designed by

the external platform not related to the gaming compangr{line marketplacéor virtual

209 Reuveni E., note 153.
210 | bid.

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

items, but when applied to the particular video gasueha program code can become a
virtual item. Wto will have the intellectual property righbwnership in regards sncha
virtual itemi the thirdparty marketplace, the gaming company or the company operating
the online platform?

Following the intellectual property law approathe binary nature of intellectual property
rights requires strict determination of the copyright owner or author and a €dpieteed,
there are legal provisions regarding collaborative authorship, howavehared authorship
the creative work is representitiggfinal element that is copyright protect€din video games
where the virtual world is constantly evolving with input from both devekgetda mass of

users, there is no final creative wonoguced?*?

Video game as a whole product if users can crisatieown digital content and contribute to

the gaming experience of other parties, for example, like in massively multiplayer online video
games, the end product cannot be determined. Whiler¢lagion of s specific virtual item, for
exampleaplayer®avatar designed by a player on the gaming platform using gaming interface 85
can be considered as end product produced, however, as it does not exist separately from evolv-
ing gaming interface theedification of shared authorship is also not possiblerefore, lhe
collaborative nature of creative elements in a virtual world does tlo¢fitoncept of thiinary

framework oftheintellectual property rights approaéH.

There is a view in the doctrine, that the abawentioned collaboration can be explained
throughthe derivative works concept®The ter m of dAderivative wor
from the | egal framewor k of wolkdaseduapontoredor St at €
more preexisting works, such as a translation, musical arrangement, dramatization, fiction-
alization, motion picture version, sound recording, art reproduction, abridgment, considera-

tion, or any other form in which a work may be recastsformed, or adapted. A work con-

sisting of editorial revisions, annotations, elaborations, or other modifications, which, as a

whole, represent an original work of authorship, is a derivative wéhk

21 bid.
212 |pid.
213 |pid.
214 |bid.
215 |pid.
26ysSCode Titl e 17 Salbearp-t.enotel®6. A 101. ;
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At the same time,@ording to the Berne Conventiorr the Protection of Literary and Artistic
Works, fitranslations, adaptations, arrangements of music and other alterations of a literary
or artistic work shall be protected as original works without prejudice to the copyright in the

original work. %’

While issuing guidance to the previous European Copyright Directieel-bundation of In-
formation Policy Research defah¢hederivative worksasworks that were basexh the orig-
inal work, on the elements of the original work or astiier preexisting waks, existingin any
form in which the original work may bi#ecast transformed or adaptedf*®

The original author of the codthe game developer in our casalitlesasecondary creatoa(

player) to develop creative elements of the game based oa theedl 0 p e Howeyver,evern e .
following thederivative work concept in such a case is not sufficient to regulate all rights and
obligations arising from the game participatiolm derivative work a rightful owner of the

original work, thus, a developemeeds to granpermissionto the secondary creator to use
original work in order to create a derivative woakd suchpermission would givafull scope 36
of independent intellectual property rights for the derivative work to the secondary.’d%ner

When asecondarycreatorutilizes original creative work (game codjthout permission the

secondary creator losasy rights to the nework.?2°

Thus, a player who creates derivative work (new avatar, for exasiaheof virtualweapor)

based on the peiission granted by the developer, has a right to forbid a developer or any third
party to use such a derivative work or use this derivative work on its own disck&twaver,

the complexity of a case influencegfact that such a derivative work cansbona particular

video game platform solely or in connection to such a gaming platfdareover, thenajority

of EULASs, indeed, make users abolish any rights on a derivative work created whiléhasing
gaming platfornmin order to avoid any derivativeghts ownership claims.

For example, Blizzard Entertainment EULA states:

AYou hereby grant Blizzard a perpetual, irrevocable, worldwide, fully paid uperdasive,

sublicensable, right and license to exploit the User Content and all elements thereof, in any

217Berne Conventioynote 191.

218 Brown I, dmplementing the EU  Copyright Directiie 2003  available
at:http://www.fipr.org/copyright/guide/eueguide.pdf;SaluveerA.-L., note 196.

219Reuveni E., nte 153.

220 |pid.
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and all media, formats and forms, known now or hereafter deviskrzail shall have the
unlimited right to copy, reproduce, fix, modify, adapt, translate, reformat, prepare derivatives,
add to and delete from, rearrange and transpose, manufacture, publish, distribute, sell, license,
sublicense, transfer, rent, leaseartismit, publicly display, publicly perform, provide access

to, broadcast, and practice the User Content as well as all modified and derivative works
thereof and any and all elements contained therein, and use or incorporate a portion or por-
tions of the UseContent or the elements thereof in conjunction with or into any other mate-
rialé Blizzard may remove any User Content and any related content or elements from the

Platform at its sole discreti@f?!

The aboveamentioned provisions are included in a stadd@rm oneclick contract that a

player signs in order to access the game before creating any derivative works or secondary
content.The player is deprived from amtellectual property rights over virtual objects created
within the gaming platform prioto familiarizing with interface and accessing the scope for
creativity.In virtual worlds where players are expediedise their creativity in order to popu-

late such virtual world and attracts other consumers through network effect, such an approach87
can e considered as unfair treatment. Moreover, on gaming platforms when players are ex-
pected to usereativity in order to create unique collectable digital pieces using own creativity,
for example Non-Fungible Tokens on Blockchain platforms, such an apjpreamld create
significant misbalance between parties as NFTs de facto treated asmhighcommodities.
Thus,such mass EULAs provisions cannot fulfil play&@expectations ira guaranteed mini-

mum of the intellectual property rights protection and corsugnarantees, which will be in-
vestigated further in chapter Il of the present thesis following the reasons explainegant

on the property law approach of the present chapter.

Notwithstanding the abovexplainedn relation to thelerivative works concept approach, the
specifics of derivative works in software contracts should be taken into acedula deter-
mining whether collaborative items can be considered as copyright Waksd on the dual
nature of vide game in respect tq1l) audievisual content or (2) softwareas explained

abovg.???

221BJizzard Entertainment EULA, note 163.
222Ramos A. et al., note 189; Ramos A, note 189.
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According tothe Directive 2009/24/EC of the European Parliament and of the Council on the
legal protection of computer prograntise computer program &med fito comnunicate and

work together with other components of a computer system and with users and, for this pur-
pose, a logical and, where appropriate, physical interconnection and interaction is required to
permit all elements of software and hardware to work witieiosoftware and hardware and

with users in all the ways in which they are intended to fun&f® The directive states that
unauthorisedreation of a derivative work based on a computer code forming computer soft-
ware (i.e. unauthorisedeproduction, translation, adaptation or transformation of the form of
the codg should be considered as imfringement of the exclusive rights of tkedeauhor,
neverthelessderivative works that are created in ortierachieve the interoperability ain

independently created program with othergpaons do not require such authorisafiéh

If to treat a video game as software, the interaction between players and the platform is a part
of a video game per se and is a required functionality of suchaseft Any interaction with

gaming code, for example, creating user content in a particular game, when the functionality
of such a game permits and encourages such user behaviour, would be considered as a deriva-
tive work that does not require authorisatias,such an authorisation already allowed by the

functionality of the game.

In certain video games, the developers intentionally create only a skeleton of a virtual world
allowing players to populate such a world with elements of their own creativitgxaaorple,
in such video games as fASimso or ASecond | i

also a Aliving environment o where such an av

Thus, even if de jure EULA forbids any derivative works, howgsterfacto the gaming inter-
face explicitly allows and encourages such creationatitborizationfor derivative works
should be considered as grantereover,if the EULA forbids any derivative work creation
and the gaming interface do not explicitlyd@ such a creation, permission should not be

required as long as the elements of the original work do not prevail in the derivativ&work.

Taking into accounthe collaborative nature of the gaming industry, not only intellectual prop-

erty rights of the game developers should be taken into consideration, however, as well as

223 Djrective 2009/24/ECnote 190
224 |bid.
225Reuveni E., note 153.
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intellectual property rights of the players in relation to the works created on suaiggaatt

form (if the element of creativity is present and the gaming interface allows so). The approach
is taken currently in the standard term EULAs by granting all exclusive rights fecneseed
content back to developers, allowing permanent excldsiom the gaming platform and dep-
rivation of access to the creative work of players can be considered as unfair. Moreover, such

an approach violates all principles of intellectual property law and authorship.

E. Collaboration in Virtual World. Element of Creat ivity in User Con-
tent.

Not only intellectual property rights of the game developers, but as well as the intellectual
property rights of the players should &gdressedh the gamingndustry, including but not

limited to in contractual relationships betweparties. As explained in the previous part, the
element of creativity should be accessed in order to understand whether particular work can be
considered as one requiring intellectual property protection. Tireiglement of creativity in

user createdantent should be assessed in order to understand whether specific element of a

virtual world can fall under the intellectual property rights protection framework. 89
For example, if to apply the abstraction test principle (used in Nichols versus Univetga$i

historical case) to the usereated content, it can be concluded that the more general and ab-
stract the avatar is, the more likely the avatar is only an idea than a copyrightable expiession.
Thus, in order part i c uddacreatvé vaoikepedifc digingaish-ar t o

ing characteristicsi.e. story behind the character or distinguishable graphic represeritation

should be presenit’

Taking into accourthe collaborative nature of a virtual world, in reality, it is very complicated

to distinguish the element of creativity of each player in the scope of the gaming interface or
particular virtual world. Generally, the players have a limited selectionathaappearance
choices and several avatars can look the same within the gaming platform. Therefore, the ele-
ment of creativity in graphics of a particular avatar will be absent and no copyright protection
can be granted unless a specific story is preseimint a particular character (for example,

John Neverdie, as explained above, can be considered as a copyrighted cR&siassdver,

228 pid.
227 bid.
228 pid.
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if the gaming interface offers an extensive number of design possibilities that allow unique
creativity (for example, Ct y of Vil l ains video game all ows
pearances), that can be considered as creative work in specifiééasdise same way, if the
gaming platform all ows playerés own charact e
defined in a game), such an avatar can be considered as a creative graphical work and fall under

the intellectual property protection framework.

Apart from the design of préefined items, the video game interface might allow different

ways of creative expression as well. For example, players can be allowed to create their own
intangible item, play virtual instruments, or paint a virtual paintmthe game. The same as

with players6 avatars, the extent of player
case, which is defined by the possibilities of the gaming interface per se. Considering the above,
the more | i miti nig theléss likalyeryamd actigtie wodk €an tuléil dregi-

nality condition?3°

In cases, when the game code allows an element of creativity for each player and facilitates thego
creation of individual virtual items, the individual usgeated item (i.e. pating drawn in a
virtual world) should enjoy all full spectre of the intellectual property protection as original

artistic work, not a derivative wor!

This is valid predominantly for video games created on Blockchain platforms. Blockchain tech-
nologyd | ows t he cfriemgii olne otf o kielrdhendistritwitian ofleollefcta ¢ 1 | 1 t
able digital arf*? For example, CryptoKitties is a video game that allows the creation and
distribution of virtual collectable creative items through NFT on a Blodkahetwork?33 Such

NFT based games allow not only creative digital content placement, but also facilitate digital

art transfer through Blockchain tokens. Various Blockchain platforms facilitate NFT transfer

and creation by users as well as famous arkstsexample, a singer Grimes sold her collection

of digital art represented in NFT for around 6 million U.S. dofféfs.

229 Information onCity of Villains, available athttp://www.cityofvillains.com/gameinfo/synopsis.html.

Z0Reuveni E., note 153.

1 bid.

232 Clark M., dNFTs explained the Verge, 2021, available at: https://www.theverge.com/22310188/nft
explainerwhatis-blockchaincrypto-art-faq.

233 Information on CryptoKiies, note %8.

234 News ReportdGrimes Sells The Guardian's $ 6 Million Digital Art Collectipthe Guardian, 2021,
available at: https://www.theguardian.com/music/2021/mar/02/grgabsdigital-art-collectionnon-fungible -
tokens.
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The game developers benefit from the collaborative nature of virtual woalddition of new
creative virtual items that populate atpaular virtual world® and attracts new users, thus, a
revenue income for game providers as well. Following the utilitarian theory introduced by
Jeremy Bentham, the right to action is understood entirely in terms of consequences#&sulted.
Based on thetilitarian view, one way to maximize the overall good is to consider the good of
others as own good! Having less creative collaborative contributions to the virtual world,
the overall public benefit of such collaborative contributions would resudt diminishing
effect on the overall public gogé®

Utilitarianism focuses on the public good and wim solutions. In the virtual worlds, both

parties benefit from the reciprocal contribution: game developers benefit from the network ef-
fectand populato of the fAskeletono of the gaming pl e
possibility to exercise their own creativity and use the digital products. Thus, as per the utili-
tarian theory, the grant of copyrights for such newly created digital items pogwatual

worlds would facilitate the collaborative nature of the gaming platform and would maximize

91
the result for the public good.
Considering the aboveentioned, the gaming platforms cannot lawfully abolish intellectual
property rights and obligatis of players through contractual means, when the gaming plat-
form interfaces allows playerds creativity f

allowed to create own unique creative digital item (i.e. NFT), such a player is entitled for in-
tellectual property rights protection mechanism, including but not limited to the prohibition of
further usage by the gaming platform and royalties payment when gaming platform benefiting
from such a usage. For example, if player is excluded by the game mvietom the access

to the gaming platform or when virtual <creat

gence.

F. Intermediate Conclusions
Followingthe historical approach taking the roots fromfttet open sourcsoftware, currently

relationships between game developers and players are still regulated contractually under the

Z5Reuveni E., notd53.

26 BenthamJ, éAn Introduction to the Principles of Morals and Legislatioh781 ed., available at:
https://www.reed.edu/humanities/hum220/syllabus/201BentharPrinciples.pdf.

237 LastowkaG., HunterD., éThe Laws of the Virtual Worlds 92 CAL. L. REV. 1, 722004;BenthamJ.,
note 236.

28 Reuveni E., note 153.
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umbrella of intellectual property protection framewdrke intellectual property law approach
towards gratuitous software access was tamg base for regulating relationships in the in-
dustry due to the lack of alternative regulatory framework. In the modern reality with the tech-
nological and regulatory development in digital service provision and consumer contracts, such
an approach cannseatisfy the need in legal protection and remedies mechanism for both game

developers and players.

Notwithstanding the above, currently, standard term EULAs produced by the game developers
not only regulate intellectual property rights for the gaming safwvbut as well as for paid
digital content inside the game (i.e. separate virtual items) andresged content. Having a

look at the EULAs of the popular video games, it can be concluded that the scope of the intel-
lectual property rights transfer istersive, players are abolished from any rights for the user
created content and purchased digital cor(sse above Blizzard Entertainment EULA provi-
sions) At the same time, game developers have no proof of the intellectual property rights

ownership othethan EULA and the creativity of such digital elements is in question per se.
92

Fewer game developers, indeed, allow players limited fraeddhe intellectual rights protec-
tion by regulating access righo the user content in a particular game. For gtaniinden
Lab EULA (ASecond Lifed video game) states:

AYour interactions with Second Life may include use of the Second Life permissions system and
the copy, modify, and transfer settings for indicating how other users may use, reproduce, dis-

tribute, prepare derivative works of, display, or perform your Content in Second Life subject

to the Agreements...If you do not wish to grant users of Second Life a User Content License,
you agree that it is your obligation to avoid displaying or making available Gauntent to

other users. For example, an island or estate holder may use Virtual Land tools to limit or

restrict other users' access to the Virtual Land and thus the Content on the Virtual’&and

The scope atheintellectual property rights protection defined in e&tH_A has a dual nature
regulating not only developer to user copyrights transfer but alserdo developer intellectual

property rights transfer

(1) the developer grants naxclusiveintellectual property rights to each player that sub-

scribes tagame participation;

2% LindenLab EULA, available at: https://www.lindenlab.com/legal/seelfeetermsand-conditions.
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(2) each player that creatagy derivative work grants exclusive right for such derivative
content to a game developer

(3) in limited scenarios video game interface can allowgiayo execute their intellectual
property rightsand grant nofexclusive rights for derivative works createdhivirtual

world toother users

Moreover, video games can be hosted on various-giairty platforms, virtual items can be
traded orexternal authorized and not authorized marketplaces, gaming platforms can facilitate
virtual items creation for further trade or benefiting from the network effect. The -ahene
tioned adds scalability and complexity to the intellectual property frameapmiication. Such
multi-party, multiplatform relationshipsannot be solely regulated by various conflicting EU-

LAs notwithstanding the creative input of each party and platform.

Considering theomplexity of virtual worlds, collaborative nature of majpwf video games
and monetisation of igame virtual items, solatellectual property approach towards gaming
company versus consumer relationships canggo

manage all spectrum of gaming indusspecific legakelationships.

Indeed,intellectual property relationships in video games need to be regulated in order to pro-
vide the expected level of copyright protection both for developers and for p{ayeese a
gaming interface allows creativjtyhowevergamng platform versus player relationships can-
not be regulated solely under rerclusive licencing agreement focused on uniform rights of
game developers over softwaBtandard terms EULA created by a game developer should be
accepted only in pato-play video games with limited gaming interface that does not allow
collaborative nature of virtual world creaticend cannot be applied to complex virtual envi-

ronments and monetized fré@play video games due to the outdated nature

Intellectual property rigits protection framework can be applicable on the stage of video game
access acquisition by a player (notwithstanding the medium of representation) regulating third
party gaming platform access, copy creation and other copyrights resulting from access to
video games per se. However, further relationships, microtransactions, user content creation
cannot be regulated solely under framework licensing agreement. Therefore, a different ap-
proach towards virtual property and complex virtual worlds should be takemaccount in

order to protect the rights of consumers and to secure the European Digital Single Market Strat-

egy.
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Legal |l nterventiono Approach
As was discussed in the previous part, the game developer (gaming company, collaborative
gaming platform or online marketplace for virtual items) and the player enter into the End User
License Agreement on the initial stage of business relationshipsen tordccess the digital
services access to the fret-play or payto-play video game. Indeed, currently, access to the
gaming software or online gaming platform is regulated merely under the intellectual property
law framework, however, the following-game transactions, despite the purely commercial
nature of legal relationships, are as well included under the licensing regime. Such a mismatch
in the subject of the licensing contact, unfortunately, is left out of the scope of the policymak-

ersodomattent.

EULAs generally regulate not ontigeintellectual property rights of developers and users but

as wellasvirtual property statusandplaysd b e havi our iNotwithstandingt ual
the extensive regulatory scopestandard ternEULAs, someauthors argue, that the virtual

reality issues should not be governed by the law at all, as players use video games in order t%
escape from realif§® and actions, which amgenerallyallowed in a video gaméor example,

asrobbery or destruction of virth@ropertyae f or bi dden by the | aw ir
241

Even though such an approach can have a valid point #togalgly video games when a player
transfers licensing fee for access to a video game and no further transactionsonigeitlis
possible, however, in fre®-play video games, such an approach can violate both rights of

players and game developers.

The abolishment of property rights purchased virtual items and regulation efame trans-
actions under the intellectuyaroperty frameworks justified by the developers esquired for
theremonal of limitationsin theindustrial ability to control online recoursesadfirtual world
andfor the control the relationships in such virtual world in order to maintain itstiomal-

ity.?*? Indeed, a game scenario might involve actions that woulevdkiate the value af

240Nelson J.W. Thé Virtual Property Problem: What Property Rights in Virtual Resources Might Look Like,

How They Might Work, and Why They Are a Bad IdelslcGeorge Law Review, Vol. 41, 20]1@vailable at:
https://www.mcgeorge.edu/documents/publications/MLR4104_Nelson_ver_09_ FINAL.pdf.

#Ccifrino C.J., 6Virtual Property, Virtual Rights:
Governing Paradigm in the Lasf Virtual World€h Boston College Law Review, VA5, Iss 1, 2014 available
athttps://lawdigitalcommons.bc.edu/cgi/viewcontent.cgi?article=3354&context=bclr.

242 Fairfield J., note 164
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virtual item. For example, when a player purchases virtual property (i.e. virtual house or virtual
land) ofacertain value and the developer creates newaiproperty thisreduces the value

of theinitial property purchasetf*However , such a situation can
as welli investments are always bare the element of aamskmanufacturers manipulates

supply in order t@reate the demand for the prodéfttHowever, such an element of a risk is

not a valid ground to eliminate the regul at:i

thus, should not be valid in a virtual one as well.

Apart romthe abovealiscussd, there are views that the regulatiortioé virtual world should
be done on the basis sélfgovernancé the governmenimposed regulatory regime is not
required due to the exterritorial character of virtual worlds and diversity of its%i3etgw-
ever, such an approach as well cannot geanéxpected level of consumer protection taking
into considerationhe inequality of developer versus user relationshipsthedtandard term
EULA. For the seHgovernance, both parties should ha@eyainingpower to agree mutually
on the approach. In the standard term contract dictated by the game develemgusaibry

95
approach triggers unfair treatment.

In modern realitiesplayers expect the same level of legal protectasgranted by law tdan-
gibleitemswhile purchasing virtual items onlinas notwithstanding the medium of represen-

tation the item owner expecgjuaranteed level of integrity of such itekar example, irthe

Entropia Universe video game a virtual battle resulted in more than 200.80dollars dam-

ages in virtual proper®® Thus, when a virtual intangible
money, the owner would expeatcertain level of legal protection anegal enforcement if

required®*’

EULAs regulate the virtual property righof each player not only in the relationships between

one another as well as facilitating the abolishment of any property claims against the game

243 |bid.

244 bid.

245 JohnsorD.R.,Post DG.,d_aw and Bordersthe Rise of Law in Cyberspat&tanford Law Review, Vol.
48, p. 1367, 1996, at 1397, available at: https://ssrn.com/abstratt=535

246 McCormickR., 6Spaceships worth more than $200,000 destroyed in biggest virtual space baitliever
Verge, Jan 29, 2@1 available at: https://www.theverge.com/2014/1/29/5356498Jalire-battle sees200000
dollarsworth-of-spaceshipslestroyed

247 Brown P., RaysmarR., dProperty Rights in Cyberspace. Games and Other Novel Legal Issues in Virtual
Property the Indian Jornal of Law and Technology, 2006, available at:
https://biblioteca.cejamericas.org/bitstream/handle/2015/3184/Property Rights_Cyberspace_Games_Other_Virt
ual_Property.pdf?sequence=1&isAllowed=y
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developers. On one hand, if certain property distortion actions are prescribed by the game sce-
nario, playershould not be punished by the law (for example, virtual property destruction in

a virtual battle prescribed by the game scenario). However, iftdiglay video games, the
gaming company should be liable for roonformity of digital goods (specific codehich is

a virtual item purchased by the player), ramivery of such virtual goods, and for the destruc-

tion of property if it occurred due to the errors in the code or security breach.

Leavingin-gametransactionsind virtual property statusit of the scope of any legal regulation
can lead to the misbalance in rights between the parties, as geretilis in freeto-play
video games abolish all rights of the players on the digital content purchases in thegame.

example, according to the EULA of thiRocket Leagugvideo game:

AVirtual Currency and Virtual Goods obtaine.
acknowledge that no title or ownership in or to Virtual Currency and Virtual Goods is being
transferred or assigned hereunder. This Agreement should not be construed as a sale of any
rights in Virtual Currency and Virtual Goods...You are prohibited from converting Virtual 96
Currency and Virtual Goods into a unit of value outside of the Softwach,asiactual cur-

rency or actual goods...Psyonix, in its sole discretion, reserves the right to charge fees for the

right to access or use Virtual Currency or Virtual Goods...Psyonix further reserves the right,

in its sole discretion, to determine the amobahand manner in which Virtual Currency is

credited and debited from your User Account in connection with your purchase of Virtual
Goods or for other purposé&o

Following the above provisions, the game developer clearlysstatieno virtual propertgwn-
ership rights are granted to players and players are provided onlg mathexclusive licence

for virtual items on the gaming platform.
On the other hand, the same EULA states:

AYou may purchase Virtual Cur r ewaceyorthrough Vi r t u
a platform, participating thireparty online store, application store, or other store authorized

by Psyonix (all referred to her e-gameitemsoil Sof t w

248 RocketLeagu&€ULA, note 174
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currency through a Software Store are subjedttb e Sof t ware Storeds go\

including but not | imited to,?t he Terms of S

Therefore, Psyonix (thBRocket Leagu@video game developer) providése possibility of

the intangible virtual items exchange on the gapplatform itself, as well as on external plat-

forms and thiregparty online marketplaces. In the present case, EULA that regulates access to

the freeto-play video game (with no remuneration required) also regulatganre transac-

tions (involving remunetai on) and pl ayer 0s bswthathird parties on e
framing such regulation into intellectual property law legal framework. At the same time, as

was discussed previously regarding FIFA é2séhe developer usually cannot prove intellec-

tual property rights for particular4game virtual items.

Notwithstanding the absence of intellectual property rights proof for virtual items, as well as
taking into account the possibility of user contentatio®n, gaming companies regulate the
transactions with such virtual items that are made for the remuneration both in gaming plat-
forms and on thirgbarty platforms based on the unilateralsefjulatory approach that created 97

significant misbalance betwe#éme consumers.

Both freeto-play and pasto-play video games allow igame transactions with intangible vir-

tual items, which are regulated by the terms of standard EULAs. A standardgéétory

regime protects only the interests of the developerdemves the interests of players without
proper attention. In the majority of p&y-play video games, #game transactions do not re-

quire any payment, as the gaming company already received final license payment under the
initial EULA; however, in frego-play video games, the main revenue of the gaming company

is formed by the income from-game transactions on intangible virtual items exchange. Thus,
in-game transactions in freée-play video games should be subject to a separate regulatory

approach.

Paticular inrgame actions, such as virtual items distortion or damage, can be alioded
thegame scenario (i.e.digamebattles), however, certainplagdr be havi ourthei s r eg

EULA as well. For example, Blizzard entertainment EULA states:

249 |pid.
250 United States v. Clar note 181.
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AYau agree that you will not, in whole or in part or under any circumstances, do the following:

€ harassment, fibghavioerdr chatgconductantendedi toruareasonably un-
dermine or disrupt the Game experiences of others, deliberate inactivity or disconnecting,
and/ or any other activity whi c-@GamePoliclesft es BI i

The Linden fSadndlLied Rleolganepres¢ribeclear rules on virtual adv-

tisemerd in thevideo game:

~

A.. Aad farmo means advertising or content i
the land parcel it is on, usually by spoiling the nearby visualenvime nt f or ot her s
advertising crosses the line into harassbhaviouror "visual spam,” and the intent is purely

to compel another Resident to pay an unreasonable price to restore their view, it violates the

harassment policy in the Community Stamtar®?
The EA Games EULARFIFAO video game) states:

fiWhen you access or use an EA Service, you ag
another player's use of an EA Service. This includes disrupting the normal flow of game play, 98
chat ordialogue within an EA Service by, for example, using vulgar or harassing language,
being abusive, excessive shouting (all caps), spamming, floodingiong line return key re-
peatedly;Harass, threaten, bully, embarrass, spam or do anything else to apddyer that

is unwanted, such as repeatedly sending unwanted messages or making personal attacks or
statements about race, sexual orientation, religion, heritageHzte speech is not tolerated,;
Contribute UGC or organize or participate in any actyigroup or guild that is inappropriate,
abusive, harassing, profane, threatening, hateful, offensive, vulgar, obscene, sexually explicit,
defamatory, infringing, invades another's privacy, or is otherwise reasonably objectiona-

ble6?°3

Considering the abovwaentioned apart from regulatintheintellectual property rights of de-
velopers, standard term EULAs generally provide virtual world laws reguletiggme ac-
tions of players, including but not limited itedividual communication between players, cen-
soring commentsadverti sement, pl ayersd i delindeedf i cat i
playesb communi c at i @avidad ganheecdnde regalatad dgarticular gaming
251 Blizzard Entertainment EULA, note 163.
252 Linden Lab Policy on ad farms and network advertisers, available at:

http://wiki.secondlife.com/wiki/Linden_Lab_Official:About_ad_farms_and_network_advertisers
253FIFA EA Games EULA, available at: ptt/tos.ea.com/legalapp/WEBTERMS/US/en/PC/#section6
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policy in order to providehe best user experience atm secure virtual space from illegal

content. However, such regulations should not violate legal standards and freedoms provided

in the fdreal | i f easeparate Virtdal legal systadiidwus,theft n oc rleeag eel
inteventi ondo approach indeed can be applied ir
playesb behaviour that would not normally be re

Considering the monetization of-game transactions in frée-play video gamed) n ogal |l e
interventionof wlpfpirloactstcameroGds expectation |
transactions with virtualitem&.No | egal i nt ecanbe appliedoniyadn limitecdp r o a c |
cases, for exapte, in pay-to-play video games, where the playkres not have anfyrther
contractuainteraction( i.e.regarding ingame transactiohsvith the developer after purchas-

ing the access to the softwateteractiongegarding ingame behaviour that is allowed in a

Areal | and guaranteedrin irdeational conventions and national constitutidines.

freedom ofspeech, freedom of expressi@an be as well prescribed contractually in compli-

ance with the international regulatory standards
99

Based on the above mentioned, the | evel of
versus user relationships can be defined by the type of videe gadhits characteristics. In
free-to-play video games, the parties enter into epemrcefree subscription contracts and

digital service contracts involving remuneration. In{@ylay video games, the parties enter

into a remuneraticihased license agementand no further legal relationships regarding the

in-game transactions needed (if otherwise is not prescribed by the game functionality).

The arguments towards the fAno | egal i nterver
no monetary interess involved. Therefore, no legal regulation is required fegame activity

in cases when the gaming company receives remuneration solely for access to the particular
software and all its components, and no additional money investments, no additialnadheg

tracts or external platforms to conclude transactions are required.

Therelationships between the player andghening company on different segycan be sep-

aratedn a followingway:.

Type ofthegaming platform| Freeto-play video gamesr | Payto-play video game
pay-to-play video game§ without inrgame purchases

with in-game purchases
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Subscription or accesstott EUL A or A Ter |[EULA or ATer

video game agreement agreement

In-game transactions on i A separate agreement f{ No legal intervention, regu
tangible vitual items every inrgame (or on exten lated by the game scenario
nal online marketplace fg
the virtual items) virtua
transaction involving intan

gible virtual items

Considering the above mentioned, ayjto-play video games it is possible to govern the legal
relationships between the developer (gaming company, collaborative gaming platform or
online marketplace for virtual items) and th
agreement under thetellectual property rights framework, and no legal interventions are re-

quired for ingame virtual items exchange as no additional monetary investments are expectedl00
from the player. However, in free-play video games more complex approaches need to be
applied in order to protect the rights of both parties and to secure the European Digital Single

Market Strategy.

3. Property Law Approach
As explained above in the present chaeproviding extracts from popular video games
EULASs, generallystandard term contraatsgulate not only intellectual property rights both of
a developer and a player but also focus egame behaviour and property rights of a player

on inrgame conterit intangiblevirtual items or usecreated content.
For example, Madfinger GameaiShadow Gun War Gamesideo game) EULA states:

fiMadfinger Games a.s. is the owner and licensee of all rights, titles and interests to the Game
clients, service, Games, accounts andfefitures and components thereof. The service or

Games may contain materials licensed by third parties to Madfinger Games a.s., and those
third parties may enforce their ownership rights against you if you violate this agreement. The

following, without limiation, are owned or licensed by Madfinger Games a.s.:

€ 6. |l tems: Virtual goods, currency, potions,
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Account s. N o toens alllAecountdand that adl gse of anGa me s
Account shalll work to Madfinger GamesE benef
the transfer of Accounts. You may not purchase, sell, gift or trade any Account, or offer to
purchase, sell, gift, or tradeny Account, and any such attempt shall be null and void and may

result in the forfeiture of the Accoudd®*

Thus, EULAs regulated property rights for intangible virtual items under the framework of
intellectual propertyrotection. Hhwever, as explainedave inthe present chapter, particu-
larly with reference tahe FIFA case, the developers usually cannot provide any evidence of
such intellectual property rights as well as to prove originality or creativity ofsudientin

order to justify the usage of the intellectual property protection framework.

In free-to-play video gameghe business modgber seexpects playest o i nv e st nr ea
moneyin exchangéor intangible virtual item®r access to such intangible virtual iteffgom

theproperty law perspective, video game, which allows the purchase gibl&items online

for dAreal |l i feo money (commoditized videoloﬂ‘
transfer of property and, therefore, relevant legal provisions protecting virtual property should

be applied.

Nowadays with fast technological\adopment, a legal collisioim regards to théigital con-

tent, virtual itemstheintangible property takes placaleveloper versus user relationships can

fall bothunder historically applied legal approach on intellectual property law regulation, rules
on digital services and digital content, properly law provisions at the samé3ifiteerefore,

in order to provide legal certainin regards tahe rights and obligation of both parties, to
eliminate legal collisions and to determine legal system ajyi¢ica the developer versus user
relationships on intangible virtual items purchase, the nature of such relationships should be

investigated.

The present part will examine in detail an approach taken by develppbestandard terms
EULAs from the property law perspective in order to determine the legal basis for EULA pro-

visions regulating ownership rights for the virtual propgpgrticulary provisionsabolishing

2%4Mad Finger Games EULA, available at: https://www.madfingergames.com/eula
255 Harvey D.J, digital Property Revisitedl April 26, 2020, Chapter 5, available at:
https://ssrn.com/abstract=3585485.

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

all rights of players fopurchasediirtual contenfuserc r eat ed content and p

pl ayer6.s account

A. Property versus Intellectual Property
In order to determine wheth#re existing approach can be sufficient in ordeprotect the
rights of both partiesconsidering the nature of developer versus user relationshipktion
to the intangible virtual items purchagke difference between intellectual property and prop-

erty law should be examined.

Property lawprovidesthe right in rem(rights againsta particular objecbr against everyone
to its holders to and such right is applicable both to tangible (for example, software on tangible
media) and intangible items (for example, bank account); intellectuapydaw, on the other

hand, gives personafrightsagainsta particular personights to its holder$®®

Having a look athestandard EULA, it becomes clear that the rights and obligations prescribed

are neither purely in rem nor in person&ras suclprovisions both regulate4game transac-

tions providing limited rights for players to make decisions regarding virtual property owned 102
and,at the same time, abolishing rights of players outside of gaming platform or authorized

marketplaces.

ForexampleLind en Lab EULA ( A S e provides tolplayereights to forthié o g a n
access to the playendirtual propertyfacinganothemplayer on the gaming platforand, at the

same timeacknowledges the developerasole owner of such rights

AYou may permit or deny other users to access your Virtual Land on terms determined by you.
Any agreement you make with other users relating to use or access to your Virtual Land must
be consistent with the Agreements, and no such agreement can abroljteyoud or modify

the Agreements. You acknowledge that Virtual Land is a limited license right and is not a real
property right or actual real estate, and it is not redeemable for any sum of money from Linden
Lab. You acknowledge that the use of thed&6Buy," "Sell" and similar terms carry the same
meaning of referring to the transfer of the Virtual Land License as they do with respect to the
Linden Dollar License. You agree that Linden Lab has the right to manage, regulate, control,

modify and/or eminate such Virtual Land as it sees fit and that Linden Lab shall have no

256 Mulligan Ch.,note 166.
257 | bid.
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liability to you based on its exercise of such right. Linden Lab makes no guarantee as to the
nature of the features of Second Life that will be accessible through the use dfl\andaor

the availability or supply of Virtual Landfe?

According tothe abovementioned EULA, the developer allowaspecific player to forbid to

other players of the same video game to have accessterhistual real estate®, and to trade

vitualt ok ens (Linden dollars), which purchased
users?®® Therefore,the gaming company grants intellectual property rightamainlimited

amount of users and the particular user can restrict such rights to otheFrmarthis example

both in rem and personam rights can be obseMegs,ide j ureo r el ati onshi
by intellectual property rights, however, dad
item with the right to make a decision dretproperty (right to sell the virtual land to another
user)can be observed analysing the legal nature of the developer versus user relationships

Moreover, ertaingames allow peeto-peer virtual items exchange on authorized online mar-
ketplaces. For exampl8pny Entertainment launch#dtepeerto-peer exchange platforfista- 103
tion Exchangein order to trade virtual items designed fioe fiEverQuest b video gameon

online auctiong®! In the fiCounterstrikeGlobal Offensivé a separate marketplace called
fiSteand was created to trade intangible virtual itet¥fsCurrently, fiSteand platform is used
asashared collaboration platform and online marketplace for virtual items for different video

games andSteand (Valve CorporationEULA states:

fiSteam may include one or more features or sites that allow Subscribers to trade, sell or pur-
chase certain typesf @ubscriptions (for example, license rights to virtual items) with, to or
from other Subscribers ("Subscription Marketplaces"). An example of a Subscription Market-
place is the Steam Community Market. By using or participating in Subscription Marketplaces,
you authorize Valve, on its own behalf or as an agent or licensee of anpaniydcreator or

publisher of the applicable Subscriptions in your Account, to transfer those Subscriptions from

258 |indenLab EULAnote 239.

259 Second LifeEULA, avilable athttps://www.lindenlab.com/legal/secottite-termsandconditions.

260 |bid.

26lpress Release, Sony Online Entertainment Releases Station Exchange Online Gaming Auction, 2007,
available at: https://www.sony.com/content/sony/en/en_us/SCA/compang/presseleaes/sonyonline-
entertainment/2007/sorgnline-entertainmenteleasesstationexchangeonline-gamingauctionsitewhite-
paper.htmi

262 Information on Steam platform, available at: https://store.steampowered.com/app/730/Counter-
Strike_Global_Offensive/.
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your Account in order to give effect to any trade or sale yakien Valve shall have no lia-

bility to you because of any inability to trade Subscriptions in the Steam Trading Marketplace,
including because of discontinuation or changes in the terms, features or eligibility require-
ments of any Subscription Marketpla¥®u also understand and acknowledge that Subscrip-
tions traded, sold or purchased in any Subscription Marketplace are license rights, that you
have no ownership interest in such Subscriptions, and that Valve does not recognize any trans-
fers of Subscriptiongincluding transfers by operation of law) that are made outside of
Steamp?®3

TheabovementionedeULA both determinesxclusive intellectual property rights of a devel-
oper on the virtual items createdthre game, including userreated content, and proés a

right to a playeto purchase, trade and exchange such virtual items with other users or on third
party platforms. Such a legal model has hybrid character providing a symbiagistefooth

in rem and in personam.

In order todistinguish intellectual property and property law elements in a particular virtual 104
world, the element of creativity should be assessed. For exampldi r e a | |l ifed pen
ative value, however, who owns the pendaght to redeem its value fromparson destroying

the object as pahe property law framework® An URL has no creative value; however, in-

deed, it has a value and is protected under property law framework, not an intellectual property
framework?%® In the same waya creative value dd particular virtual property (for example,

using abstractioffiltr ationrcomparison approach explained above in the present chapter)

well asthe ownership of creative righ{please see the explanation on useated content

given above in the present chaptErpuld be accessed.

Therefore, m order to understand tlsgope of applicability both of property rights and intel-
lectual property rightgp determine the rights owner who has the ability to protect the intangi-
ble goods ina video game from third paes and to transfer sucaright, it is important to
identify whether the property law elements are presahieispecific EULA. Particularly, it is

important to identify so in relationshipghere

263 | bid.
264 Eairfield J., note 164
265 | bid.
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1 theintangiblevirtual item sold oranauthorizedhird-par ty pl atform as a
specific game,

1 the intangible virtual item sold anunauthorized thirpp ar t y pl at f orm as
a specific game,

1 theintangiblevirtual itens peefto-peer exchangis authorized by a particul&ULA.

B. Nature of Legal Relationships
Analysingthe legal doctrine on the property latwan be seen, that the property law elements

are present in lgame transactions in video games.

Foll owing Lockeds view on property rights an
labour with andincorppat e it with something t H@nfrehi s own
to-play virtual worlds players create avatagsurchase avatarappearance, or stalled skins,

additional virtual items. As per data availaltkesaverage player in Germarthe United King-

dom, the United States andapanspends around hours per week fovideo games5% of

players spend over 20 hours per wé&&Kkn the United States average player spends 239 U 105
dollars, while 25%of players spent over 500.8) dollars?®® Indeed, some players claim that

playing a video gameequires time and investments equahfor e al wor |l do j ob ar
online marketplaces for virtual items trade
wo r | d ¢ Therdfaneeplayerspendinga significant amount of timdabour, money and

skills in order to achieve some fame and assets in the virtual isanditiedto have the prop-

erty rights for such virtual objects and avatar as per Lockeds | abour

rights27°

On a contrary, developers follow the formalistic approach and state that no virtual items would
be possible without a gaming code apptiea particular gaming platform, thus, with@atm-

ing software virtual items would have no vafli&€The gaming companies tend to transfer such

266 Reuveni E., note 153

267 Statista, Average weekly hours spent playing video games in selected countries worldwide as of January
2021, available athttps://www.statista.com/statistics/273829/averggmehoursperday-of-video-gamersin-
selecteecountries/  LimeLights, The state of online gaming- 2020, available at:
https://www.limelight.com/resources/whigaper/statef-online-gaming2020/

268 Miller G.,'How much money do gamers REALLY spend?', European Gamind), 20&ilable at:
https://europeangaming.eu/portal/lateetvs/2020/04/17/68743/hemuchmoneydo-gamersreally-spend/

269 Brown P.,RaysmarR., note 24.

210 Cifrino C.J.,note 241.

211 Brown P.,RaysmarR., note 24.
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a formalistic approach intthe standard term EULA andontractually spulatethe unilateral

right to terminateall relationships with a player with no remuneration in case of the account
closure?’? There is a valid point in such statemernsleed, virtual items would lose value
without virtual world,however, if a video game is commoditizad playersareexpected to
invest dAreal | i f e sucmpayeeskhould have eegalmernit toneafdrcemente ms

and protection

In Bragg versus Linden Lab court caaeplayer was able to purchase virtual propéertihe
ASecond Li f emunauthodee auctigrafon 800 U.S dollaend as a resultwas

excluded from the game participation by the developer as a violation of standard ternfBULA.

No virtual property value was refunded to the pla&y/&m the present case, the court provided
ananalogytoa A Second Lifed as an actual territory
property?’® Eventhoughthe case was finalized by a settlement and restoration of rights of a
player?’8it bears significant importance iheseparation of intellectual pperty concept from

the property concept in the virtual world.
106

On t he aut lasmilarapproapshouid berapplied in relation to theline gambling

platform$ oncethegaming platform ceasdo exist,orthep | ay er 6 s acfeoranynt i s
reasont he pl ayerés open bal anctheplayer?Considesng st ak
the fact that the virtual items in commoditized video games have monetary sabgethe

developer decides to close the virtualrld, orthep | ayer 6 s account as per

al |l Aireal Il i f ed theplayereshouldbe refsindgshwiden bamesenthngb y
bl e virtual items pur chased afemesentationrechMaluel i f e 0
similar totokensincasinl t hus, a playerbs property.

Apartfrom the aboveexplained considering the provisionsbfe gel 6 s per shenhood
closest connection to the property should be prioritizetisputes over properf/® Following

A

Hegel 6 s wdnaptopoopertytiegropertyshould bdreatedas an extensiaio one$

272 |pid.

23 Bragg V. Linden Research Inc 2007 487, F. Supp. 2d 593 available at:
https://h20.law.harvard.edu/cases/4435.

274 Bragg v. Linden Research Ingote 273.

275 | bid.

278 | pid.

217 German Federal Interstate Treaty on Gambling,2021, available at:
http://starweb.hessen.de/cache/DRS/20/9/03989.p

218 Reuveni E., note 153.
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personaty, and,thus a necessary expression of humaedem?°As per Hegel 6s co
cases when the loss of items would resultinsebus e ct t o an i ndduesi dual
to Iitemsd iIinti mat e c q the gapérty oghts dver suchrae @bfect per s
should be recognized® The closeconnection betweethe player and his or her avatar should

be taken into consideration determining the property rights over such an Seatar players

can define themselves as their avatars and transfer @¢taracteristics or achievements into

real life as well.

Virtual world events can triggéreatworldo friendship and evemarriage?®! Players imper-
sonate their avatars and transfer virtual world communication and relationshifieatde 0

world, thus, having a strong connection with such an avatar. There arexssgheeconomic

and social situation of a player in real life can influence what he or she seeks to achieve virtually
by way of building social networks or acquiring virtual goods in ptdeachievefireatlifeo
profit.282 Therefore, in disputes between a gaming company and a player over the avatar, the

player should be favoured, following Hegel 6s
107

Another exampl®f such a strong connection betweenaypt and avatazan be Jon Jacobs

known underiNeverdi® avatar a club owneint h Entrdpia Universévideo game?®3 Jon
iNeverdi edo Jacobs opened hi% whohisnspecialimed mny n a
Ethereurrbased Teleport tokertsansactions to be used in variodgual worlds?8 In the
described case, a playerds connecthealiedot o a Vv
world and his reputation and earnings from the participation in the video game were transferred

t o a-l if eal Bhereforey playershould be entitled to property rights for such an

avatar bllowing the personhood theory.

The ownership rights over avatars and personal accounts were as well questmedrt,

particularlytransferring tle online account ownership after the death of a petswer whose

279 |bid.

280 |pid.

281 |bid.

282 |pid.

28 Ajtken R., 'President Of Virtual Reality' BehirideverdieCreates Teleport Crypto Token, Raises $35M
Forbes, 2017 available at: https://www.forbes.com/sites/rogeraitken/2017/08/02/presidewmirtual-reality-
behindneverdiecreategeleportcryptotokenraises3-5m/#20a4d056273b.

284 Information on Neverdie Compangvailable athttps://neverdie.com.

285 Ajtken R., note 283.
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name such an account is registeveas challengeth the courby the relatives of a deceasétl

The website developers refused to provide access to the personal data of deeesms®d

based on privacy reasons and relatives claimed that the personal pictures or notes are a part of
a heritage and memorabilia that needs to be passed to the rightful &ifeésapply a prop-

erty law approach in suchsituation avatar or persohaccount is a property of a player and

in case of death or a limitation of liability should be transferred to the rightful haitegal
guardian.The arguments of transfer of account ownership are as well suppakied) into
accountthe commoditizaion of video game and principles responsible play®® as players

with limited liability can spend significant amount of money for4game purchases without

access of legal guardian to such an account.

Considering the aboveentioned, after enteringtmthe EULA, the nature of igame rela-

tionships between a developer and a player on purchase of intangible items (game codes or
intangible virtual items), creation of avatar, and purchase-gédme tokens express the prop-

erty law character. Initial EULArantsnore x cl usi ve | i cense for devel
erty on a particular virtual world as a sole product, thus, right to access such awortdas 108
a whole, however, as discussed above in the present chapter, the intellectual propeay rights
particular virtual items, virtual tokens or usgeated content (avatar, for example) are ques-
tionable. Therefore, the contractual relationships between players and gaming platforms or
online marketplaces should include property law provisionsinredah t o t he pl ayer
purchased virtual items, balance leftovers in thgame tokens or any other monetary value

items. In case of the termination of the business relationships between players and platforms,

balance leftovers, even if represenitedirtual items, should be refunded

C. Virtual Property Rights
As explained in the previous parts, analysing the nature of the legal relationships between par-
ties in the gaming industry, it can be seen thah#tare of the transaction is hybrid including
both intellectual property law element, property law elements and elements of consumer con-

tracts on the digital content supply or digital service provision. Intggjay video games,

286 Eunjurg ChungA., GAfter Death, Fight for Digital Memoriés Washington Post2005, available at:
https://www.washingtonpost.com/archive/politics/2005/02/03/afeatha-strugglefor-their-digital-
memories/074e845&7564f6f-8c47-01b86f3e465b/

287 |bid.

28 Intermational Game Technology PLC|nformation on Responsible Gamingavailable at:
https://www.igt.com#/media/c92f980d4f7f410cb1f0cealc5b7e811.ashx.
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when the contract is egeted at the moment of purchase with no further payments required,
the business relationships between parties can be limited to the intellectual property law pro-
tection and consumer contract in relation to the digital content purchase.-to-ples video

games, the situation is complex and involves rpdtties and mukliayer contractual relation-

ships, thus, the consumer protection armdemerce framework in relation to the freplay

video games should be investigated in detalil.

In-game transactien on i ntangible virtual I tems with
should be considered as separate contracts on the transfer of digital content. And, following the
property | aw approach, such virt ualhereforege ms s h
relevant legal norms regulating the digital content purchase and conformity of digital content
should be applied to such transactions. The plglyeuld be entitled to trade such virtual items

on external platforms, forbid access to such viritieahs, and request a refund from the devel-

oper when such virtual items are damaged or
pl ayer should have the possibility to claim
property in cases guch damages occurred not by the virtual events in the game, but by the

Ar eal |l ifed events, for exampl e, error in th

account blocking eliminating the physical access of a player to own property.

At the current stage, Begal mechanism allowinthe protection ofthe virtual property is far

from being available on the European markietwever, h some countries players alreddyve

the opportunity to enforce property rights in relationthe virtual propet ' y i n t he Ar e
courts.For example,n Chinaa player,whose virtual property was stolen by the hacker
ceivedremedies from thgamingcompany in an amount equal to 1 210 U.S. dollars as a result

of a court decisio®® In its reasoningthe Chinesecourt stated thahe breaches in the game

security resulted ithedestruction of the playé property>*°

The virtual property status is discussed not only in the cou@hidese insurance company

launched an insurance program in ordgurtatect virtual property in video gam&? In South

289 News Report, ©Online gamer in China wins virtual theft s@it CNN, 2003 available at:
http://edition.cnn.coM2003/TECH/fun.games/12/19/china.gamer.reut
2% News Report, ®Online Gamer in China Wins Virtual Theft Syit Reuters, available at

http://edition.cnn.com/Xnight W., dGamer Wins Back Virtual Booty in Court Batié&lewsScientist.con2003,
http://www.newscientist.corafticle.ns?id=dn45102003/TECH/fun.games/12/19/china.gamer.reut/.
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Koreg the law stipulates that the virtual property of a player halue that is independent

of the game developé?? In Taiwan virtual propertys protectedfrom fraud and theft under

the propertyaw regime?®3In the Netherland igame actions conducted in ordeistizevir-

tual items of other players were considered as a crime (Runescape case and Habbo Hotel

casey®

Ownership over virtual items can be explained by the virtual property concept. Virtual property
can be defineés a computer code stored on a remote source system or generated through
specific softwarewith which one or more persons are granted certainguewio control the
computer code, to the exclusion of all other peéPland wth which sucha code when ap-

plied to specific software or digital platforman represent a virtual item.

In order to under-st Baed whep banbegappiea (piheartadl ons ¢

property, the nature of #fAreal | ifed property
be assessdd.f ebherforpealt y, the same as vVvirtua
commoncharacteristics: 110

(1) Rival natureithe code allowshecreation of copies of the code due to the limited crea-
tive nature (creative element of code should be assessed as discussed above in the pre-
sent chaptem relation to the intellectual property approgdfe rival character of
physical property can also be transferred to the digital virtual profféfgr example,

NFTs that are used to create unique collectible items online,@aieed above.

(2) Persistent nature; the virtual item or digital content s¢edbe created once and it will
have the persistent state similar to the physical object credfibar example, when a
player logs out from a video game, his or her account does not cease to exist (including
account closure). A positive action from avd®per is required in order to delete the
account permanently or destroy a virtual property;

(3) Interconnecteahature; he same as ithe physical world when two people looking at

the same physical object see the samthadigital world users experientke code in

292Brown P.,RaysmarR., note 247.

293 bid.

2% Tycho Adriaans@Owning the Virtual Fruit. Protecting User Interests in Virtual Goods under Dutch Law
Tilburg University, 2017 available athttp://arno.uvt.nl/show.cgi?fid=142260

2% Blazer Ch,, éThe Five Indicia of Virtual Properfy Pierce Law Review, Vol. 5, 2006, available at:
https://ssrn.com/abstract=962905.

2% Fairfield J., note 164
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the same way?® For example, a code applied to a particular gaming platform would
represent the same virtual item (skin or intangible virtual object as sward or house),
which as well enables virtual items or digital codes trading and creategstiand for

online marketplaces for virtual items.

Based on the views available in doctritiee crossplatform existence athe virtual property

as well can be named as one of the characteristitgeofrtual property that creates an eco-
nomic value for such virtual itent8®Howeverjin t he aut hor 6s opini on,
tual items omathird party platform (i.e. eBay$ not a mandatory condition to name a virtual

item as virtual property, abe availability of such item on only specific authorized platform

can indicatehe exclusivity of such content or limited distribution network, similar to physical

products thatme avail able only on the supplierds se

Worthmentioningthat tangibility is not a mandatory elemenpobperty rightslt is possible
to purchase an interestanairspacehatis intangible and such an interest would be consitler
as onés intangible property, tis, no questions should arise regardthg intangible virtual 111

goods in video games as wdbllowing the principle of the legal analad3

Property law is solely an allocation system ensuringttiegparticular rights over tangible or
intangible objects are secunedtwithstanding whether issues arise online or offiti@layers
purchase virtual items as a resulttifdevelopesd 1 n ntenscdammeer hardware, software,
and intellectual propert}?> Therefore, it is important to find the balanuat onlybetween the
interests of players during virtual property transactlmrsalso betweethe interestsf players

and developers or digitaervice provideré®*

In order to secure su@balancethe usercreated content should be examined separdtbly.
value ofavirtual item can be added lilge user or even created liye user as per the game
functionality. The property owner is more likely to add value to the particular item, improve it,
when suclaperson thinks that the item belongs solely to himself or herself, which also benefits

all community participant§®as well aglevelopersin the case of video gamet the gaming

298 |pid.

299 BlazerCh., note 295
300 Fajrfield J., note 164
301 | bid.

302 |hid.

303 BlazerCh., note 295
304 | bid.

305 | bid.

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

industryt he pl ayer 6s ab anditstedenis determiged by & gamé scenarib u e

and gaming software functionality.n v i r t ual wor | danexpmpkpfeuctd s a v a
avalueaddeditemi theplayer improveshea bi | i ty of oneds avatar, i
spends labour, interact with other players. In such a way player should be granted ownership
right if such adebns created the actual value of &vatar orefundedor such additional value

by theinitial owneri the developer.

The abovanentioned characteristics of virtual property can also gerdéferentiatehe con-

cept of virtual property from intellectual property. Virtual property has a civatacter when

intellectual property is nerival.>°¢ For example, playing a movie on a video streaming plat-

form does not eliminate the possibility for other users to watch the same movie at the same
time. In video games, virtual items cannot be used bgrgitayers once purchased and are

bel onging to a particular avatar or playeros
property. Thus, in order to define whether a particular item is a virtual property, it is important

to determine whether thértual item is rival or based solely on the exclusion rightsiow-

ever, worth underlining that public accessibility to the virtual property is not determining non 112

rival character of a particular virtual itetf

The existence of property rights over gwal object does not eliminate the intellectual property

rights for the same virtual objeih case the element of creativity is presexgt explained

above)3®® The ownership of a virtual object does not abolish intellectual property rights over
suchvirtual object, however, protectise interests of the owner of such a virtual objecthie

same way as ownership of a book does not abolish the intellectual property rights of the author
but stipulates ownership ovarparticular physical object® With a purchase of a physical

book, the consumer obtains property rights over such a physical offjeet@ame approach

should be takem relation topurchased digital objects or virtual itspmcluding but not lim-

ited to the refund in case of unilateral dtawal from the contract initiated by the developer

in the digital world, whensucv i r t u al item i s stored or avail

platform.

306 |pid.
307 |pid.
308 | pid.
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The establishment of virtual property status can be applied not only to the gaming industry b

to the digital service provision or digital content supply as a separate industry in order to secure
therights of consumers, facilitate free trade in relation to the digital productsresutethe
integrity of such product s fanexampletofvigualplomt f or m
erty rights protection and fair treatment fr
Kindle happenedn 20093 Amazon unilaterally deleted nwerous digital copies of books

from the user’fev&kn ndheughkrvseels, actions would
I i f e oin relationltodthghysical copies of purchased books, howevethédigital envi-

ronment, where the developer is in sotessession of a platform, such actions can be regulated

over the contractual relationships. Notwithstanding the sole control and unilateral deletion,

Amazon refunded to all consumers affected the price spent for digitapbockases®™

Moreover, the boks are usually creative works and are placed under the intellectual property
rights protection framework. However, various virtual items might not represent a work of art

per se, thus, the different statuses and different regimes should be applied/ mointralctu-

ally, but as well as on the regulatory level. The balance between the property right of players113
and the intellectual property rights of developers (as well as players fecreaged content)

should be established in the standard term EULAsgeneral rule.

Considering the aboweentioned, transactions in virtual items in the gaming industry bear the
character of virtual property, not intellectual property (depending on the element of creativity)
thus, the virtual property status should btaleéshed on the Community level and players

should be grantethe respective level of protection in case of property destruction, loss or

deprivation due to the developersd action or

D. Intermediate Conclusions
The present part examingdrious views present in doctrine in relation to the status of virtual
property. The author analysed differences betvigtetiectual property, physical property and

virtual property within the perspective of such framework application to the gamingrindust

311perzanowskA., HoofnagleCh.J., OVhat We Buy When We 'Buy NowJC Berkeley Public Law Research
Paper No. 2778072 165 University of Pennsylvania Law Review2017, available at:
https://ssrn.com/abstract=2778072; StehedAmazon Erases Orwell Books from KindleNew York Times,
2009,available athttp://www.nytimes.com/2009/07/18/technology/companies/18amazon.html
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Virtual property as a separate notion hads/al, persistent and interconnectealture that is

shared togetherd ewi phhytshe afir paloperty.

Intellectual property, on the other hand, is a separate notion, which cannot replace virtual prop-
erty by its natureThe intellectual property rights ovaparticularvirtual item does not exclude
virtual property rights over such an itefthe game developer could hold intellectual property
rights overa particular virtual world as a sole productamergaming platform, however, the
creativity or each element of the virtual world should be accessed in order to determine whether

it can fall under thentellectual property protection framework.

In freeto-play video games, players are contracted fenegmurce access to the gaming plat-

form and for de facto separate contractual relationships on the supply of digital content or dig-

ital service provision. In cases, when a player is expected to purchase a particular digital content

in the digital platfornfrom a developer or third parties, the player should hold virtual property

rights over such a virtual object, including but not limited to the right to decide in relation to
such virtual object and right for a refund in case of virtual property destruotadfunction or 114
non-conformity. Thus, in video games when the developer is in unilateral control over the

pl ayer 6s vitheplayelis eptitled o @ refung in case of unilateral termination of

virtual item ownership or access to the platform.

Considering the above mentioned, the virtual property should expect the same level of legal
protection and consumer guarantees as to the
the virtual property exists on a specific gaming platform andmsgrolled by a developer, as

the same level of legal guarantees is expected in relation to the standard types of property. For
example, a central depositary platform holding and controlling shares eshdileg platform

in digital form are expected t@fund the intangible property in case of loss or unlawful de-
struction as a particular | evel of data 1 nte
cretion is required from a controllefhus, ftheiir ¢ alf e 0 t angi bl e and i n
hasa specific legal framework securing the ownership rights, thady obligations and en-

forcement mechanisnthevirtual propertyshould be subject to the same treatment and similar

guarantees to the virtual property owners.

In commoditized fre¢o-play video gamesthe purchase of virtual items that would determine
the legal status of virtual property should be defined through direct and indirect transactions.
In freeto-play video games, not only virtual items per se, but as wellirasal tokens,
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intangible virtual items that were purchased by a player in exchandatfaroney should be
consi der ed a s ang tharglevantlegal framenprk shouldamended respec-
tively on a national an@ommunitylevelsin order to ensure payment transactransparency.
The issues arising from payments under the gratuitous subscription contracts, including but not
limited to the transparency requirements and prise obfuscation practices will be examined in

detail in the next chapter.

Thus, the current approach taken by the developers that stipulates unilateral possession of
pl ayerds property, facilitates property exprt
over virtual objects should be treated as disproportional andmedgas invalid on the Union

level in order to secure rights of consumers and enforce Digital Single Market Strategy.

The developersdé own determination #fAit i s not
EULA should not have any legal value witde nature of the virtual item falls under the virtual
property concepti*and such concept and framework for legal protection should be determined

on the European level in order to secure fair treatment not only in the gaming industry but as| 15

well as intransactions with digital content.

4. Contract Law Approach
Therelationshipdetween players arghmedevelopers are regulated basedlanintellectual
property law framework under tipeovisions prescribed ithestandard terms EULANotwith-
standing the aatractual provisions referring to the intellectual propertyregulation follow-
ing the arguments presented abamdanalysingthe nature of developer versus user relation-
ships such contractsannotbe fully regulated under the intellectymbperty law frameork.

Standard term EULAS, indeethn bepartially classified as ones including intellectual property
nature, particularly, in relation to access to the virtual world péf #e element of creativity

is present)however, due to thepecific nature of virtual worldshe possibility to create user
content andheabsence of copyrighis relation toparticular virtual itemsuch a pure approach

cannots ati sfy consumers6 expectations and prote

Consideringsuch a mixed nature of each EULA, the intellectual property rights protection can-
not be determined as the main subject of a contract and, therefore, EULAs cannot be fully

addressed as license contracts per se, as they include characteristics of a coosacer

314 BlazerCh., note 295
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contract on digital content supply, digital service provisions or even intermediary platform ser-
vice contractsThe present part will investigate in detthle mixed nature of EULAs and
ATer ms of Ser viheganingiadgstre wsing n € a IExamplefrom valid
EULAs used by the developers in popular video gaMeseover, the author will analyse on

a high level the existingtellectual propertygonsumer protection andoemmerce framework

in relation to consumearontractsand licenceagreements andill determine whether the con-

tract law approach can be applied to regulate the business relationships in the gaming industry.

A. Contractual Overregulation
Historically EULAs were use@s selregulatory copyright evideredy software providers
orderto determine software itself aspyrightprotectedwvork of artat a time when the legal
status of software was still uncled? When intellectual property rightaws worldwide were
expanded to cover computer programs, andertain jurisdictions software was granted as
well aspatent protectiongontractualicenses were used for inputting additional legal protec-
tion to the already patented prodsct® In certain casedicencing contractwerefacilitating 116
thelimitation onusageof informational society servis@r goodghatwere not otherwise pro-
tected undetheintellectual property protection framework, such as a database of phone num-

bers3’

However, with the development of legislation, particular Europegulations on digital
goods, digital service and digital content, the egtratractual measure overregulating virtual
worlds lead to the creation of collisions and disruptions within the consumer protection frame-
work of the European Union. Additionallguch contractual overregulation created an unfair
framework through standard terms provisions abolishing all player rights in relation 4o user

created content or purchased virtual items.

Apartfrom theintellectual property rightsegulation in thevirtual worlds, the majority of EU-

LAs are as well regulating plays#r -game behaviourelationships with third parties on ex-
ternal platforms and, in certain cases, as wellaainey laundering obligations of the devel-
oper.Thus, the hybrid nature of tiséandard term contract used in the gaming industry involves

various aspects and touches upon various legal areas.

315E|kin-KorenN., note 177.
316 | bid.
317 |bid.
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Indeed, analysing the nature of EULA from the contract law perspective, it can be concluded
that overregulation of social behaviourtire virtual world cannot have legally binding char-
acter regarding all members tbfe virtual community as there is no horizontal enforcement
possible®'® Meaning thatif a certain EULA stipulates legal obligatiofts playess not to har-

assor griefany thirdparty during the gameplay, however, player A harasses player Bththen
player B would have no legal possibility to protect against kaciissment and would not have

a legalmechanisnto enforce such a EULAas player B would not have visibility ovére
cortractual relationships between player A and the developer (only using assumptions that the
same version of standard term EULA is applying to player A as.®&lhus, certain EULAs

by theoverregulation of social behaviour duritigegameplay establishiti-party beneficiary

terms wthout an actual enforcement possibility and also under the framework of intellectual
property rights protection.

Indeed, the contractual regulation of social behaviour in a game between third parties under the
licensing contact would create legal collisioninstead of creating theegulaton of business
relationshipslue to the misbalance between parties and lack of horizontal enforcement. There-117
fore, arelevant contract betweehe player and the developer should focudycon the legal

rights and obligations between the agreeing parties.

Additionally to the contractal overregulationthe majority of the EULASs stipulatéhe unilat-

er al right of the devel opasedontbe violationof EHUBA e t h ¢
terms, including but not limited to norms stipulating social behaviour with third paFoes

exanp | e, Cortopia AB EULA (AWANRSO video game)

ACortopia may, in its sole discretion, cease to provide any or all of the items or services offered

in connection with WANDS (including patches and updates) and terminate the EULA. Cortopia

may communicet such termination to the wuser wupon
manner s: (1) when the wuser |l ogs into the us:¢
(ii) via electronic mail; or (iv) in another manner that Cortopia deems suitablaftom the

user of the termination. If Cortopia terminates the EULA pursuant to this section, the user will

not be entitled to receive a refund of any F&#S.

318 Fairfield J., note 150.
319 | bid.
320ywands Game EULA, available dttps://www.wandsgame.com/eula/
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In commoditized frego-play video gamesn case of the termination afp | a yaecoubisy

the sole discretion of thgamedeveloper, such player can lose all purchased virtual items

with no possibility torefundSo me aut hors argue that the prin
applied while moderating content or blocking plagexrscouns in violation of the code of
conduct®?*However, suckaprinciple isasubjective notion and would be accessed by the court

only on a caseby-case basi#*? Such unilateral termination of the subscription contract with

an open balance represented in virtual itégass to the misbalance of partieghe selfreg-

ulatory regime created bygULA and can resulin material damages to theterests of the

players by seizure of purchased virtual items

Following the Digital Service Act provisions, online platforms are responsible faothtent
moderation; however, such content moderation cannot interfere with the fundamental rights of
consumers using such a platform particular freedom of expressidhe right to an effective

remedy, nordiscrimination, rights of the child as well as the protection of personal data and
privacy online®?® As per the Digital Service Acthe Member states would need to adopt spe-

cific rules in order to ensure that online platforms, particularly large online platforms, are im- 118
plementing effective consumer protection mechasignd mitigation systesin order b en-
sureeffective remedies in case of infringement are takéWideo game platforms should be

taken into account while implementing rules prescribed in the Digital Service Aatler to

createa transparent framework providing effective remedies topllager for the unilateral
termination of EULA or wunil atieordedtoeasurethad s bl o

fundamental rights of consumers are protected on the Union and national levels.

Considering the above mentioned, the contractualoakitips between playgand develop-

ers should focus othe regulation of the factual business relationships based on the nature of
the business (i.e. intellectual property rights over creative content, digital service provision,
virtual property clausesgnd should not takan overregulative approach and creaguasi

governance between third parties.

21 Goldman E @©Onl i ne User Account Ter mif,8anta Glara Univ.degdl 7 U. S.
Studies Research Paper No. -8 UC Irvine Law Review, Vol. 2, 2012, available at:
https://ssrn.com/abstract=1934310
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323 Digital Services Act, note 34.
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B. Licence Agreement
From the European contract Igverspectivethere is no common approaoh harmonized
frameworktowards the status of license agreements in the European Uhisrcauses dif-
ferent interpretations and different approaches towards licensing agreememnigthe Euro-
peanentities regulatory bodes and created legal collisions.

One of such legal cadlions was addressed to the European Court of Justices (hereinafter re-
ferred to ag thefi E C J d-alco Privatstiftung and Thomas Rabitsch ver&isela Weller
Lindhorst case. &ticularly, the ECJhad to decidevhether the license agreement can be con-
sidered as a contract on service provision in the respect to Article 5(1)(b) of Council Regulation
(EC) No 44/2001 of 22 December 2000 on jurisdiction and the recognition and enforcement of
judgments in civil and commercial mattéf8 The courtexplainedhatin orderto qualify spe-

cific agreemenasthe contract for service provision, the party of licensing agreement should
carry out a particular activity in return for remuneratioowever, in contracigherethe owner

of an intellectual property rightrgnts its contractual partner the right to use that right in return
for remunertion, such an activity cannot be considered a contract for service protision
Thereforepased on the findings of the Falco Privatstiftung and Thomas Rabitsch versus Gisela
Weller-Lindhorst casen order to be qualified as a service provisiontcad, the nature of the
EULA has toexpresgarticularservice thecertainactivity provided in exchange for remuner-

ation

The strict differentiation between licenciogntract and the service provision contract igabs
in national laws of Membetates as wellln thediscussedase laws on contract provision of
different Member states of the European Unigare analyed in order to establish common
approach on theommunity leveltowardsthe licencing contract?’ The courtdiscoveredhe
differences inlicenseagreement definitiamand law applicabléo licencing contracts the
national laws of thélember stated?® For example, French law allovibe possibility of regu-

lating licenseagreements under different contract lagyms;Austria and Ireland do not have

325 Case ©533/07 Falco Privatstiftung and Thomas Rabitsch v Gisela Waliledhorst, Judgment of the
Court(Fourth Chamber), 23 April 200®osenl. (ed.),dntellectual Property at the Crossroads of Ttpd@RIP
Intellectual Property, 2012.

326 |bid.

327 Case G533/07, note 325.
328 Case €533/07 Falco Privatstiftung and Thomas Rabitsch v Gisela Wiliedhorst, Advocate General
Opinion,23 April 2009
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particular definition of théicensingagreement, anthe CzechRepublic indeed gstablishec
definition of licensing agreememn the national levef® Therefore the @mmon European
standard approach towards licensing agreement and contractdemiqums applied to such
licencing agreements in currently absemhbich significantly reducethe level of legal cer-
tainty, facilitates unequal treatment, and unfair terms usage in various industieding but

not limited to licensing agreements and EULAs in the gaming industry.

TheAdvocate gneral, in thé=alco Privatstiftung and Thomas Rabitsch versus Gisela Weller
Lindhorst casgestressed ouhat the legal gap in relation to the harmonization of the licencing
agreement definitioshould be eliminatednd provideda possible definition of the licensing

ag e e me a tecipeosal c@intract, under which, in essence, the person grantingémse
confers on the licensee the right to use particular intellectual property rights and, in exchange,
the licensee payigcensefees to the licensor. By granting theense the licensor authorizes

the licensee to perform an activity which, in the absence dicégrese would be an infringe-

ment of intellectual property rightsé°
120

Taking into accounthesuggestedefinition, thedevelopehas to havéheintellectualproperty

rights certified forthe contract to be considered as a license agreement, not a service contract,
however, inthe majority of casesthe gamedeveloper cannot provide proof of intellectual
property rights to particulate intangible items, suckigsal in-game currency or virtual in

game weapon etc. (as a reference to the above discussed FIFA case, when EA Games failed to
prove that FIFA ingame tokens constitute its intellectual property, as no trademark, copyright

or patent evidence particubarfor such tokens was provided by the compaiy

On the other hand, both European Commission and the Advocate General during the ruling on
the abovementioned case underlined that the notion of service contract might be applied to the
intellectual property law agreements in specific cd¥€Bhe nature of particular relationships
should benalysednacaseby-case basis in order to determine whether the particular contract
on the transfer o# certain set of intellectual property righcan be considered as a service

contract as well.

329 |pid.

330 pid.

331 United States v. Clarkote 181.
332 Case €533/07 note 328.
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In respect to EULAS regulating consumer behaviours, virtual property rights;argent the

hybrid nature of such a contract can be defined. Intfrgday video games, the access to the

gaming platbrm itself can be regulated under the intellectual property law framework for open
source software, however, all further HApai do

and should be regulated under thgital content supplyr digital serviceprovisioncontract.
For exampleReact@mes Studio LimitediDays Afteo video game) EULA states:

AYou can participate in the Game without paying any registration fee. However, if available
You may avail yourself of Digital Content in the Game by purchasinvi t {wofid el money
of a limited, simple, neexclusive, noftransferable, norsublicensable and revocable license

to use (i) Virtual Currency; (i) irgame virtual items; (iii) other kgame services 38

As explained in the present chapter, theealigwer can prove neither the creative element of
certain virtual items (for example, virtual currency) nor intellectual property rights ownership
regarding specific virtual items. The access to the video game, limitation in copying a particular
virtual world as a whole, would fall under the intellectual property rights protection framework. 121
The creativity of a video game as a complex product with a creative story, overall virtual world
design and unique software code can result in intellectual property aggame developers

for such a video game. However, taking into account the collaborative nature of virtual worlds,

the possibility to create content by players, thgame economy based on the virtual items

exchange for dreal be consideredres a puke JicenEitglcahnsacte a n n ot

Analysing the ECJ finding in the Falco Privatstiftung and Thomas Rabresdus Gisela
Weller-Lindhorst case, it can be seen, that the subscription contract-to{pésy video games

is, indeed a licensing agreement and cannot be considered as a service contract, as the actions
of the developer do not lead to the remunematiop ay ment from t he pl aye
due to the gratuitous nature of such contractsEtirepean consumer protection anrdoen-

merce framework is partially not applicable to such contracts, as explained in the previous

chapter.

Solely intellectual poperty laws should be applied to the EULAs, which regulate the subscrip-
tion process itself and usage of the licensed intellectual property rights of the developer on the

virtual world as a whole sole product. Thus, EULAs used intpatay video gamesnicase

333 DaysAfter EULA, available at: https://daydter.com/license/
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no further ingame transactions are possible, can be considered as licencing contracts. How-
ever, due to the fact thatgame purchases require remuneration for digital content supply and
relevant licence for such digital content is absent; sugfame economy contracts should be
considered as separate contracts falling under the European consumer protection framework

(the issue will be explained in detail in the next chapter of the present thesis).

Considering the aboveiscussed he relationshipbetween players and gaming platforms that
involve ingame transactions with virtual iterase falling out of the scope of the licencing
contract, or gratuitousubscription contract, ar@hn be considered asparate contractual ar-
rangements with the natiofa service provision contracts (particularly, digital service provi-
sionor digital content supply contragtg hus, povisions of EULA cannot regulate such in
game transactions disregarding European laws regulating service provision contractagncludi
but not limited tahe consumer protection lavesxd ecommerce regulationsvhere the devel-

oper acts as a trader and the contracting party acts as a consumer.

C. ConsumerContract 122
The frst licence contract for the software was used utiteGeneral Public Licence concept
by the Free Software Foundationtire 1980s establishing four freedoms of software develop-
ers, particularly, freedom to run the software program, to modify it, ty stand to distribute
it.33* With the OpenSource Initiative Creative Commonand Free Software Movement the
clauses of licencing agreements for software became more liberal facilitating gratuitous con-

tracs and gratuitous softwarg®

In the modern soety with a business model build on mig¢ransactions in video games, gra-

tuitous software with a lack of consumer protection regulations can trigger misbalanced rela-
tionships between parties and facilitate unfair terms in EULAs or Terms of Service agseemen
Gratuitous contract on free access to the gaming software and relevant provisions on certified
intellectual property rights should be taken separately from the contractsgamentransac-

tions due to the difference in nature of business relationgfagsent models and legal frame-

wor k. Such contr-Aacfeotmaneyegqguivest meatb sho
Community level in order to ensure consumer protection rules, establish information require-

ments, relevant transparency rules and mim level of player protection.

334 Elkin-KorenN., note 177.
335 | bid.
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In freeto-play video games, the standard term EULA includes the following characteristic with

respect to the legal nature of business relationships:

(1) Open software licence contract for a virtual world as a whole;
(2) Gratuitous digital content supply contract for access and usage of the virtual world;
(3) Digital service or digital content supply consumer contract in each case when the

commoditized irgame transaction takes place.

Developer versus user relationships are multileveled and inatudss tdoth gratuitous con-
tent and paid conteit® including transactions with igame tokens, cryptocurrency and fiat
money. Therefore, in mixed nature EULA# is important to find thebalance betweethe
satisfaction of thénterests of developeis order to secure innovation and market expansion
consumer protection framewoitk order tosecue public good to facilitate crossborder ser-
vice provision ando endorg European Digital Bigle Market strategy.

Thehybrid nature of thetandard term EULA is subject to various legal collisidin contract
law approaclhin relation to hybrid contracts in the gaming industry examined irthe Bragg 123
versus Linden Research Inc. casthmmUnited States The presentasecan serve asnexample
of thebiasedcharacter of the EULA, which includes characteristicsaththe consumer con-

tract andhelicense agreement”

In the abovementioned cas¢he courexaminedhemandatory arbitration clause in the EULA
from the perspective of consumer protection regulations against unfair terms in standard form
contracts (adhesion contracts as per the US Eit#)ithin the course of the present case, the
court concluded thahe mandatory arbitration agreememnthich was included in EULA, was
unfair and the usein this caseshould be treated as a consuritéin Bragg versus Linden
Research Inccase the court aimed to protect the rights of the consumer while signing the
standad form contracin orderto obtain access to the intellectual property rights product as

per licencing agreement. Therefore, both contract law and intellectual property rights

336 |bid.

337 BonarBridgesJ., (Regulating Virtual Property with EUL#,dVisconsin Law Review, 2016, available at:
https://heinonline.org/HOL/Page?collection=journals&handle=hein.journals/wlron4&id=77&men_tab=srchresu
Its.

338 Bragg v. Linden Research Ingote 273
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provisions were applied to the particular EULA, providing that intellectuglgsty protection

should not exclude consumer protection law applicability.

Applying consumeprotectionframeworkto intellectual property law provisions on access to
the video gamegarticularlyin relation to theunfair terms in standard contracts, can be justi-
fied also by the fact that significant amount of playeiis legal minors (please refer #an
European Game Informatimideo games classificatipf*°thatare unable to judge on fairness
or transparencyfarticular legal terms on the stage of obtaining access to the3jafie
application of the ansumer protection regulations to licencing agreenwmdacilitate equal
treatment, strengthen tbargaining power of the players and enlighten the ldgislaware-

ness towards the gaming industfy.

Worth mentioning that notwithstanding clearly mentioning intellectual property framework
coverage over all types of contractual relationsimpthe standard term EULAsluring the
gameparticipation playesbar e e nc o ur a g e\drtudl iemgirotoiyl0i cemdc @ad nt h
from the gaming platforr(for example, please see informationfhootHun® marketplacg34 124
Thus, players are de facto encouraged to purchase the digital coritémthe contracindi-

cates thdicencing procedure, which misleads the players in relation to the nature of the legal
relationships and can be considered as unfair consumer praetkaeg into account thetand-

ard nature or 0t afkideo game EJLA, duch anarketing df drtual itetnsu r e
purchase aghe process of granting ownership rights over such itears be considered as

breach of transparency principle and consumer protection guarantees

Following the data concluded the researcin relation todigital content purchasan the in-

ternet, over 80% of consumers in question were convinced that by clickthg®db uy nowo
button while accessing digital book or digital music they were obtaining ownership rights over

such an ebookr mp3 file3** However,afterreplacingtheb ut t on ABuy nowo i n
n o wanly 50% of consumers were stdbnvinced 6 the ownership rights over such digital

producs.®*® In the same waythe increase in the consum@&asknowledgement in relatioo t

340 PEGI classification, available at: https://pegi.info/.

341 BonarBridgesJ., note 337.

342 |bid.

343 Information on LootHunt Platform, available at:https://loothunt.com/offers/falloui6-
pc/items/?typeld=546530340&gameld=1016879440&platformld=702035651

344 perzanowskA., HoofnagleCh.J,, note 311.
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the actual nature of the legal relationshiy@s shown when consumers were shortly informed
about rights over virtual items duririge purchase€*® The presented data shows, that the cur-
rent approach taken by the game developers leadsisbalance of@r t i es d r i ght s
gations, misleads players regarding the legal consequences resulting in virtual items purchase

and facilitates unfair commercial practice in the gaming industry.

The alternative views are as well present in the doctrine claimihthénstandard term EULA

cannot be considered a valid contréett a unilateral licencenstead asthe contractneed to
representheconsent of both parties, which is de facto abseatiass contract!’ The absence

and legal validity of the consun®r consent should be taken i ntoc
classificationothemaj or ity of video games afheefmeiagni fi c
lack of legal capacity to express consent and camigch contract respectivelylayers cannot

be considered agreeingddicence contract if they are not adequately informed of the contract
conditions and do not havlee capacity to properly understatite economic consequences of

contract terms*® Evenif the player hashelegal capacity tprovide the consent for the gratu-

itous subscription contract conclusion, further paid content is dilmecicope of the consent 125
provided and should be accessed separalélys, it is important to establishtransparency

level, mandatory preontractual information requirements and level of legal capacity expected

for particular types of video games, especialynmoditized frego-play video gamesThe

issues connected to the transparency of the standardtélcds will be investigated in detail

in the next chapter.

EULAs used foisuchmassproduced content as video games are often drafted unilaterally by
multinational corporations acting as game developers and enforced against single consumers,
therefore, redtively restrictiveandl i mi t i ng ¢ o n s @oasunsed intdreste aed 0 ms .
not represented in such contractaamiquemarket failure regardinthe sole user is insignif-

icant taking into accourthe scalability of the industry>° Players are usuallyulnerable and

at adisadvantagahile confronting the game develop€ér$Thus, n order to protect individual

users, joint actions on the European Union level should be taken into consideration.

346 |pid.
347 Elkin-KorenN., note 177.
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Considering the fact that not all players toowing the same patteii i.e. not all players are
minors or not all players are purchasinggame virtual itemsin order to securtheinterests

of all grougs of gaming platform users, the modular system of contractual provisions or stand-
ard term EWA can be applied to the developer versus user relation¥Ripse players can

be offered several different sets of terms and conditiepending on the legal capacity of the
player or contractual choice of the player. In such a way developers wouldonessdrict
certain features of virtual worlds available for such group of usees restrict paid content
whenaplayer is under legal age stipulated in certain jurisdistimstrict usecreated content
feature ifaplayer chose not to agréegranting irrevocable unilateral licence for the derivative

work to the developer.

Such modality in EULAs or mass contracts concluded between players and developers can
facilitate fair treatment and transparency in the legal relationships between the vatigal w

users, as playswould be aware of certain limitations and could select the level of liability or

legal guarantees expected based on the consumer interests invested in the videlmgame.

ever, modality would be efficient if applied not only contradiyy but through the respective 126
interface of the virtual worldin cases when EULA regulates all legal relationships under one
framework, if a player, for example, does not agree for paid content at the moment of the con-
tract signature, such paid contshbuld not be available in the game. Such an approach will
ensure transparency, separate contractual arrangements regarding various types of legal rela-

tionships, separate consent and will facilitate consumer protection in the gaming industry.

D. Intermediate Conclusions
Considering the abowveentionedthe standard term EULA cannot be considered @srely
licencing agreement unless applied to the-foaglay video games with no further monetiza-
tion. In freeto-play video games, EULAgepresent the hybrid contractual arrangements in-
cluding elements of the licencing agreement in relation to the video game access as well as

consumer contract.

Following the contract law approadiwo different views towardthe contract law provisions

applcation to EULAs can be distinguished:

352 pid.
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(1) Contract law provisions application to EULaside fom the intellectual property law
provisions EULA should be accessed on the subject of unfair terms in standard form
contracts notwithstanding the legal frameworlplagablei property law, intellectual
property law etc.

(2) Contract law provisions application to-game transactions, asseparate contract on

digital service provisions or digital content supply in exchange for remuneration.

Typical EULA used by gaming companies laanixed contract nature and includgsaracter-

istics both of license agreemerggulating copies of specific softwaend of consumer con-

tract on the digital contesupply(gamespecific codes or soalled virtuaitems). Therefore,

each EULA should be accessed on the subject of the consumer protection regilatinniss
regulating unfair terms, standard terms, conformity of digital godid&al service provision

and digital content supplyrhe mandatoryansumer protection requiremestsould be applied

to thein-game transactions in the same manneo dise contracts on digital service provisions

or digital content supply in exchange for remuneration (notwithstanding the fact whether the

127
remunerations idone directly or through price obfuscation models)

Mass contracts used in the gaming industry, as well as the game interface, should differ de-
pending on the playersdé category based on th
the respectiveature of the legal relationships agreed. In such a case, different sets of contrac-

tual provisions would be applied to the different groups of players based on the nature of legal
relationships and their level of commoditization. With different sets ofactuial provisions,

the | egal capacity of a player and foll owing
ified as well in order to avoid post factum disputes, consumer rights violations and to facilitate

legal transparency in the developer versses uelationships. The grouping of players based on

specific categories of players' interests and mandatory contractual requirements expected can

be applied in order to enable proper evaluation of the economic consequences of the game
participation and dable digital content that is out of the scope of the actual contract or given
consent. This will facilitate a better user experience, ensure transparency in consumer contracts

and will provide legal certainty and enforcement mechanisms to both parties.

The existing European framework should be updated to indlugleslevant provisions regu-
lating the standard terms in intellectual property contracts for gratuitous game accetss (free

play video games), mandatory contractual provisions and informationrgeuants in
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consumer contracts on video games anghime transactions in ordergmvide legal certainty

to the business relationships between parties in the gaming industry, to ensure transparency, to
eliminate legal collisions, tprotect minorsto empower equal treatmenttimegaming industry

and to facilitate European Digital Single Market Strategy.

5. Intermediate Conclusions to the Legal Approacthio the Developer
versus User Relationships in the Gaming Industry

The present chapter examined existpgroach to the regulation of the business relationships
between players and game develo@erd suggestediternative viewgowardsregulation of

both access to the virtual worlds in p@yplay and frego-play video games as well as in

game transactian Particularly, the author investigated whether sole intellectual property law
framework can be applied to the developer versus user relationships in the modern realities
focusing on virtual economy business model and examining doctrine views and &idtiAg
examples from the popular video games.

Following the historical approach that was established together with thepinssourcesoft- 128
ware due to the lack of the legal framework applicable, the relationships between game devel-
opers and players are to date regulated based on guagllectual property governance sys-

tem stipulated only contractually. Due to the complexity of transactuthe virtual worlds

and lack of legal clarity in relation to the status of virtual currencgame tokens ovirtual
items,standard term EULAs expand the scope of-astlblished intellectual property rights

to all kinds of relationships within the gaming platforms and introduce horizontakgeiia-

tion for players behaviour, virtual property and liabiligtlween third parties.

In order to determine whether intellectual property framework can be applied to the particular
type of the business interaction, the element of creativity should be determined. The same is
valid for usercreated content p | a ytagsy amdvirtaal ppopertyAnalysing standard term
EULAs it can be seen that tigame developers tend to abolish all players rights for creative
works produced during the gameplayrequesting to grant exclusive rights back to the devel-

operbefore even creating such a creative content.

Moreover, due to the collaborative nature ofwhieual world and multiparty relationships, the
intellectual property framework regulations of one EULA can conflict with another one creat-
ing |l egal <collision for playersoé6 obligations

erty rights or uer-content. For example, one player can participate in various EULASs for (1)
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gaming platform, (2) video games per se and (3) online marketplace for virtual items managed

by different parties.

Considering the complexity, collaborative nature and monetrsaficthe majority of virtual

worlds, the intellectual property approach towards gaming company versus consumer relation-
ships cannot fit all partiesdéd needs and cann
try-specific legal relationships. Thereforbeintellectual property approach can be applied

solely to the payo-play video games with no further commoditization, in cases when the con-

tract is executed at the moment of gaming platform purchase. For any other types of business

relationships, hybd approach should be taken into account.

Based on the above mentioned, the | evel of
versus user relationships can be defined by the type of video game and its characteristics. In
freeto-play video games, #hparties enter into opeourcefree subscription contracts and

digital service contracts involving remuneration. In{@ylay video games, the parties enter

into a remuneraticibased license agreememd no further legal relationships regarding the 129

in-game transactions needed (if otherwise is not prescribed by the game functionality).

Moreover, the author examined the fino | egal
the gaming industry eliminates the enjoyment and purpose ofrthal world's existence. In

the authordéds opinion, no | egal i ntervention
application to gaming platform access) can be applied only ircaoimoditized payo-play

video games when the contract is exedutethe moment of the agreement between parties,
similar to the intellectual property approach as explained above, due to the complexity of trans-
actions, involvement of minors and lack of transparency in relation to the economic conse-

guences of the gameupticipation.

In freeto-play video games, players are contracted under gratuitous subscription contracts,
however, de facto separate contractual relationships on the supply of digital content or digital
service provision and licencing arrangements casbiserved in the majority of cases. Follow-

ing the property law approach, if the player is expected to purchase a particular digital content
during the game participation or acquire through labour, the player should hold virtual property
rights over such airtual object, including but not limited to the right to receive a refund in
case of virtual property destruction, malfunctiann-conformity or damage as a result of the
devel oper 6 s actsinolar 4o the depasieary Iplatfgren rhalding intangible
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property oinatwithstardimd thelfactfthat the virtual property exists on a specific

gaming platform and is controlled by ev&loper.

Therefore, the current approach taken in the industry that stipulates unilateral possession of

pl ayersoé virtual property in the standard t e
objects and should be treated as disproportiongdebinion level. The respective amendments

to the existing regulatory framework are required in order to determine the status of virtual
property in the gaming industry for securing rights of consumers and enforcing the Digital
Single Market Strategy.

Indeed, both property and intellectual property rights of parties, as well as code of conduct in
a game, can be stipulated contractually. However, taking into account the hybrid nature and the
complexity of the business relationships in the gaming indusamgdatd term EULAS show
characteristics of both licencing agreement and digital content supply contract, which leads to
the consumer contract framework applicatiororder to ensure fair treatment and consumer

protection in such mass contracts on the Comitylevel. 130

The author underlines that due to the establishment of-lauéi legal relationships in virtual

worlds, a modal approach towards the contractual provisions of EULA should be taken into
account by the gaming companies, which would lead tgtheping of different sets of con-

tractual provisions. While applying a modal approach, the gaming platforms would provide
players with a possibility to oph for certain rights and obligations based on players' interests,

which would determine the gam@terface available to them. In such a case, different sets of
contractual provisions would be applied to the different groups of players based on the nature

of | egal relationships, their | evel of commo
ity, which will result in the blocking of elements of the game interface based on the specific
contractual provisions. This can ensure a higher level of transparency and provide relevant

freedom to both consumers and developers on the scope of rights gadiatdi applied.

Following the contract law approgdhebelowprovidedsets of norms can be distinguished

in mass contract EULAsN a highlevel:

(1) Licence contract provisions applicable to the video game as software and virtual world

as a sole product;

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

(2) Consumer contract provisions applied to the digital content supply or digital service
provision on the access to the video game as sole productc&utchct can be gratui-
tous (freeto-play) or with monetary value expressed @ayplay);

(3) Consumer contract on digital content supply/purchase, where the player acquires prop-
erty rights ovem particular intangible virtual item existing @particular patform and
controlled by a particular trader. Such contract can be concluded in exchange for remu-

neration represented in fiat money, cryptorency or ingame tokens.

Therefore, specific sets of mandatory contractual provisions need to be consideredEbn th
level in order to secure harmonization in consumer protection in the gaming industry focusing
on unfair terms in standard terms EULASs, transparency of legal relationships between parties,
pl ayer s0d c-grat@teus contentanrfremiptay video games, conformity of digital
content and mandatory information requirements in consumer contracts in the gaming industry.
The abovementioned provisions will be investigated in detail in chapter Il of the present re-
search focusing on separate issug¢serEuropean consumer protection framework in the scope

o 131
of the gaming industry.
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. ELECTRONIC COMMERCE AND CONSUMER PRO-
TECTION IN VIDEO GAMES . LEGAL CHALLENGES

Following the standard business models used at the mdr&etyenue in thgaming industry

is directly dependent on the two types of transactions: (1) access to the virtual worldan pay
play video games and (2)-game intangible virtual itempurchasen freeto-play video
games.

In pay-to-play video gameghe business model is focusedtbe game acquisition following 132

three steps: (1) consumer purchabesgame access, (2) consumer enjoys playing the game,
(3) consumer repeats purchasing games from the devéiSpetheabove described economic
model, @me developers are wageringtbe cyclic character ofhe gaming industry thede-

mand for the gaming software tends to decrease after two years on the exqéeting play-

ers to purchase new gaming produafter two years>* In pay-to-play video gameghemon-
etization happens on the statdledgame access acquisitiathus, theelevant digital services
through electronic means are provided for remuneration, which happens on the stage of EULA
conclusion and before granting access to the certauaVintorld.

In free-to-play video games patrticularly, the developer offers free gaming access and expects
consumers to accumulate their network by social marketing, inviting friends to play, creating
new ingame social connections, in order to creegealable network of users before monetiz-

ing in-game transaction$® Following the engagement theory, the lonterconsumer partic-

ipates in gaming activity, the more possible such consumer will purchamsena virtual

353 DavidovichiNora, note 6.
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items3*®Based on the economic thigahe consumers will purchasegame virtual items with
greater will when such intangible virtual items are specifically designed for such consumer
needs, thus, the game developers eraatide range of virtual items per each separate virtual
world®” and investa significant amount of money into research and developAi&Ror ex-
ample, EA Games spends-28% of the revenue each yeartechnology and market research
and developmeri® Such an approach as well created various possibilities forcuesatel

content, player sod ecganeedransactionsy and encour ages

The business model of commoditized video games is directed towards the facilitation of mi-
crotransactions and-game purchases by creating specific features of gaming interface allow-
ing peer-to-peer exchange, fiat money togame tokens conversion, online marketplaces for
intangible virtual items and user content. Such interface features can also be directed towards
price obfuscation and various unfair commercial practices including pegital mecha-

nisms in order to facilitate a longer duration of gameplay and higher spending.

In freeto-play video games, monetization happens on the stagegaine transactions while 133
the game access is free. In such a case, the standatd-fleg EULA would include (1)
licence agreement characteristics on the stage of the game accesgu{@ugrdigital service
contract, (3) consumer contract on the digital content supply on the stage efjimdrrans-
action, while in payto-play video games contractual relationships are limited to (1) licence
agreement characteristics on the stagb@fyjame access, (3) consumer contract on the digital
content supply on the stage of contract execution. Taking into account the complexity of legal
relationships in fre¢o-play video games and the difference in status between gratuitous con-
tracts and seice provision for remuneration from the consumer protection perspective, the
legal collisions arising from the regulations of the fre@lay game will be examined in detalil

in the present chapter.

The gaming industry only in the European Union worth 022 billion Euros3®® which is a

significant amount compared to overall 269 billion Euros spentefcommerceonline

356 | bid.
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shopping for physical good&! Apartfrom theplatformsfor video gamesyothauthorizecand
independent marketplaces forgame virtuaitems exist on the markethe aboveexplained

shows thatthe gaming industry takesnimportant place in electronic business actiatythe

PEC.

European marketherefore, the consumers around the EU are affected by the legal norms ap-

plied and theselfregulatory legal framework used by the game developers.

Despite the significant revenue turnover and scalable prices-f@mie virtual items,-eom-
merce inthe gaming industry is not under the EU spotlight when it comes to the relevant reg-
ulatory anendmentsNotwithstanding the fast technological development and variety of solu-
tions for electronic commercthe ways of market access and distribution platforms, the EU
consumer protection andoemmerce legal framework in majority still hasocus ononline

marketplaces for physical goods and, partially, digital service proviisi@nge scales

Apartfrom theoutdated legal approach towards@nmercethe gaming industryis currently
regulated usingn archaic intellectual property law approaethich was initially enforced
contractuallyin order toprotecttheinterests of developersihenew emerging trenieh relation

to theopensource software, which was unregulated on that $fide.the current stage, the
relevant legal protection for software programs as a whole produastasishedn the reg-
ulatory framework however,the archaic approach with tlemforced standard term contract
remained unchangettwithstanding the abov€onsideing the findings presented in chapter
Il of the present research, taking into accdtetcurrent market availabilities, online market-
places for digital contentisercreated conterdand scalability of the hgame transactions, en-
forcing contractually intéectual property framework towards relationships that are by the na-
ture are digital service provision contrasignificantly facilitates misbalance betwede par-

ties inthegaming industry anttaves a room faunfair business practices.

One of the ma purposes of €ommerce is the facilitation afrossborder trade and cross
border service provision§® Video games as online platfosimvolve a significantnumberof
players all around the world, including but not limited to the European Union, eradsigse
nificantnumberof digital transactions witthe usage of virtual tokens, cryptocurrency, smart

contractsand involve minors as wellTherefore, special attenti to the existing and

361 &-commerce in Europe 2020. How the pandemic is changiogrenerce in Europe Report 2020,
PostNord, available altttps://www.postnord.se/siteassets/pdf/rapporenfamercein-europe2020.pdf

362 E|kin-KorenN., note 177.

383Noll J,, note 44.
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prospectivdegal frameworks required in order to facilitate consumer protection acdre-

merce in modern business models on the Community level.

Not all legal regulations on@mmerce and consumer protection can be applied gatheng
industry and, considering the contractual intellectual property enforceability and the mixed na-
ture of standard terms EULA, in the majority of cases the contracts between players and the
developers have oweegulative nature and include unfairter abolishing the bargaining

power of the player and players rights for certain digital content and/or remuneration.

The present chapter will examine in detail the applicability of existing Europeammerce

and consumer protection regulations to thenigg industry, particularly, to hlgame transac-

tions. The author will examine issues arising from the hybrid models with paid content under

the gratuitous contractspecially in cases, when access to a particular video game is free of
charge; however, igame purchases are giefined by the business model. Moreover, the is-
sues with playersé consent requirements wil/
contracts with igame transactions and determining whether separate consumer consent is re435
quired or whether EULA can be considered as a subscription codtdaiitionally, the price
obfuscation mechanisms with the usage of alternative methods in meciemmeerce will be

analysed in detail from the perspective of the transparency requirements.

The dgital economy and-eommerce can facilitate unfair camser practices that are not ac-
ceptablan theoffline world, for example, price discrimination (geoblockiteygeting, IP ad-

dress discrimination and dynamic pricing strategi@griability of the price depending on the
demand characteristics or the supply situattéhJhe present part withnalysethe consumer
protection framework applicable for consumer
in valid EULAs for populavideo gamesMoreover, theEuropean legal regulation on unfair
terms in standard terms consumer congrantl conformity of goods with the focus on digital
content supply or klgame transactions in video games willdmalysedn the present chapter

in order to define practices used in the gaming industry that can be considered as unfair from
the consumer perspectivipart fromtheconsumer protection issugsevariablerandomdig-

ital contentpresenin video games, such &sot boxeswill be examinedby the author in the

scope of mino@participation and gaming regulations around the European Union.

364 Duch-Brown N., MartensB., note 46.
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The present chapter will explain the necessitgraEndments to thgpecfic legal normsjn-

cluding but not limited to general and seespecific mandaty contractual requirements and
customer prtection guarantees, in order to secure equal treatment, consumer and minors pro-
tection during ecommerce activity in the gaming industiyhe author will show thahe har-
monisation of relevard-commerce norms applicable to the gaming industiyaudiovisual

contentis a crucial part of the European Digital Single Market Strategy

1. Gratuitous Digital Content Contracts. Consumer Protection in Free
to-Play Video Games

Video games are classified@ay-to-play video games (payment is done in exchange for grant-
ing access to such a video game) and-fogglay video games (access to fiteeplay video

game is gratuitous; however, ttirader gains revenue from-game micretransactions)The
businessnodels used in the gaming industry accepts various forms of remuneration: from fiat
money as a standard mean of exchange to cryptocurreneggsnimtokens usage and personal

data transfer.

136
Together with the adoption of the Digital Content Directive régilatory framework on con-

sumer protetion was expanded to covas well agyratuitous contracts for digital content sup-

ply, in whichthe consumer is expected to transfer data in exchange for cpenfiemance®®

However, the contracts, including caadts on free or opesource software, where the con-
sumer transfers personal data to the trader
the law; such contracts would fall out of the scope of the Digital Content Diré€&ivVaus,

theexcl usion from the fAno | egal i nterventiono

gaming industry was introduced recently.

In freeto-play video games, the player has a choice to play for free without the direct engage-
ment in micretransactions, oto purchase functional or cosmetic virtual items that might as
well i mprove playerdés capacity to proceed in
covered under the same EULA and regulate player versus developer relationships regarding
free conent and buildn payments. However, taking into account that the EULA is accepted

by a player during the free service access such contract is considered as gratuitous contract per

Se.

365 Digital Content Directive, note 73.
366 |bid.
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In freeto-play video games, the business model is focused not oemireue from the hgame
advertisement, but on the possibility of mitransactions, which leads to the question of
whether the personal data of players is collected as remuneration for the content with free ac-
cess or solely as part of the fulfilment o tthevelopers' obligation to ensure legal age and legal

capacity for monetary transactions.

In the present part the author will focus on the nature of gratuitous contracts-io-fiag

video games, particularly, whether such contract can be considefeg asibscription con-

tract, whether buildn payments can be regulated by the same EULA as free access and what
rights and obligations both parties would be subject to inttrgray contracts with buildn
payment possibility.

Additionally, the presergart will investigate the notions of the monetary interest in relation to

the transactions with intangible virtual items online. The determination of monetary interest in
free-to-play video games is an essential notion needed to determine whether thegvarti
transaction can be considered as a commercial transaction and whether remuneration conditiofs-
is fulfilled in the standard form EULA from the perspective of a consumer contract, as remu-
neration for such transaction can take place not only in theidraali sensé payment with

fiat money, but also specializedgha me t okens, cryptocurrency or

Together with the fast technological development and the Bitcoin boom in 2014, various cryp-
tocurrencies became popularramuneration for gamingansactions. Blockchain technology

is currently used for gaming platforms and for fiongible tokens creation that aae well
applicable to the gaming industry. Such availability in indirect payment methods on the gaming
platforms created a businessgiree for price obfuscation in order to mislead the consumer in
relation to the total price of the gratuitous subscription contract. The present part will focus in
particular on the Blockchain status and cryptocurrencies status in order to determine whethe
those can be considered as remuneration for digital service provision in the scope of the existing

e-commerce and consumer protection framework in the EU.

As explained in the previous chapters, the trader versus consumer contracts, in which the trader
undertakes to provide specific digital service and the consumer does not transfer fiat money or
personal data as counjeerformance, are generally excludeanfrthe scope of the European
consumer protection framework. The author will focus particularly on the nature of remunera-

tion as ¢ on garfamance 6n fretoplag videa games. The present part will

Olena Demchenko
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examine in detail gratuitous contracts frore #tope of the consumer protection perspective
and will focus on consumer courjgre r f or mance i n such Afreeo

PEC.

di

ticularly, when the payment is performed by personal data of the player or using the price

obfuscation mechanisms. Theesent research will analyse the nature of remuneration in con-

sumer contracts and will explain whether personal data collected during the signup and EULA

acceptance can be considered as consumer contracts per European consumer protection law.

A. Data asRemuneration in Consumer Contracts
Thestandard term EULA in both freae-play and payto-play video games hasmixed nature
regulating player versus developer relationships regarding licencihgiotellectual property
rightsfocusing on theccesso the virtual world and the digital content supply in the consumer

contracts.

The present pawill focus on the notion of remuneration and price of the contract irtéree
play video games particularly, astive pay-to-play business model the player pays fiat money
or monetary valuen order to access the ganhe freeto-play video games, on thather hand,
the accesssigratuitoushoweverthe game functionality allows buitth payments for the ac-
quisition of the ingame virtual items in exchange for fiat currency, cryptocurrenegame

tokens othesame virtual items.

The Consumer Rights Bictive defines sales contraand service contragas contracts where
thetrader undertakes certain responsibilitytioetransfer of goods @ervices to the consumer
and the consumer, dheother hand, undeakes to pay the price of the contréfttApart from
thefiat moneytransferin the traditional sense of tlheo n s u ecoentempaformance, thper-
sonaldata transfer can be consideredhasremuneration under the digital content supply or
digital service provisiorontract®®® For example, social media networks, search engines, var-
ious shared collaboration platforms often psesonal data as a tool to create targeted adver-

tisemens, which provides main revenue to the company, while consumers enjoy free digital

367 Consumer Rights Directive, note 28.
368 Digital Content Directive, note 73.
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services’®® Sucha business model comes under the slogdilf you are not paying for the

product, the product is yai®

The data of individual consungmight not have a significant impasht he companyds
ness, however, the cumulative data of consumers coming from mass cdrasaatse for the

business in modern realitié€. The personal data collected or processed is subject to strict
regulation in the EU, however, for the purposehef present research the data is divided into

thefollowing categories’?

(1) Personal data required for the performance of legal obligations (for example, consumer
due diligence in order to fulfil antnoney laundering obligations where applicable);

(2) Personadata requiredor the service provision (for example, location or IP address
collection for augmented reality video games)

(3) Personal data requested in exchange for services (for example, data is transferred for
purpose of the further targeted advertisemnent

(4) Personal datproduced during the usage of the digital service (for examplecuser 139

ated content in the video game associated with the particular player).

The study shows thdlhe consumers are willing to share their personal data in exchange for
digital content, including but not limitet cases where privacy concerns are invof/é&or
example, 43% of consumers in question agreed to share their personal data in exchange for
certain discounts39% to resolve technical or other problems connetdeatigital content or

digital service with consumer support fastérThe traders, on the other hand, are willing to
obtain personal data from consumespecially, in the business modelsanhthe digital con-

tent is freehowever, the revenue casfrom the paid marketingctivity.3"®

369 McFarlaneG., tHow Facebook, Twitter, Social Media Make Money From You, Advertising is thedkey t
how social media companies earn revénue Investopedia, 2020, available at:
https://www.investopedia.com/stoealysis/032114/hoMacebooktwitter-sociatmediamake moneyyou-
twtr-Inkd-fb-goog.aspx

3701bid; BedirC., data as CountePerformance: Yet Asther Point Where Digital Content Contracts and the
GDPR Conflicé 2018 available at: https://ssrn.com/abstract=3648092

S"1Mak V., @ontract and Consumer La&wResearch Handbook on Data Science and, Dalaurg Private
Law Working Paper Series N07/2017 Edward Elgar2018 available at: https://ssrn.com/abstract=3161930

372 bid.

373 Bedir C, note 370.

374 DeNisco RayomeA., dReport: Despite privacy concerns, 43% of consumers offer personal data in
exchange for discouristhe Tech Republic, 2017 yailable at: https://www.techrepublic.com/article/report
despiteprivacy-concernsA3-of-consumersffer-personaldatain-exchangedor-discounts/

375 McFarlaneG., note 369.
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Due to the fact that in modern realities personal data becameocguasiodity, particularly, in

the gratuitousdigital content supply and digital service provision contrabis European reg-

ulator took the initiative to provide specific consumer protection guarantees for the free digital
content supply contracts, where the personal data is expected as remuneration, and adopted the
Digital Content DirectiveThe legal regimehat is created by the Digital Content Directive
creates parallel legal regulation to fRegulation (EU) 2016/679 of the European Parliament

and of the Council of 27 April 2016 on the protection of natural persons with regard to the
processing of persondiata and on the free movement of such data and repealing Directive
95/46/EC(hereinafter referred to a$ h €endral Data Protection Regulatioh , whi ch do
selfexclude but complement one another in order to pro@idemprehensive level of data

protection and consumer protection on @@mmunity levef’®

In modern realitiesconsumers value personal data over the money, therefore, from the con-
tractual relationships perspective the highest level of consumer protection should be expected

in gratuitousc ont r act s, where the traderds service
fer3’” And, indeed, with the Digital Content Directive aBdneral Data Protection Regulation 140
the players can expeatcertain level of data protecticand consumer protectian digital

contracts with reciprocal data provision required from the consumer. Hovireyeactice,it

is unclear which data is exchanged for the contract purpose and legal obligations solely and

which data in purely commercial purposes.

For example, the gamg platform hosting service, game software, game development and sys-
tem architecture can be supplied by third parties for each particular video game. In such a case
the trader would share persd data of the player for contractual obligations fulfilment with

third parties for such contract performance, moreosgch data sharing can be required for
thefulfilment of legal obligations (i.e. associating players account with payment account) and
for marketing obligations performance (i.e. shared revenue deals with third parties per attracted
player for affiliate advertisement). Therefore, legal certainty is required in order totapply

European consumer protection framework to the gratuitousuocoer contracts in the digital

376 Bedir C, note 370.

"M a ERo&Contracts for supply of digital content, A legalalysis of the Commission's proposal for a
new directiv@ European Parliamentary Research Service, Members' Research Service, MayRPB582.048,
available at:
https://www.europarl.europa.eu/RegData/etudes/IDAN/2016/582048/EPRS_IDA%282016%29582p48 EN.
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environment and in order to fulfil consumer expectatiohile purchasing digital content, even

when such content is initially free.

In the Google case that was examined in the French Tribunal de Grande Instance of Paris, it
was concluded that terms of Google+ service were unfair as they did not explicitly made con-
sumers aware of the commercial value of the personal data collection and its further usage for
thecommercial purpose¥8in the same way, Lazio Regional AdminisivatCourt in Italy has

issued a decision recognising the commercial value of datebemdding Facebook advertis-

ing its s et heeforsas explaingd by theecourt in the abawentioned cases,
commercialpurpose of the personal data collection and usage should be explicitly stated in
consumer contracts and in cases when the personal datdeisd,used for commercial pur-

poses, the consumer should be explicitly inforraed consenteckspectively.

The cantract should be an exchange fulfilling its purpose, faditigethe division of labour and

the best use of resources, if such an exchange is planned by the parties and regulated by recip-
rocal promises which arise from the expectation of the p&ffids.the free-to-play gaming 141
model, the consumer is expected to enjoy free service, howeperticipate in irgame trans-

actions Players, on the other hand, expect certain guarantees from the virtual property obtained
and from the virtual items possessedhe virtual world. Therefore, the EULAS should de jure
represent par t sheddinohaebehend intallectual praperts frachework and
advertisenentsasa fréeodigital servicewhere specific countgrerformance is expected from

the consmer.

Even though, superfermanasofiooufidata as a cC
the Digital Content Directiv&! due to the contradiction to the nature of personal data as a
fundamental right®?the Digital Content Directive de facto expaddmnsumer protection re-

gime for the gratuitous digital content supply contracts, in which players provide data to the

378 Loos M, Luzak J, &Jpdate the Unfair Contract Terms directive for digital sendces SRequested by
the JURI committeeEuropean Parliament, Policy Department for Citizens' Rights and Constitutional Affairs,
DirectorateGeneral for Internal Pmlies, PE 676.006 i February 2021, available at:
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/676006/IPOL_STU(2021)676006. EN.pdf

379 bid.

3805accoR,d e contrat sans violloemtm®: | ¢ dckex elmgp Iveo lidmatl ® echan s

| a m®moi r e doéA. Ri eg, availableu y | aafr t 2 (

https://www.legiscompare.friweb/IMG/pdf/9._CH_1 Contrat.pdf

3¥1Ma ER.ponote 377.

0pinion 8/2018 on the | egi snlsautnemDBHI0H8c dvalaple ati A Ne w
https://edps.europa.eu/sites/edp/files/publicatiori/d85_opinion_consumer_law_en.pdf
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trader that is later used for the purposes other than needed to the contract performance or

traderodos compliané® with | egal obligations.

The Digital ContenDirective regulateconsumer protection norms in the digital contracts that

are concluded between consumers and traders, including consumer contracts, where digital
content or digital service is free, however, the personal data transfer is expected from the con-
sumer as couat-performance®* The Digital Content directive is applicable to consumer con-

tracts, where the consumer does not pay remuneratithre tnaditional sense (fiat money),
however, when the consumer pr opuipasesstheghanr s on a l
solely supplying the digital content or digital service, or other than complying with legal re-
quirements 38° Thus, despite the difference in wlorg, de facto personal data equalsay-

ment of the price in consumer contracts under the Digital CoDiegnttive 38

Certain consumer guarantees provided in the Consumer Rights Directive were expanded as per

the Directive 2019/2161 of the European Parliament and of the Council of 27 November 2019

as regards the better enforcement and modernisation of tomsmer protection rules (here- 142
inafter referred to as fiNew De aleNeiv®eal f€ on s u me
Consumers Directive ensure that in online contracts on digital content supply or digital service
provision in which the consumer doest pay a price irthe traditional sense but provides

personal data to the trader the same level of consumer protection is granted as in thé@ontract.

Thus, the New Deal for Consumers Directive extends the scope of the Consumer Rights Di-
rective to be applicable to the contracts wi

personal data provisioii

Notwithstanding the aboweentioned, theéDigital Content Directiveand the New Dedlor
Consumer Directivelo not define personal data or data requiredHerperformance of the
consumer contract or legal obligatiomsder such contractvhich might cause difficulties in

the qualification of digtal content supply or digital service provisions contrdét®8oth the

383 Bedir C, note 370.

384 Digital Content Directive, note 73.

385 bid.

386 Bedir C, note 370.

387 proposal foDirective (EU)2019/2161 of the European Parliament and of the Council of 27 November
2019 amending Council Directive 93/13/EEC and Directives 98/6/EC, 2005/29/EC and 2011/83/EU of the
European Parliament and of the Council as regards the better enforcement and ntiodeohidaion consumer
protection rulesNew Deal for Consumey$E/83/2019/REV/1, OJ L 328

388 |bid.

389 Bedir C, note 370.
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Digital Content Directiveand the New Deals for Consumers Directiveleed, indiatethat

only contracts where the personal data of the consumer is collected for the necessary perfor-
mance of the contract or fulfil ment of the
contracts and be out of the scope of such dirextféor the determination ¢helawfulness

of personal data procession in consumer contracts, the provisicarticle 6 of the GDPR

should be taken into account, which defines lawful data procession assfollow
AProcessing shall be | awful only if and to

(a) the data subject has given consent to the processing of his or her personal data for
one or more specific purposes;

(b) processing is necessary for the performance of a contract to which the data subject is
party or in order to take steps at the request oftiiia subject prior to entering into
a contract;

(c) processing is necessary for compliance with a legal obligation to which the controller

UNI VERSI TY OF PE£C!

is subject; 143

(d) processing is necessary in order to protect the vital interests of the data subject or of
another natural person;

(e) processing is necessary for the performance of a task carried out in the public interest
or in the exercise of official authority vested ie ttontroller;

() processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the inter-
ests or fundamental rights and freedoms of the data subject whicher@goiection

of personal data, in particé®ular where t

Despite the provided framework under the GDPR, it is still unclear what exactly data is required
for the digital content supply or digital service provisammtract perfanance For example,

in video games particularlap | ayer 6 s age coll ection can be
contract performance, asrtain games have differeage classificationunder PEGPF?2As the
majority of freeto-play games allovuild-in payments that require certain legal capacity, thus,

credit card details collection and, respectively, name, last ,ndabe of birththe residential

3% Digital Content Directive, note 73ew Deal for Consumers, note 387.

391 Regulation (EU) 2016/679 of the EuropeBarliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regul&ibh)119

39PEQ classification,note 340.
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address can be required for billing information and legal capacity confirmbtaeover, in
cettain cases, wherthevideo game offers loot boxes, gaming regulations are apiifi¢ls,
the game provider is required to collect certain data in ordalfilothelicencing requirements
andantimoney launderingbligations.The issue with loot boxésvailability in video games

will be discussed further in detail in the present chapter.
For exampl e, Blizzard Entertainment EULA (idV

iYou may westablish an Account only infour (i) vy
country of residence (Corporations, Limited Liability Companies, partnerships and other legal

or business entities may not establish an Account); and (ii) you are not an individual specifi-

cally prohibited by Blizzard from using the Platform. When greate or update an Account,

you must: provide Blizzard with accurate and up to date information that is personal to you,

such as, but not limited to, your name and email address. Additionally, in order to play certain
Games or use certain features offé on the Platform, you may also be required to provide

Blizzard with payment informa&fion (such asyc

On the other hand, the data protection and privacy policy for the -sthentoned video game
states:

AWe process younformation in accordance with the legal bases determined as follows:

1. Necessary for the performance of your game contract or any other feature you re-

guest or enable. These are required, and ceasing their processing will remove access

to certain featuresor o t he game service altogethere
2. Consent . You can withdraw your consent to
3. Legitimate interest. We use your information for purposes that are not harmful to

your privacy and that can be reasonably expected within the context of ydionela

ship with Blizzardé
4. Legal obligation. We process your information due to a legal obligation or

righté o3%

3% Information on loot boxes, Netherlands Gaming  Authority, available at:
https://kansspelautoriteit.nl/english/ldlobxes/

3% Blizzard Entertainment EULA, note 163.

3% Blizzard EntertainmenPrivacy Policy, available athttps:/ivww.blizzard.com/ergb/legal/8c4le7e6
0b61-42c4a674c91d8e8d68d3/blizzardntertainmenprivacy-policy.
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Blizzard Entertainment exampdowsthat the game provider collects certain information for
(1) contractual obligation performance inclu
payment method data colleatio(2) legal obligations performance, including but not limited

to litigations participation, (3) marketing purposes.
Moreover, the same data protection policy states:

fiFor certain forums, anyone posting or replying to a post may be doing so using their Real ID

-- that is, their full first and last name with the option to als display the name of their
primaryingame character (see discussion regardi ng
ucts, services and features require that we share information with (1) our partners and service
providers, (2) with other players and/thre general public, (3) with subsidiaries and affiliates,

or (4) for legal reasons or in the event of a dispuBéizzard may provide information to its

vendors, consultants, marketing partners, research firms and other service providers or busi-

ness parters. For example, we may provide information to such parties to help facilitate event

ticket sales, conduct surveys on our behalf and process payments for our products and/or145
games. We share some of our pl ayerwhocregta me da:
applications and websites that benefit our player community. You may opt out of having your
game data included in this program by opting out of galata sharing in the Privacy section

of your Battle.net accousif®®

Therefore, it can be seen thlae personal data of players is shared further with third parties for

the purpose of contract performance and marketing. Thus, in the present case, the data collected
by the trader not only for the performance of the contractual and legal obligatices wall

as for other purposes (i.e. marketing activity), however, at the same tirp&gytaeis provided

with the possibility to opbut from unnecessary data collection. In the provided example, the
player is paying for free access to the video gantk personal data and, additionally, with

fiat money for the irgame virtual items purchase. Thus, only ogteglayers would fall under

the provisions of the Digital Content Directive and would enjoy consumer protection guaran-

tees included therein.

Moreover, worthclarifying that not only personal data collected unG&®PR by the trader is

protected by the European consumer protection law, however, as well &#saaded content

3% |bid.
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enjoys acertain level otonsumer protection guarante@s per the New Deal for Consumers
Directive,any data that is generated by consumers during the digital service or digital content
supplyprovided by aradershould not be used by the trader watbertain exceptiof®’ The

trader can use consurrgenerated data produced during digital serviceor digital content
supply in cases where such a vsezated conterdannot be separated from the digital service
per se, has no utility outside of such a digital sernoody relatestotheisebs acti vity v
using thedigital service has beernncorporated into digital servic@nd cannot beegregated,
and/or has been produdethtly by theotherconsumes 3% From the virtual world perspective

the usercreated content, dortunately, falls under the exceptions stipulatethe New Deal

for Consumers Directive, as the majority of virtual worlds users simultaneously create con-
tent and enrich such a virtual world is usually not possible to segregate such-ossated

content from the virtual world per se.

The abovealiscussed exception gives a conclusion that no specific and additionebosent

is required in order for the consurm@eatedcontent to be usdoly the developer in the video

game However, the author is convinced that in fteglay video games, when the gaming 146
model itself facilitates the useontent creation and the developers benefit from such an en-
riched virtual world, the useasreated dataisage should be remunerated on the stage of the
termination of the legal relationships when it is impossible to segregate such a ceasimer

ated data.

Considering the abow@entionedihe nature of legal relationships between the developer and

the playerand the purpose of the personal data collecterds to be accessed in each specific

case in order to understand the scope of the consumer protection framework applicable under

the European consumer protection lattewever, the explained approach isidaolely re-

garding access to the fré@play video games as a whole virtual world product and excludes

cases, where virtual items purchase isge&ned by the game interface and expected as stand-

ard playersd6 behavi our . tuitduecordracts withbudldpagp pr oac

ments will be explained further.

As explained above, on examplesfrpno pu |l ar v i d e pthegantraetuml@arraBde-L A s

ments between players and game develogersot provide transparency to the data usage

397 New Deal for Consumers, note 387.
398 | bid.
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usercreatel content data usage and, instead, cr@agdf-regulatory approach that contradicts
principles of consumer protection and data subject protection accepted on the EMdesel.

over, such an approach where fr eeghoweeer gel ay vi
facto expecting direct or indirect remuneration from the consumer in personal data or any other
monetary value should not be discriminated over direct remuneration contract and should enjoy

a full level of the consumer protection guaranteeslable for paid and offline products.

B. Monetary Interest. Virtual Tokens
Freeto-play video games follow the mictteansaction business model when the revenue is
gained from buildn payments, data transfer or marketing placement in the virtual world.
Video games that are positi onedngpedudi,hawe e o ar
ever, the revenue is gained from btitidpayments requested for functional and aesthetic vir-
tual i1items that might serve solely as virtua
to one player among others. Such a system, ®@mwfter hand, creates artificial attraction for
players to purchase digital content and to benefit from the network effect. Such a business147
model focused on digital items circulation not only within one platform but also on external

platforms managed by¢h game devel oper or on external th

Freeto-play video games are designed in ordefaimlitate moneytransferfrom playersto

gaming platformdgor virtual transactions. Such transactions are based on virtual items players
buy in orcr to gain some skills, which other players do not Fytinctional virtual items or
powerups), or in order to changlee appearance of an avatar (virtual items without functional
characteristics, for example, skins). Both functional virtual items,wénie helping the player

to win the game or to gain the advantage compared to other players, and virtual items without
specific function can costninsignificant amount of money, so the player cannot realize the
real cost of the game in total and can heap to the price of a modern fl&uch prise obfus-

cation methods can interfere with the transparency principle and can eliminate the possibility

for players to evaluate actual economic consequences of the gameplay.

The payment model in different videamges can vary: from direct payments for virtual items
through gaming interface to indirect payments through the purchasgaifie tokens, crypto

currency, virtual items exchange. The gaming platforms can accept payments directly, creating

399 DavidovichiNora, note 6.
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virtual items narketplaces or using thigiarty providers for digital content supply applicable

to the particular gaming platforms.

Apart fromthe gaming platforaspecificvirtual items transactionshenew type of business
companies trading virtual assetsonline narketplaces for virtual itemis were created fol-
lowing the demand. For example, dMarkee Dragoa (marketplace virtual items) 750 gold
crowns of the obsidiaf¥ (in-game money from the Shroud of the Avatar video game) are
available for purchase in exchange for 10 US dollars,/BQEX0 (in-game money from the
AEVE Onlin@video game) are available for purchase in exchange for 19.99 US d%ilEns.
above showghat gaming platforms allow indireeirtual trade transactions, where the player
is required first to purchase-game means of exchangeirtual moneyi in-game tokens, and
only then virtual items can be purchased on online gaming platf&unck. a sysim facilitates

price obfuscation and complexity of the legal regulations applicable to the gaming industry.

The price obfuscation mechanisms used by the game developers include various indirect trans-
actions. There are several scenarios available: thergapeconnect a bank card to the game 148
account at the beginning of the game, concludetiome payment from a bank card, transfer a

certain amount of money on angame account or tgame wallet and pay from such an ac-

count, to exchange money for virtualgame tokens and pay for virtual items with such tokens,

or to conclude cryptocurrencies exchange as means of payreergxample, it h EVEH

Onlined video game the player is required to buycatied iPLEX0 items, which further will

be traded intdhefilnterstellar Kredité (in-game virtual tokens) and in the end, traded for vir-

tual items; it h Entrdpia Universevideo game players exchange fiat moneyt fdr Brojett

Entropia Dollars in order to buy virtual item&?

The majorityof thegamingplatforms use irgame tokens, which might not always be moneta-
rized (in some games the playarnsn-game tokens playing the game, for examiiléden
Dollard in t h Secdnd Lifé video gam§*®® Notwithstanding the monetization of virtual

items insideaparticularvideo game, such items can be traded externally on authorized-or non

400 Information on Markee Dragon, note 114

401 |pid.

402 News Reportdvieet the gamers willing to spend hundreds of thousands living their video game dantasy
the Telegraph, 2018, available at: https://www.telegraph.co.uk/news/2018/07/2§amesswilling -spend
hundredsthousanddiving-video-game/

403 News Reort, (Real Money Trading in Games: a Cryptocurrency Soldtidackernoon2017, avaliable
at: https://hackernoon.com/remloneytradingin-gamesa-cryptocurrencysolution5fdc719cc4f6
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authorized online marketplaces for virtual ite@sch platforms atheabovementionediMar-
kee Dragon websiteearna profit selling not only functional virtual items ankiiss but also
in-game tokengmeans of payment in virtual worlds)\n exchange for #freal

example, iMFIFAQ).4%4

At the same timein play-to-ear video games, the gaming interface allows players to trade

virtual items on peeto-peer marketsvithin the gaming platform and withdraw the income

from the gaming platfor m i nibthefiEntopia Universe | I 1 f €
video gameit is possible to withdraw money from-game accounts basically, to convert

fiProject Entropia Ditarsd back to fiat money? Moreover, in order to fasten the money turn-

over in theabovementioned videgame, the special cryptaurrencyfiDeepTockenwas cre-
ated*®Therefore, pl ayer s notanybyelayinga videogameutdsi f e 0
well as benefiting from crypto tradingdditionally, the monetization of the game experience

can be established both online and offline, wiheplayer transfer accotmor virtual property

from one another. For examplign Jacobs earned for living managing a virfiNgverdi®

club in thefiEntropia Universevideo game and in the end sold it for more than haioilion 149

US dollars*®’

Apart from direct and indireéh-game transactionsn the gaming platformst is possible to
purchase money value vouchers suitable for particular video gareshange for cryptocur-
rency. After applying sucha gift card or voucher t@ particular video game, the player will
havethe money credits or hyame tokengvailable on the kygame wallet fopurchaseof the
virtual intangible items on the gaming platform. For exampleheriBitRefilo platform it is
possible to purchase gift vouchers in exchange for Bitcoin or AltcoithédgiLeague of Leg-

end® video game

404 Holden J, note 11;LopesR., -IFA 17 Players Cards Guidgards Céors and Categoriés FIFAU T
Team 2016, available at: https://www.fifauteam.com/fifi7-playerscardsguide colours

405 Information on Entropia Universe platform, availabe at:
http://universe.entropialife.com/Gamers/Withdraw.aspx

406 Evaluation of regulmry tools for enforcing online gambling rules and channeling demand towards
controlled offers, Directorat€&eneral for Internal Market, Industry, Entrepreneurship and SMHsopean
Commission, 2019,available at: https://publications.europa.eu/en/publicataetail-/publication/98774c%a
244111e98d040l1laa75ed71al/language.

407 ChiangO., note 156.

408 Information on Bitrefill, available ahttps://www.bitrefill.com/buy/leaguef-legendseu/?hl=en
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Moreover,various Bockchainbased video gamesd online marketplaces are available to the
consumersFor examplefiCryptoKittie video game is based dhe Ethereum blockchain
platform and focused on thEthereumbased smart contracts exchange with collectable
ACrypto Kitti es d° COmBEnjindEtherenrsbasadcptatfosnlit is possibte to
trade items from particular video games, for example, from World of Warcraft, using smart
contract platbrm and blockchaitased Enjin coin&® In CropBytes video game, player has

an opportunity to trade items that were produced on the virtual farm for cryptocufténcy.

The above shows that cryptocurrencies are also widely involved in the chain of tcarssacti
with virtual itemsi they can be used as direct meahexchange (direct purchases of virtual
items in exchange for cryptocur@y), indirect (when cryptocurrency is traded for virtual
means of exchangein-game tokens), or even produced or tradethergaming platform by
the players (for example, as N&uangible Tokens).

Considering mentioned above, the presence of significant turnover on virtual transactions in
free-to-play video games, including but not limited to virtual trade of items on gapiatg 150
forms between gaming companies and players,-joegeer trade and availability of online
marketplaces for virtual items create a need in the complex regulatory framework in order to
secure price transparency and fair consumer practice. However cattéet date, the subse-

guent regulation targeting transactions with virtual items, alternative means of payment and

trading platforms are not available on the Community level.

Notwithstanding the availability of various technological solutions for tggadliservice sup-

ply or digital content purchase, the legal framework applicable by the game developers does
not change and still follows the historical approadhe intellectual property framework.
Standard term EULAs include clauses that protect rigihtartual items that cannot be proved
other than contractually, clauses facilitating exclusive rights transfer foictesged works,
nontransparent clauses explaining the possibility of payment without the detailed conditions
for such transactionsnd disclaimer that all paid digital content is an integral part of the digital

service and no rights obtained after payment.

409 Information on CryptoKitties, note 158.
410 Information on Enijin, available afttps://www.enjin.com/game/woguild-websitehosting
41 Information on CropBytes, available attps://www.cropbytesom/,
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Taking into account the abowescribed complex payment models with involvement of in

game tokens, virtual economy and cryptoaunickg it is important to determine how exactly fiat

money are entering the gaming system or determining the monetary interests of the transaction
in order to identify the nature of further t
gations andd define the applicable legal framework in each céke.present part will inves-

tigate in detail the element of the monetary interest and the nature of paysedint various

business models applicalitethe gaming industry and widinalysethelegal framework appli-

cable to the various digital transaction including ones with involvement of fiat morggma

tokens and cryptocurrency.

According to the Consumer Rights Directive, service contract is defina sontaact dther

than a sales contract under which the trader supplies or undertakes to supply a service to the
consumer and the consumer pays or undertakes to pay the price dféfdofa traditional

sense, undeheprice of the contract the noti of money or means of exchange is understood,

however, European regulations on digital market transformation apdigietrent approach.

Following the provisions of the Digital Content Directive, contract on digital content supply or 151
digital servicepp vi si on i s considered as cseate, procesg t hat
store or access data in digital foom o r s e mlwsthe sharihgaof or dny other inter-

action with data in digital form uploaded or created by the consumer or othes ofdhat

servic i n exchange for money o%Moaovdrjthpialioeel r epr

mentioned directive stipulates that the payment of a price is not a mandatory provision for the
contract to fall under its scope. Even though free digéalices are not regulated by the Digital
Content Directive, the digital content supply and digital content provision that is done in ex-
change for the personal data providiaiis under the scope of the legal obligations of the trader
and aresubject to e provisions of the directivé?

Therefore, the digital content or digital service can be provided in exchange for fiat money, in
exchange for the digital representation of a value or in exchange of personal data in order to
fall under the provisions ohe Digital Content Directive. As explained in the previous chapter,
the player cannot benefit from various consumer protection guarantees during the free digital

services or digital content supply contract, however, taking into account the personal data

412 Consumer Rights Directive, note 28.

413 Digital Content Directive, note 73.
414 bid.
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provided during the account creation in the majority of video games, it is important to deter-
mine whether such a personal data is proviledl el vy f or the traderds p

obligations, or is used for commercial purposes as well.

Takinginto account the hybrid business model used in thetérpday video games, the nature

of business relationships, price of the contract, the monetary value of the digital content supply
or a digital service provision should be determined in relationdio &gparate transaction under

the subscription contract in order to define the applicability of certain consumer protection
guaranteedirst of all, the current legal framework expedtse price of the contract or the

counterperformance of the consumerlie represented in fiat money.

Money, notwithstanding their form, have three different functions: they work as a medium of
exchange (a means of payment with a common trustable value), as a unit of account (which
allows services and goods to be pricedid as a store of such common trustable vétie

Money also can be considered as the cost to acquire financial resdf@ese of t he wor
|l eading economical t heorists, Nar ayana K95§r
memory- a substitute for thedéely accessible and publicly available interface that records who

owes what to whorft’ Thus, money or monetary system represenmiblicly available

memory system that providasvidely accepted means of exchange to evaluate particular ser-

vices and produts.

ADi gitalisationo per se refers to the proces
from physical to digital form, when applied to money, this refers to producing the digital rep-
resentation of money ithetraditional sensé®®The t er nwifirdd giig adsed t o e
digital representation of physical objects in the modern wé?ldpart from money in tradi-

tional sense, the digital representation of money and digital representation of value o price o

both physical and digital items take place in modern reality.

415 European Central Ban®WVhat is money& 2015 available athttps://www.ecb.europa.eu/explainerstell
me-more/html/what_is_money.en.html|
416 Smithin JN., Controversies in Monetary Economics, 1994

417 KocherlakotalN., &Money is memor§ Journal of Economic Theory, vol 81, issue 2, 1998.

4“8 Gartner @Gartner Glossaiiy2021; Carstend., dDigital currencies and the future of the monetary sy§tem
Hoover Institution policy seminar, Bas@21 available at: https://www.bis.org/speeches/sp210127.pdf

“9We i n g 2Tr, drokenization of physical assets and the impact @fdad ARG Lucerne University of
Applied  Sciences &  Arts i School  for Information  Technology, available at:
https://www.eublockchainforum.eu/sites/default/files/research
paper/convergence_of blockchain_ai_and_iot_academic. 2.pdf
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According to the Directive on the taking up, pursuit and prudential supervision of the business

of electronic money institutions (hereinafter referred todsEI|l ect r oni ¢ Money D
electronic money can be defined as a monetary value, which is stestbnically (in a smart

card or the computer memory) or/and magnetically, is issued on a funds receipt for the payment
transaction purpose, represents a claim on the issuer, is usadesns of payment and me-

dium of exchange, and is accepted by a legal entity or a natural person other than the electronic
money issuef?° As can be seen, various payment methods are defined as ofi@xchange

as parties are free to choose the natureoahterperformance that is expected and accepted

within the course of thduration of theagreement.

Currently, there are various availabilities of digital payment services for busioestesmar-

ket For example, with PaySafeCard it is possible tolpase a voucher and pay with a digital

PIN code through various busines&&sthe same model is possible with cryptocurrencies
vouchers accepted by popular video games through Bifréfilhe market opportunities allow

parties to decide the payment method or coymeformance accepted aspecific case, thus,

to create own mearof exchange. Moreover, not only gaming platforhesffer direct inno- 153
vative payment technologiésit various ewallets can provide alternative third party solutions

for the c¢ on-pafonmeandmos payment of the price of the contract between the

trader and the consumer.

The monetary value of a certain product or a service can be represented not ahipasdi,
electronic money, but as well agligital representation of a value. The definition of the digital
representation of a value is not available onGbexmunity level,however,such a notion is
explained to define innovative means of payment, ssctryptocurrencies, for exampkaat

money, indeed, are accepted as means of exchange in a specific country or region, are issued
and controlled by the centralized authority, however, the parties are free to agree on the alter-
native or digital represeation of the payment or of the price of the contract. Moreover, the

c ons umer paformamae otthe contract can be represented in personal data provision

or in payment of a digital representation of value.

420 Directive 2009/110/EC dhe European Parliament and of the Council of 16 September 2009 on the taking
up, pursuit and prudential supervision of the business of electronic money institutions amending Directives
2005/60/EC and 2006/48/EC and repealing Directive 2000/46/EC, Od3.L 26

421Information on PaySafeCard, availablekdtps://www.paysafecard.com/en/
422|nformation on Bitrefill, note 408.
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As was mentioned above, the transactioith mtangible items in video games have digital
content as a subject of the contract and by its nature correspond to the digital service contracts,
under which the consumer (or player) undertakes the responsibility to pay the particular price
for such digtal services. Therefore, contracts, in which money in the traditional sense (fiat
money) are offered as remuneration for digital services (virtual items transactions), can be con-
sidered service contracts under European law. On the other hand, thersiitidticontracts,

where the virtual items are exchanged for virtual tokens or virtual currency slightly differs.

Even though particular garsisoftware/access can be purchased in exchange for virtual cur-
rency#?® the status of virtual currencies is still @ntin in the European Union. Virtual cur-
rencies are defined asdigital representation of valifé* however, the treatment regarding

consumer rights in contracts with such a digital representation of value is still undé¥ined.

The legal status of virtual currencies or cryptocurrencies in the EU has gone through a long

path and still there are ongoimigscussions on the European Cryptssets Directive adop-

tion.*?8 Initially, thestatus of virtual currencies was brought up on the European level by the 154
European Central Bank in 2015. According to the Virtual Currency Schemes published by the
European Cendr | Bank, it was wunderlined that cryptoa
moneyo i n t [Electranic Maney Dioettivét’ beeause in this context electronic

money is just a different form of traditional money, but witbblockchain systerapplication

thetraditional moneys exchanged for cryptocurrenés?

The Court of Justicevhile investigatingthe C-264/14 caseinderlined that according to men-
tioned abové/irtual Currency Schemassued by thé&uropean Central Bank, blockchain to-
kens wee explained as a virtual currency, which is used mainly for internet payments between

private individuals and in certain online shdpsSuch virtual currency does not have a single

423Narciso M, note 69.

424 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending
Directive (EU)2015/849 on the prevention of the use of the financial system for the purposes of money laundering
or terrorist financing, and amending Directives 2009/138/EC and 2013/3BHE@2/2017/REV/1, OJ L 156

425Narciso M, note 69.

426 proposal for &Regulation othe European Parliament and of the CoungiMarkets in Crypteassets, and
amending Directive (EU) 2019/1937 COM/2020/593 final

427 Electronic Money Directive, note 420.

428 Vfirtual  Currency  Schemes, European Central Bank2012, available at:
http://www.ecbeuropa.eu/pub/pdf/otherirtualcurrencyschemes201210en.pdf
429 Case, €264/14, Skatteverket v David Hedgvist, Judgment of the Court (Fifth Chamber) of 22 October 2015.
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eminent and, instead of this, is created directly in internet netwank asipecial algorithm,

such system allows the transfer of cryptocurrency amounts within the network by anonymous
ownerswhohavesoal | ed fAbl ockchain walletso, which a
and are analogues to a bank account nunff&rs

The Court of Justicestated that virtual currency can be defined as a type of digital money,
which is issued, operated and controlled by such digital money developers, and accepted by
members of a specific virtual communff} Virtual currencies aranalogiesto other convert-

ible currencies considering their use in the WéttdFor virtual currencieghe funds are not
expressed in traditional accounting units, for example, as in Euro, unlike that money, but in
virtual accounting units, for examplée Bitcoin or EthereumThe same can be applied te in

game tokens, as they represent a value of the virtual items accepted within a platforn: or cross
platform.

Within the scope of €64/14 casgthe Advocate General has observed that virtual currency

has no othr purpose than to be a medium of exchange or a means of payment, and the Courfce
of Justice mentioned that transactions with virtual currencies are considered as a service pro-
vision, not as a supply of goods, and cryptocurrencies can be consideredteditiomal

currency on which both parties of such transaction agrfédthe court defined cryptocurrency

as digital means of exchange, digital representation of payment based on the agreement be-
tween parties and underlined that the transactions with invareof such a digital represen-

tation of value can be considered as digital service provision corftrag, transactions with

virtual items, including but not limited to cryptocurrencies anrdame tokens are considered

as transactions of digital contesupply and the respective consumer protection rules applied

to paid service contracts should be applicable.

After the explained case was ruled, the research on virtual currencies significantly went for-
ward and the nature of virtual currencies was ddfioie the Union level. Firsthe European
Central Bank explained the position on defining cryptocurrencies as a digital representation of

a monetary value, whiotan be used as an alternative to established money varigfidier

430 id.
4311hid.
432bid.
4331hid.

434 Virtual currency schemed a further analysis, European Central Bank, 201&vailable at:
https://www.ecbh.europa.eu/pub/pdf/other/virtualcurrencyschemesen.pdf
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that, in theDirective on the prevention of the use of the financial system for the purposes of
money laundering or terrorist financing (hereinafter referred taiasti Money Laundering
Directiveo), the definition of wvirtuwmeld curre
differences in the interpretation among member states by fitting alternative payment methods

in already existing frames of electronic money or financial securities or even proglated

legal framework.

The Anti Money Laundering Directive definedi r t ua |l @ digital epresgntat@rsof
value that is not issued or guaranteed by a central bank or a public authority, is not necessarily
attached to a legally established currency and does not possess a legal status of currency or
money, but imccepted by natural or legal persons as a means of exchange and which can be

transferred, stored and traded electronicalfy/®

Virtual currencies are put under the scope of the digital representation of value on the Union
level, not money in thé&raditional sense. Virtual currencies can be considered as a counter
performance for the digital content supply or digital service provision contract. Therefore, the 156
consumer is entitled to the set of guarantees described by the Digital Content Dirbdgve w
performing transactions with virtual items, including but not limited to transactions with virtual
currencies or irgame tokens. The parties contractually agree to accept specific monetary value

as a means of exchange within the course of the bugieles®nships and transactions on

purchase of such items would be classified as paid digital service.

Important to underline that the notion of virtual currencies explained above is defined widely
and does not cover only wédhown cryptocurrencies based blockchain technology, such
as Bitcoin, Ethereum or Altcoin, but is as well applicable to various alternative digital curren-

cies, such as stablecoins, Aongible tokens (NFT) and igame currency.

From the regulatory point of viewirtual currenciesr digital tokens are differentiated into

thefollowing categories:

(1) Payment tokenk digital representation of mean of exchange with the main function of

counterperformance in exchange faparticular service atem;*®

435 Anti-Money Laundering Directive, note 424.
4BWe i n g a1 rote 418.
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(2) E-money token a type ofdigital asset used as a means of exchange that maintains a
stable value by referring to the value of a fiat currency that is considered as a legal
tender?3’

(3) Utility tokens’ digital representation of the right or a particular service with the main
focus onthe serviceusage!® Utility tokens are often accepted only by the issuer of a
utility token?3°

(4) Asset token$ digital representation of a share or an asset with the main focus on in-
vestment in a particular valdé®

(5) Assetreferenced tokena type of digtial asset that maintains a stable value by referring
to the value of several fiat currencies, several commodities, several-asgats, or a

combination of such assétg

Stablecoins, such as Facebook Libra or Diem can be defirfipdyasent tokes s the value

of the virtual currency is stable and the token itself represbatsiears of exchange foa

particular good and service, where acceptéNon-fungible tokens, such asllectabledigital

art pieceg can be considered @asset tokes ¢es thevalue of such NFTs changes and rep- 157
resentghe interestof theNF T & s o wn e r .*4cBn bg considéred ésn a-money

tokerd asit represents centralized measf the exchange connected to the currency that is a

legal tendei Yuan. On the othehand, h-game tokens are representing a valuapdrticular

digital service, a right for a player to obtain digital service from a game developspexific

virtual item ona particular gaming platform. Thus,-game tokens can be definedfasility

token® based on the abovmentioned classification.

Important to underline, that the traditional means of exchange, thus, fiat money, are centralized
and accepted by various traders in the country or region based on the legal order or international
agreements applicable between national states. All traders located in the specific jurisdiction

437 Crypto-Assets Directive, note 426.

4BWe i n g Ty rote 418.

439 |bid.

440 id.

“4lWwe i n g 5 note 418,

442bid; The Swiss Financial Market Supervisory Authority, Stable coins guideFilgb)A, 2019, available
at:
https://www.finma.ch/en/~/media/finma/dokumente/dokumentencenter/myfinnveillitneng/fintech/wegleitu
ng-stablecoins.pdf?la=en&hash=70408DDE78369718148808FD4784E742373A0140

443 Information on NFTs on OpenSea platform, availablétips://opensea.io/

444 Information on digital Yuna, avaiable #titps://ecnydigitalyuan.com/
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are obliged to accept certain means of exchange if that is defined on the national level. Alter-
native payment methods, on the other hand, have limited acceptahaesaoften limited to a
particular industry or technological solution. Alternative payment methods or virtual currencies
acceptance by various businesses depends on the legal framework in the jurisdiction of the

business establishment.

Member states of the European Union are free to detethmmeeans of payment accepted in

the country. For example, in Switzerlantle Swiss Financial Market Authority introduced
licensing procedure for stablecoins, which are consideradligstal repesentation of money

with a stable value, amnalternative to money ithetraditional sensé&*® Such stablecoins are
anintegral part ofthe Swiss national payment systéffi. Thus, stablecoins transfer can be
considered a paymentibfeprice of thecontrat o r ¢ 0 n s {enfermance undeéhel nt e r
Swiss legislation.

Looking into thegamingfriendly jurisdiction of Malta, it can be seen that Maltese legislation
adoptedaninnovative approach regarditige means of exchangeeceptabland, particularly, 158
a monetary stakeBased on Malta Gaming Acthe monetary stake is definédiicurrency
accepted as legal tender in the jurisdiction or jurisdictions of its issue, virtual currencies, units
of value, tokens of value, goods, services and@mny ofproperty which may be traded, sold,
converted intopr otherwise exchanged for money, goods or seiteJ herefore, following

the aboveprovideddefinition, not only fiat money but also-game virtual tokens and crypto-
currency can be considered asnonetary stake or monetary value and represent means of
exchangeThe abovedescribed regulation is applicable to the gambling transactions within
Maltese gaming industry, however, can servarasxample ofaninnovative approach to the
modern economthat facilitates various alternative payment methods and the use of new tech-

nologies.

Notwithstanding the legal framework applicable to the business relationships, following the
freedom of service provision and principle of freedom of the contract, thegare free to
define the counteperformance expected and accepted for the particular relationships. The par-
ties are free to determine alternative payment methods as a price of the contract unless other-
wise prescribed by the applicable law. Therefore, ifayer and the gaming developer can

445 Stable coins guidelines)ote 442.

448 | pid.
447 Malta Gaming Act, available at: https://legislation.mt/eli/cap/583/eng/pdfl

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

agree contractually on the price of the contract and price of virtual transactions within the scope
of the subscription contract and, the relevant, consumer protection framework should take that
into account as a valikemuneration and apply relevant consumer protection and mandatory

contractual provisions equally to the paid digital service provision contracts.

Taking into account the aboweentioned, igame tokens, cryptourrencies, stablecoins, NFT
can be considedeasadigital representation of a value atldereforethe contractsconcluded
with theinvolvementof such tokens can be definedeatigital service provision contract with
the respective applicability of the Digital Content Directive and consumenigfeas pre-
scribed in the relevant legal framework. Such a digital representation of value as-peunter
formance would represent a monetary interest of a digital service (particular virtuaintem

game tokeror access tthegaming platform).

Transactions with intangible virtual items between the player (the consumer) and gaming com-

pany/intermediation service platform/collaborative service platform (the trader) in exchange

for monetary interest fall undénedigital servicdegal frameworkas follows 159

Object of a contract Price of the contract| Contract type Contract subject

Virtual item Fiat money Service contract | Digital service

Virtual item In-game token Service contract | Digital service

Virtual item Crypto-currency Service contract | Digital service

Virtual item Virtual item | e | e

In-game token Fiat money Service contract | Digital service

In-game token Crypto-currency Service contract | Digital service

Virtual item Personal data Servicecontract | Digital service

The gaming EULASs or Terms of Service contract, in which the consumer is expected to transfer
the virtual currency, personal data, purchasgame tokens, or tepp gaming account with
electronic money would be defined as a @igservice provision contract and, therefore, a par-
ticular mechanism regulating the notion of digital services should be applied to such transac-

tions, for example, the specific information requirement or rules on conformity. However, it
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canbeseenthategh Af reed contracts or gratuitous sub:s
virtual item is exchanged for another virtual item (p@epeer virtual items exchange) are out

of the scope of the Digital Content Directive application.

Even though after thadoption of the Digital Content Directive and Digital Goods Directive

various questions arising froomline digital content purchase were addressed, however, with

fast technological development current narrapproach to theegulations cannot grant a

proper level of consumer protection asignificant amount of the player versus developer
relationships. Gratuitous digital content, including but not limited to access ttofptay

video games, can servease X a mp | egregd r & ehde ifin t hsemeBEpwteaddigne an c
and ecommerce framework® Notwithstanding the difference in consumer protection treat-
ment,the free or paid character of the digital content does not change the consumer expecta-
tions both regarding the quality of the digitaintent and regarding the level of the legal pro-

tection44?

In the authords opi ni on,gratuitbestontent, astabtisedd inthé t {66
European Union, is not fulfilling the main purpose of the consumer protection laws and e
commerce rgulations. The relevant Consumer Rights Directive, Digital Content and Digital

Goods Directive should be applicable to free digital content asavélie separate legal frame-

work to be adopted.

C. Intermediate Conclusions
The present part looked intbe alternative payment models available in the gaming market
that is used by the gaming platforms and gaming models in order to facilitate price obfuscation
and to benefit from the lack of the regulatory framework in relation to the gratuitous contracts.
Particularly, the author examined the legal framework applicable to the contracts where the
consumer is expected to transfer personal data as cquantermance for the gaming platform
access as well as investigated the legal statusgdnme tokens, vual currencies and Block-

chain platforms in the EU in the scope of the digital service provision contracts.

Under the Digital Content Directive,-peper sona
formance in Afreed contteatodos tthd doestmet e

sumer protection framework was expanded in order to ensure specific mechanisms from the

448 Narciso M, note 69.
449 pid.
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trader focused on data protection, transparency and consumer protection. While examining the
nature of legal relationships betwettre developer and the player in relation to the personal
data transfer as countperformance, it is important to determine the purpose of the personal
data collection on a cadw®-case basis in order to understand the scope of the consumer pro-

tection franework applicable under the GDPR and European consumer protection laws.

Moreover, the author determined that the transparency requirements in relation to the purpose

of data collection and data transfer are not fulfilled in the examined EULAs and Ppiviacy

cies of the popular video games. The gaming platforms create a contractuaiggakdfory

approach that contradicts principles of consumer protection and data subject protection ac-
cepted on the EU level. Such a business model, in whictidrnelay video games are adver-
tised as Afreeo, however, de facto expecting
in personal data or any other monetary value should be considered as discriminative over the

direct remuneration contract and offline prodygurchase agreements.

Apart from the personal data transfeansactions with intangible virtual items in the gaming 161

industry can be concluded using the following exchange schemes:

(1) items are directly purchased in exchange for fiat money omdh@ng platforms
(transfer is made per each migransaction separately or the player is required to
deposit fiat money on an-game account);

(2) items are purchased in exchange for cryptocurrency, which was obtained in exchange
for fiat money;

(3) items are prchased in exchange for-game tokens, which, on the other hand, are
purchased prior in exchange for fiat money or cryptocurrency (also purchased in ex-

change for fiat money in advance).
Moreover, access to the digital product can be obtained by a player:

(1) for free,
(2) in exchange for personal data transfer;
(3) in exchange for fiat money transfer;

(4) in exchange for virtual currencies.

Therefore, irgame transactions, where the virtual item egame token as a virtual item is

exchanged by the gaming company omgsay platform for fiat moneypersonal data,
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cryptocurrency or any item with contractually agreed monetary value, would be considered as
paid digital service consumer contraatsd should enjoy the same level of the consumer pro-

tection guarantees as comtiawith the provision of fiat money transfer

2. EULA as a Subscription Contract. Unfairness Test andTranspar-
ency Requirements

According to the study conducted by the DG Connect of the European Commission, most of
the EULAs or fi Tcentravksarestandar® tormwcontraets? dhis situation is

regular in cases where the trader, or online platform, is dealingawitnificant amount of
consumers and business partnerarirautomateway *>* Sucha EULA regulates not onlghe

access to,dr example, fre¢o-play video games, but as well as to theld-in paid content

available in such a virtual worléh payto-play video games, the Terms of Service or EULA

fall under the scope of thmnsumer law protection as the player is requireda@cged with

the remuneration for the digital content provided by the game developer, notwithstanding the
further availability of the buildn paymentsOn the other hand, in free-play video games,

the contracts considered as gratuitous as free of the contract is not prescribed directly in 162
the agreement, however, a playes Anopportunity to purchase paid digital content later on,

whensucha player is bound by the gratuitous contract provisions.

The present part will examine the issugsiag from the standard term contracts with a hybrid
naturei gratuitous access to the gaming products with the availability of t&nre payments.

The author willanalyse the consumer protection guarantees applied to the gratuitous subscrip-
tion contrats and, in particular, transparency requiremasaasumer consent and thefair-

ness test for the terms dictated by the game developer.

EULA is a standard form contract, in which the player has no power to change any of its pro-

vi sions and, thus, the relationsh-tpréeavb et we e n
ito character. When the dgamefi®dwdibi ®© wvo dploayga
a player has no market alternative, as every video game is a unique virtual world. The player

has only one option in order to have the access to the conieratgree to standard terms

EULA, which, as will be explained further,icée unfair in relation to the consumer rights for

450 Study on contractual relations between online platforms and their professional usepriDéct,
European Commission, 2018, available at: https://ec.europa.eu/digiédmarket/en/news/studgontractual
relationsbetweeronline-platformsandtheir-professionalusers.

451 bid.
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digital content. Therefore, the player has a weaker position in the described relationships and,

therefore, the playerés consumer rights shou

The wageof standarderm contracts in business models targesingnificant amount of con-
sumers can be reasonable, howetreravailability of a specific fairness benchmark is crucial

for such mass contract®’ As perthe Unfair Terms Directiveall contractual provisions that
consumes had no opportunity to negotiate candubject to the unfairness tést Core terns
stipulatetheexception from such a requirement and are considered as negotiated by the parties,
however, still can bevaluatedy theunfairness test based thetransparency requiremefit:

The transparency principlen the scope of the contract termper se should be interpreted

broadly and should mean not only plain and intelligible languagedrgrammatical perspec-

tive, however, as well ashe determination of contratgrms beingunderstandable to the aver-

age consuméra ¢ o n s u meeasonaltlyowveli irdform@d and reasonably observant and
circumspeat *>® The average consumer should be able to read the terms of the tcanditac
evaluatewhether to proceed with further relationships with such a trader without hspag 163

cific legal knowledgé®®

As perthe study conductedby D . S t, ehk digital #6rmg @f businesrore often
suffer fromalack of clarity instandard terms and conditions provided to the consuemat to
limit trader$liability andrepresent imbalanced relationships benefiting tratéfsaking into
account the fact thapecific onlinegamingplatforms per se represent unique progoct the
market andften takethe dominant position in the industrihe minimum/level of the harmo-
nizedconsumer protection @hanisnshould be not only prescribed on iemmunity level

but also effectively enforced.

2K r ¢ @.@8tudy on contractual relationships between onglagforms and their professional usgEWC
JUST/2015/PR/01/0003/Lo{02, 2018, available at: https://op.europa.eu/en/publicatétail -
/publication/b3d856d488511e8beld0laa75ed71al/languaga

453 Case ©92/11, RWE Vertrieb AG v VerbraucherzentralerdrheinrWestfalen eV, Judgment of the Court
(First Chamber), 21 March 20l€& ase C26/ 13, Kg8sl er and K8slern® RE8ba
Chamber) of 30 April 2014

454 Case C26/13note 453Case C143/13, Bogdan Matei and loana Ofelia Mateiv S€EVk s bank RomoOni
SA, Judgment of the Court (Ninth Chamber) of 26 February 2045e €96/14, JearClaude Van Hove v CNP
Assurances SA, Judgment of the Court (Third Chamber) of 23 April 2015.

455 Case €210/96, Gut Springenheide GmbH and Rudolf Tusk9berkreisdirektor des Kreises Steinfurt
Amt f¢r Lebensmittel ¢berwachung, Judgment of the Cour

% Case G191/ 15, Verein f¢gr Konsumenteninformation v Am
Chamber) of 28 July 2016

BTKr ¢ G.enote 452.
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From the European consumer law perspectherelevant legal rules affecting the contractual

parties are different for gratuitous and paid contracts. Therefore, a different set of consumer
protection legal requirements will be applicable to-paplay and frego-play EULAS. The

present part wilfocus on freeo-play video games and will examine in detail whether the so
called Afreeo subscription contracts rules ¢
and paid digital content. Particularly, the present part will analyse the un&iesésnd trans-
parency principlebs application to various T
vel oper, including but not | imited to the ¢t
free-to-play video games and choice of law. Core teand choice of law provision were se-

lected as main provisions impacting the effective legal protection of the consumers, as the price

and the subject of the contract determine whether the player would enter into specific legal
relationships, the choice #w will determine whether a specific player will take legal action

in case of any legal breaches.

A. Hybrid Business Model 164
As explained above, in frae-play video games, the game developers tend to use hybrid busi-
ness model and price obfuscation mechani sms
the game patrticipation can facilitategame purchases from players ooty to improve the
gaming experience, express own creativity but as well in order to obtain advantage amount

other players and to pass to next level following the gaming scenario.

Apart from the coverage of the legal relationships under the gratuitmisact provisions,

various gaming platforms characterise fte@ | ay vi deo games as #AnAfree
games include buikl n pay ment s. For exampl e, t he home
st at eEVE @nane is & communigriven spaceship MMRPG where players can play

free, choosing their own path from countless optidfsHo wever , at t he same
Onlineo, the player is abl e to pgamecidkens, e pac
skins, extra skill points and virtual pilotathing for 230 Euros in tot4P® As explained in the

previous chapters, such practice can be considered as unfair and misleading.

Indeed, players have the possibility to choose whether they would like to play for free, or they

would like to gain benefitiacing other players, especially, in MMORPG games, by purchasing

458 Information on EVE Online, available dittps://secure.eveonline.com/?lan=de
459 |bid.
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digital content from the dame developer. However, the legal status of both categories of players
is established under the same contiastandard term EULAThe modality of contractual
relaionships and the modality of the functionality of the virtual world can facilitate clarity in

relation to the consumer s and traderso righ

the applicable framework.

Notwithstanding the aboveylffering gratuitous software, the game developers benefit from
such software of gaming platform access distribution in various Wéngsbelow analysis is
relevant not only to the fre®-play video games, but to all gratuitous or freemium products.
Thetraders are interested in monetizing the product developed, and such a monetization can

be expressed as foll@fwhile the access remains de jure free of charge)

(1) Digital content is purchased exchangédor direct or indirecpayment,

(2) Digital content is freeaconsumer is expected to provide personal data in exchange for
free digital service,

(3) Digital content is free in order to widen the consumer database, however, advertisement165
placement in such a free product brings the main revenue-@iled payment with
data business model),

(4) Digital content is, in general, free, however, consumers are offeredibuidy-

ments?*60

Paid digital content supply or gratuitous digital content supply in exchange for personal data is
already regulated on the Eyean level, however, other business models listedesti&inin
thefigrey area o f r e*§ Evenathioiigb Mesnber states are freenplementspecific
consumer protection regulations for gratuitous contyactehich therevenue is gained from
theadvertisement or arlyy usingalternativepaymenbusiness modef$?however, taking into
account scalability and the crelserder nature of the gang industry,such an approach can

lead totheinterests o significant amount of consumers being disregardéen on the€Com-

munity leveladifferent level of consumer guarantegsgranted.

460 GhoseA. And H., Sang P ¢Estimating Demand for Mobile Applications in the New Econdmy
Management Science, ForthcomirZ)14, available at: https://ssrn.com/abstract=2378007; Grochowski
J a b § o nAo, et sl kMdgorithmic Transparency and Explainability for EU Consumer Protection: Unwrapping
the Regulatory Premis@dviax Planck Private Law Research Paper No. 2Qfitical Andysis of Law (CAL),
Vol. 8, 2021 available at: https://ssrn.com/abstract=3826415

461 oos M, Luzak J, note 378.

462 |bid.
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Important tounderlinethat the complexity of the business adebappliedshould be always

taken into accounwhile accessing the fairness aparticular EULA orfiTerms of Service

contract as in complex business relationships with various services prawieg@mbssibility of

unfair terms presence incread®sin a hybrid business model applied within the gaming in-

dustry, one set of provisions can cover bdfhaccess to thgamingsoftware,(2) intellectual

property rightof players and developel8) derivative workscreation (4) build-in payments,

(5) online marketplaceg6) peer-to-peer exchange§/) good conductegulations(8) privacy

and ever(9) antrmoney laundering requiremenguch complexity can lead to the unfairness

of terms applied and lack of the proper consequers 6 eval uati ons from th

the precontractual stage.

Therefore, it is crucial to implement specifitandardoenchmarks and backlist or greyladt

specific terms used industwyide in order to providanindicative framework on the uaifness

test ando facilitate informatiorprovision tothe average consumierrelation to theeconomic
consequences of the particular EULA specific casgghe length othe EULA or fiTerms of

Servic® ¢ 0 man haaecatnegative impact on the plagdamiliarize themselves with such 166
contractual provision®*However, in modern realities visualization of the informatioyper-

links, headlines andeparation per topics can facilitate clear and transparent information pro-

vision in complex legal relationshif®>

A business model of free access to digital content thelmclusion of buildin payments for
additional digital content provide middlegroundbetweerthe paid mobile applicationand
paid digital products, such as video ganaes] fully free digital content flooded with constant
advertisement®® Freemium products or free-play video games constitute a golden mean
between revenudriven modek satisfyingthe interests of traders at the same time facilitating

the user journey and overall product enjoyment for consumers.

The study shows that such a hybrid model whthinclusion of both free and paid contesit
establishedn order to gai higher market share by creatiagificial further demand®’ The

developers intentionally lower digital content prices when there is ainyildyment function

K ¢ G.enote 452.

464 | bid.

465|_oos M, Luzak J, note 378.

466 GhoseA. And H., Sang P, note 460.
467 | bid.
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available?®® Such an artificial demand creation lowering the price of the digital content or giv-
ing a free trial or free access to the digital product is common in virtual worlds, where consum-
ers argpopulatingvirtual worlds and adthg value to such by usareated cotent, creating a

story and interacting between each other. Thus, a devetopeerested imowering the price

of digital content of a collaborative nature in order to have a higher value of such a product by

engagingasignificant amount of consunser

As explained in detaih the previous chaptersaders apply provisions of an intellectual prop-

erty right framework and/or bind their consumers with gratuitous contrastthat include

limited consumer protection guarantekswever, at the same timalow microtransactions

Such an approads followed duetothéi gr ey zoneo i n t haeatingagul at o
misbalance between parties and facilitating unfair treatment in the gaming inMmtepver,

the study shows that older consumers are less sensitive to the price change in digital products,
while minors and young adults are significantly affed¢f@d.herefore, it is crucial to analyse
theapplicable legal framework to such a hybrid (paid and free content in one product) relation-
ships in order to ensure that consumer rights and rights of minors applicable both to the paid

and to the free content are taketo account.

In order to determine the actual nature of legal relationships between parties and the legal
framework applicable when no clarity is present in the contract itself, the Schottelius test can
be appliedimportant to underline that thest onthemain subject of the contraekplained by

CJEU intheSchottelius case should be appleth care. In the above, explained case the court
stated that the main subject of the contract was the service proamsiomotwithstanding the
additionalwater pump supply the service provision legal framework should be apptéd.

When applied to the gaming industry, the main purpose of the business relationships and inter-
ests of the parties should be analysed in each particulafftasiaterest of the gameddoper
would be focused on revenue, however, -t he wa
performance should be taken into account. In cases, when the revenue is obtained from build
in paymentspnce the consumer optad for paid digital content, such contract should have

been qualified as paidigital content supplyln order to avoid ay corfusion ina practical

468 | pid.

469 | pid.

470 CaseC-247/16, Heike Schottelius v Falk Seifert, Judgment of the Court (Tenth Chamber) of 7 September
2017
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applicationwhile paid and gratuitous digital content are regulated utiteseparate legal
frameworks the issues connected wititie application othe Schottelius test to hybrid business

modelsshould be clarified on th@ommunitylevel.

Considering the aboveentioned, the players are subject to complex legal relationships cov-
ering including but not limited to intellectual property rights, consumer obligations, platform
usage, good conduct rules and antiney laundering obligatienWith the application of such

a complex hybrid contractual model, the possibility of unfair practices resulting from the self
regulatory approach and standard term usage is increasing. In order to ensure transparency and
balance between parties, the modantractual approach, where the player will have a choice

to optin for additional obligations going out of scope of the gratuitous subscription contract
(i.e. paid content) is advised by the author. Moreover, the modal contractual approach should
correpond to the specific gaming interface by locking the gaming functions that the player did
not give consent for under the gratuitous access request can facilitate fair treatment in the gam-

ing industry
168

B. Consent of the Consumer
The standard term contract pernatureestablisheaii t atkoeleavei t 6 appr oach cr
priori misbalance between parties in bargain paweregotiate individual terms by depriving
the consumeof the freedom othoice*’* As a general rule, in order to concludeamtract a
mutual agreement of both parties is required, thus, mutual cdri$knthe online environment
in certain scenario# can be complicated to distinguish whetheertain partyhasexplicitly
shown consent for the contract as a wholdpoila separate contractual arrangenféhhe
study concluded by the European Parliament establishes that the freedom of choice is signifi-
cantly deprived in online contracts compared to offline ones and, therefore, digital content sup-
ply or digital service prasion contract should hawehigher level 6 consumer protection in
relation to the consent of the consurftér.

According to the current practice, mostfteep | ay vi deo games are regu
of Servicedo or EULA, which represent provi si

agreement, not consumer contract, as explained in the previous chaptever, such free

471 oos M, Luzak J, note 378.
472Bedir C, note 370.

473 oos M, Luzak J, note 378.
474 oos M, Luzak J, note 378.
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to-play video game subscription bears characteristic both of licensing agreemenaand-of
sumer contract. Therefore, specific legal regulations of consumer consent fantpaijdnents
availability should be communicated to the somer in an open and clear marntigrwhich

will be examined in detail further.

As explained above, gratuitous single subscription contracts includeitbyisyments, there-

fore, freeto-p | ay vi deo game si theyiacludeatmondtary imesstoftheer s e
game developer. Thus, the possibility for bdiidoayments should be directly prescribed in

the contract and the explicit consent of the consumer is required to be requested every time
when new builin purchase needs to be authori2€dTherdore, even though the consumer
subscribes for Afreeodo digital service, each
scope of the main subscription terms and would require separate explicit consent. In order to
facilitate such consent, the modgldf contractual arrangements as well as the gaming inter-

face is required.

From the perspective of explicit consent for the contract conclusion itself, certain companies 169
foll ow avrialproo wgbile aceessing a specific digital service, the comesr is

not explicitly familiarized with fATerms and
and consent is assumed when the service is directly accessed through tHaslick com-

mer ci al practi ce, e s peci wded, gan ke ggndidereddas umfait h i n
and the legal validity of such consent is under the question from the perspective of the General
Data Protection Regulation and national laws of certain Member $tates.

Theinclusion of general provisions dhe possibility of further payments in the subscription
contract can be considered as a contradiction to the Consumer Rights Diféets/the con-

sent ofa consumers supposed to bédocumentedn a clear manner, thus, the consumer has to
take positive actin.*®® Such a positive action can be concluded as sufficient, when a player,
for example, has to enter a gaming account passwqudssanadditional step of verification

prior to each purchase concluded via the gaming account under the free subscniytamt. co

475 Consumer Rights Directive, note 28.
478 |pid.

477 oos M, Luzak J, note 378.

478 | bid.

47 Common Positiomn "in-app purchaseshote 10.
480 DG Justice Guidance Documentte 127.
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The gaming company cannot apply default settings for consumer consent (consent on de-
fault).*®! Moreover, the trader is also required to provide a specific time slot for the consumer
to validate and explicitly agree to the additional purchase arisimg the free subscription
contract*®? Any default consent provisions under the subscription contract, automatic with-
drawals from a bank account, as well as automatic payment proceeding fgamenwallet

topped up with gamspecific tokens acquired prido inrgame transactions without explicit
secure and timegalidated consentvould be considered as neompliant with the European

consumeiprotection requirements.

Notwithstanding the abowmentionedyarious digital service providetsnd toabuseéhedom-

inant position on the market add notrequesexplicit consumer consent for varieties of con-

sumer obligations to arise within the scope of gratuitous digital service provision or digital
content supply®® For example, irthe Facebook Germany cagée Bundeskartellamt stated

that Facebook was collecting personal data in exchange for gratuitous service without explicit
consumes® consent in order to per sooffeatdrgetedead-di gi t .
vertisement®* A similar situation is pesent in the gaming industry, where game developers 170
offer unique video gansghat also take advantagéthe social interactions and user experience

establishinga dominant positiorin the market.

The game developers take prior consent for ajlame purbases as part of gratuitous contract

as a standard practice. For exampl e, Blizza
Warcraft and Diablo video gamé®)s t i p ulbby placamg an order on the Battle.net shop,

you agree that you are submitting a ¢himg offer to purchase digital content, such as digital

versions of Blizzard interactive games and digital content for Blizzard products or service from
Blizzard Entertainment, I nc. €é Your order is
has sentgu a Confirmation Email. You hereby expressly agree that the supply of digital con-
tent and the performance of Blizzardds serv

email 4% sent. o

481 Common Positiomn "in-app purchaseshote10.
482DG Justice Guidance Documentte 127.

483 oos M, Luzak J, note 378.

484 |bid.

485 Information on Blizzard Entertainment products, availablé&tps://www.blizzard.com/ens/games/
486 Blizzard Entertainment EULA, note 163.
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Considering the abowaentioned consumer guarantees and requirements for explicit consent,

it can be seen that Blizzard Entertainment deprive players of any possibility to provide explicit
consent prior to purchase, on the opposite, such consent is givee stage of the gaming

pl atformsd access acquisition when the playe
would be required. Moreover, the purchase is confirmed via email without a specific time given

for the consumer to confirm an orderaoright to withdraw from the contract. Thus, according

to the aboveexplained contractual provisions, even when a player misclicked on the purchase
button for the virtual item on the gaming platform that would be considered as valid consent

from the perspdive of the trader, that creates a significant misbalance between parties and
provides economic burden to players under the gratuitous contract without a possibility to abort

wrongful action.

In the aboveprovided example, inrder tocomply with requirements and to request specific
explicit consumer consent, Blizzard Entertainment could have sent an email to request a player

to confirm a purchase within five minutes from such email receipt. However, the game devel-
oper decided to stipate default consent contractually, which is against the consumer rights i

protective mechanisms provided by the Consumer Rights Directive.

Taking into account the economic value of personal data in modern realiigismentioning

that the personal dapaovision from the consent in free subscription contract can lead to certain
implicatiors in relationto the validity of the contra¢f’ Analysing Digital Content Directive,

it is still unclearwhether incorrect or fake personal data provision will implaetvalidity of

the contractind theconsent of the consumer for free and paid senasewell as théurther
performance under such digital content supply or digital service provision agréé#ieont.
example, if the pl ay e raldatatoeguestienontsepnopersubect el s e
of the consent would ari$&’ As amitigating factor relevant identity verification should take

place on gaming platforms in order to ensure that no data fraud (when data transfer is required

as counteperformance) and no money fraud (when monetary value transfer is required as

counterperformance) takedarce.

487 Bedir C, note 370.
488 Bedir C, note 370.
489Bedir C, note 370.
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Addressing the provisions of the General Data Protection Regulation, it is expected that consent
for personal data transfer should teely given and freely withdrawtf® The concept of
Afreely giveno consent 2andddoftheGeaexapData Protestibn by t
Regulationwhich stipulate that the consent of the data subject would be considered as freely
given f:

(1) such data subject has genuine or free choice,

(2) data subjedis able to refuse or withdraw froenconsent without deitnent

(3) data procession has a valid legal ground in cases when there is a clear disbalance be-

tween partie$>!

Moreover, in the doctrinthefollowing conditionsare specifieds essential for the freely given

consenin the data protection regulations

(1) the consent is given on the basis of specific and comprehensive information;

(2) the data subiject is fully informed on the consequeatssch consent,

(3) there was no pressure on the data subject in terms of the aimeiftioglldata and 172
obtaining access toarticularservicewhich the data subject regardsessential

(4) the consenthas not been given under amgnetary pressure which means as a counter

performance for the benefits receivéd

Considering thebovep r ovi ded expl anation of the data s
Data Protection Regulation, it can be concluded that if the consumers are required to provide
their consent for personal data usage for the purposes that differ frong hesessd a service

or for the performance of a contract, then it is very likely that such data subject consent is not

free, and thus it is not valid under the General Data Protection Regdftion.

Mor eover, such consumer 6s ¢ o osage shouldfbe neprep er s o |
sented as active consent, thus,-tirked boxes or autpopulation cannot be considered as
valid consent under the General Data Protection Reguf&fidime consumer has twnclude

positive action in order to agree on such a counterr f or mance for under i

4% General Data Protection Relation note 391.

491 id.

42 Bedir C, note 37QRestaG., Digital Platforms and The Law: Contested Isfudtedialaws,2018.

493 Malgieri G., &Jserprovided personal content in the EU: digital currency between data protection and
intellectual propertyd International Review of Law, Computers & Technology, 32:1, DOI:
10.1080/13600869.2018.1423887

4% Bedir C, note 370.
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contract.Thus,for consenfor data transfeto be valid, a player should be clearly informed
regarding the consequences of such data tramséarly understand the purposes of data col-
lection,andhavea right to withdraw the consemind conclude a positive action to give such

consent

Considering the abowveentioned the relationships betweehe gamer and the gaming com-

pany cannot be limited only the intellectual property law framework, as in this way trades
attract consumers (incl udi #rgnsaations and due tothet h  fi
gaps in legislation gain billions revenue without granting proper consumer protection to
millions of consumersThe game developer must comply wikie consumer protection guar-

antees established in the European Umvbile targeting European consumers and should be
obliged,including but not limited, to inform the player on the possibility for further payments
during the game, to provide the player a time to thiolprovide transparent information on
personal data collection and usaigeask the player for the specific dixft and clear consent

every time such payment will be proceeded. (by using a password}-or the purposes of
transparency and the playersodé consent, t hle73

gaming interface respectively should play a alle.

C. Transparency Requirements inRelation to the Price of the Con-
tract

The transparencsequirements fothe contractual obligatiorare stipulated in various Euro-
pean directives and regulations as well as national laws of the Member states. il stasida
ness relationships it is assumed that thegmere able individualljo examine and negotiate
theterms of the contract, however, in situations where the consumer is in a weaker bargain
position, particularly in standard term EULAS, certain legglirements for information trans-

parency are imposed on tradéts.

As per the ECommerce Directivegeneraltermsand conditions should be available to the
consumes in a manner that allows such consumer to store and reproducé®fremtiowing
theUnfair Terms Directiveall written contracts should be composed in plain, intelligible lan-

guage’®” Moreover,national laws Erench and German law, for expl®) requiretransparent

4% Mak V., note 371.
4% E-Commerce Directive, note 26.
497 Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consuraetracts, OJ L 95
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disclosure of the information regarding the subject matter of the contract and essentf&fterms.
CJEU as well expressdiae opinion that the consumer should be inforrpedr to the contract

conclusion in relation tthe terms and the potentialsequences to such terff.

As explained above, in the gaming industry, the consent of the consumer feinlpalgnents

undera free subscription contract cannot be expressed only by acceptisgatitard term

EULA. By sgning EULA in order to access frée-play video gamethe player is not informed

of the total price of the contract. Moreover, generally EULA neither includegspons re-
garding the total price of the goods or services nor describes the manner in which the price is

to be calculated, as required per Consumer Rights Dire€five

The ability ofthe consumer to be informed and foresee economic consequences istioge of

main conditiongequiredin order to satisfy the transparenaypovisionsprescribed in the Eu-

ropean regulatory framework. Suahrequirement will be fulfilled if the preontractual infor-

mation available to the consumer would facilitate for the comesumbe reasonably well in-

formed and reasonably observant regarding the consequences of the ertrectonsumer 174
needs to be well equipped witire knowledgeand data in order to make a decision and wise
consumer choice?? Thus, the consumer should imea position to evaluate not only one term

of the contract, however, terms in the scope of the legal relationsghépsellbeing of the
consumer and economic outcoffiéln misbalanced relationships between parties, particularly
standard term contracts, the transparency requirement should be understood in the broad sense
taking into account the level of knowledge of the standard conslifner.

In video games particularly,ith a significant involvement of minors and absence of age ver-
ification, such misbalance can trigger the unfair consumer treatment, when a player agrees for
a gratuitous contract, howeveés,unaware of further economic consequences, amount to be

paid to he trader as a result of build-prayments. Moreover, &xplained previously, certain

%BCartwright, o6 Defects of Consent in Contract Lawp in AS
4th edn, Kluwer Law International 2010.

49 Case €92/11,note 453CaseG1 8 6/ 16, Ruxandra Paula AndrcitciSuac, and
Judgment of the Court (Second Chamber) of 20 September 2017

500 Consumer Rights Directive, note 28.

501 Sitnik P., dThe Dual/Multiple Nature of 'Plain and Intelligible Language' of Unfair Terms in Consumer
Contracts under European Law and Rislish Transpositiol Polish Yearbook of International Law, Vol. 38
2018,available at: https://ssrn.com/abstract=3448254

502 CaseC-143/13 note 454.

503 Sjtnik P., note 501.

504 Case C26/13ote 453.

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

video games require a player to provide credit card details on the registration as part of the
pl ay er &aemplptionardfurtherpurchases are charged automatic&@luch an approach

can be considered aviolation of transparency requirements by the game developers, if play-
ers are not explicitly informed about paid content and if traders do not repeat such an infor-
mation and obtain explicit consent before eachsaations concluded under the gratuitous
contract frameworki-ulfilment of the transparency obligations by the traders is considered as
fundamental importance for the European consumer protection fram&tiries,applicabil-

ity of transparency requiremesio the price of the contract in such a hybrid models agdree

play video gamess crucial for overall players protection in the gaming industry.

Worth underlining that a requirement for a term to be expressed in a plain and intelligible
language doesot correspond tthe solegrammaticabnd linguistic representation of the con-

tractual provisia and the broad interpretation should be appfeds will be explainedn

detailfurther, game developers include vague terms ofotlmving possible payment obliga-
tions, for esonmem@spdcts of thesgamewill aequirgiyou to pay@fee rthefi

services will may require you to pay adée® As an analogy, following th&uropean court 175
practice on the applicability of the transparency requirements, it can be summarized that such
vague tehanges in ths moiey maét® o r possibility to pay later i , as in tl}
present case cannot be considered as drafted imaniliigible language even when despite

grammatically and linguistically corrett®

Therefore, in order to satisfy transparency requirements game developers have to inform play-
ers explicitly on terms and conditions of further payments and explain fohwtbms and in

what circumstances payment will be required. Such an obligation should be fulfilled and an
explanation on the further payment should be provided in detail, especially, when video game
offers to purchase not only digital content of aesthetlue (skins, avatar clothes, appearances,
environment design), but also of functional items. Functional virtual items can provide an ad-
vantage for the particular player over other game participants, can be mandatory in order to

pass to the next level ine game or participate in additional rounds or unlock specific game

05Case @226/ 12, Constructotgn®ciocMpa®od&A Cl Vas®z, Ju
(First Chamber), 16 January 2014.

506 Case €186/16,note 499

507 Riot Games EULA, available atttps://www.riotgames.com/en/terré-service#id.wabv53mhvtlz

S8 \War Gaming EULA, available alittps://legal.eu.argaming.net/en/termsf-service/

509 C-143/13 note454.

510 Sjtnik P., note 501.
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scenarios. Such functional items purchase significantly influence the digital service regarding
which the player was initially informed and can be considered as a breachooinpractal

information obligation and transparency requirements.

The transparency obligations in contractual relationships are aimed to protect the interests of
both parties, protect the interests of consumers when bargain power is significantly reduced in
standard term contracts and as well as to eliminate the pigsibil the consumers to be
bonded with unfair hidden terms in subscription contracts when the content is advertised as
gratuitous, however, the consumer is required to provide credit card information for automatic

payment processing or abolish certairelesf privacy by sharing the personal data.

In modern digital realitythe transparency of data became a complex issue, where the consumer
might not fully understand the services provided due to the knowledge gamatual tech-
nological solutionas wel as might not have a proper overview on the price of the contract
when the services are positioned as free, however, the consumer is paying with the personal
data®!! or further buildin payments availabl&tudies have shown that the consumers do not 176
readfiTerms and Conditiorian the click-wrap contract especiallyin case thecceptance of
suchiiTerms and Conditiorisis linked to the digital content downloatf. This gives a con-

sumer an impression that the contract is executed once access to theatitgtatlis granteet>

The ame can be apgilto the gaming industry, the consumer or a player can have an impres-
sion that the contract is executed once the digital content asgeasted (both in pajo-play

and freeto-play video games). In such a case, the transparency of the gaming company in
regards to the price of the contract and further obligations should be maintaiaddgber

level, particularly, considering significaminorsd i n v o | theggameng industryn

Following the provisions of the Unfair Commercial Practice Directive amended under the New
Deal for Consumers Directive, it is stipulated that all distance contracts should indicate the

following information pior to the conclusion of the contract:

(1) the nature and main characteristics of the goods or services provided,

511 Mak V., note 371.

S12Custer8., 61 nf or med Consent in Social Medi aPdsmal. The G
Dat a Pr ot ,d@ Journalrof Lawaandechnology 2013 B°R.,i{& psSel 6 Trained to Acc
Field Experiment on Consent Dialogsé in Proceedings o

Systems2010; AcquistiA., 6 Nudging Privacy: The Behmat,dSeavbity Ec on o mi
& Privacy Economics2009.
513 bid.
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(2) the identity of the trader,

(3) the total price of the contract,

(4) the right of withdrawa(with certain limitations as per applicable law)
(5) the duation of the contract,

(6) the conditions for terminating the contratt

Thus, transparency regarding the price of the contract is a mandatory requirement in order to
comply with the European consumer protection framework. IR@@ay video games with-

out the possibility for builein payments, the price transparency requirements are usually met
on the stage of access to such-pmplay video games. However, having a look at the-foee

play video games as well as payplay ones with the availability of idd-in payments in the

gaming interface facilitating consumer purchases of additional digital content, the total price
of the contract as well as the scope of digital service provision is not so straight forward. The
consumer is free to determine the scopéhe digital service provision itself on an ongoing

basis and the total price of the contract will be determined based on such selected scope. The
modality of such contracts and the gaming interface can facilitate transparency requirements177
and the detenination of the total price of the contract, when the player does not clearly
acknowledge and consent for buitdpayments, the interface should exclude such technical

possibilities as well.

The Unfair Terms Directive stipulates that the price of ¢batract should be written in plain

and intelligible languag#:®> TheUnfair Commercial Practices Directive as vesdtablishethat

fia commercial practice shall be regarded as misleading if it contains false information and is
therefore untruthful or in ahway, including overall presentation, deceives or is likely to de-
ceive the average consumer |, even i f the 1 nf
price or the manner in which the price is calculated, or the existence of a specific price ad-

vantageo°®

514 New Deal for Consumers, note 387.

515Unfair Terms Directive, note 497.

516 Consolidated text: Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005
concerning unfair businego-consumer commercial practices in the internal market and amending Council
Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the European Parliament and of the
Council and Regulation (EC) No 2006/2004 of the European Parliament #yel@ouncil (Unfair Commercial
Practices Directive)OJ L 149
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Moreover, price transparency requirements were investigated in various court cases on the Eu-
ropean leveseeking the proper interpretation of such a consumer protection guarantee and its
applicdion in practice As aresult,it was clarified thathepricetransparency requiremestip-

ulated inthe Unfair Terms Directive shoulbe explaired asthe requirement to express the

price of the contract contractually in a widnatthe consumer igplacedin a posiion enabling

such a onsumer taevaluatehe economic consequenaassing from such a contracy,

Analysingvarious gaming EULAs availablen the marketit can be concluded that the price
of the contract is generally not stipulated or only a possibility of the paymentspraris
statedwithout a clear indication in Wwich manner such price will be established laterFar.
exampletheflLinden Lalb EULA (thefiSecond Lifé video gameprovided a vague explana-
tion onthefurther price of the contract being establisiredigital contentl(inden dollars) that
is changedht thesole discretiorof the company and the company at any time can clatge

sole discretioranyadditional feesas follows
3. Fee and Billing Plicy 178

3.1. "Linden Dollars" are virtual tokens that we license. Each Linden Dollar is a virtual token
representing contractual permission from Linden Lab to access features of Second Life. Linden
Dollars are available for Purchase or distribution at Lindeab's discretion, and are not re-

deemable for monetary value from Linden Lab.

Second Life includes a component of virtual tokens ("Linden Dollars" or "L$"), each of which
constitutes a limited license permission to use features of Second Life as seléovti_mden
Lab may or may not charge fees to acquire or use Linden Dollars, and these fees may change

at any time 5°

In the aboveexplained example, the game developer does not establish a price of the contract,
however, says that the consumer is required to purchases later on the digital content or a licence
for such digital content, however, as explained in the prewibiapters, such virtual items do

not represent an intellectual property value and should not fall under intellectual property pro-

tection framework.

"Case C 348/ 14, Maria Bucura v SC Bancpost SA, Judg
Case C 621/ 17, Gyul a Kiss and CI B Bank ZLout(Thid Emi I k
Chamber) of 3 October 2019

18] indenLab EULA,note 239.
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T h RiotiiGameé Terms of Servic§t h keagdiie of Legermvideo gamgdo not applyintel-

lectual property approach towards specific virtual items available in the game, however, again
rely onthe sole unilateral stipulation and change of the price and terms and conditions of each
further payment that is made by the player during theadigérvice provision, as follows:

iISome aspects of the Riot Services may requi
provide accurate and complete payment info to us or the-fiarty payment provider used by

us. You further agree to pay all femsd applicable taxes incurred on your account. We may

revise the pricing for any part of the Riot Services at any time. This can impact on the purchas-

ing power of your Game Currency, though we normally only do this in incremental steps. All

fees and chargeare payable in accordance with payment terms in effect at the time the fee or

the charge becomes due and payable. We may, from time to time, modify, amend, or supplement
our fees and febilling methods, and such changes shall be effective immediatetypasting

in these Terms or el sewhere ¥°n our websites,

On the other hand, h &argaming Group Terms of Servicet( h &orld of Tank® video 179
game)ensures that playd@ydeclarations of being over 18 years old regardirgame transac-

tions arerecordedduring the game accepsovision(even thougltheage rating of h World

of Tank®video game is 7 years olef’ however, the price of the contract or a manner in which

way it will be calculated is not stipulated, as follows:
fi6. Charges and Billing

6.1 You do not have to pay any registration or subscription fees to create an Account. However,
some of the Services may require you to pay a fee. If you decide to subsanpetch Ser-

vices, you must ensure that:

a) you are either over the age of eighteen (18) or, if you are under the age of eighteen (18),
that your parent or guardian has agreed to and accepted the respective purchase and these

Terms of Service on your béhd é

e) you agree to pay all the fees that you incur, unless and until you close your Account and

terminate these Terms of Service in accordance with these Terms of &8lvice

519Rjot Games EULA, note 507.
520 pPEG] classificationnote 340.
521Wwar Gaming EULA, note 507.

Olena Demchenko



UNI VERSITY OF PE£C:
Faculty of Law

Doctoral School

Taking into account the nature of video garassvell as overarching mindisvolvement in

thegaming industry, it can be seen tltfa¢ European requirements on price transparency are

not fulfilled in the various video games offered on the European market. The developers use
price obfuscatiomodels in order to disguiskeactual nature of the relationships and the price

of the contractThe maincommoncharacteristio f t he gami ng EULAs or 0
contractis the right of the gaming platform on teele and unilateral chge ofthe price of the

contract as wellsathe absence of the description of the price calcuRtisma standard prac-

tice, only a possibility of payment is descrihedhich can be considered a violation of the

European consumer protection framework and unfair commercial practice thated tend

mislead consumers regarding final economical burden, especially, taking into accound minors

participation in such video games.

As per the Directive 98/6/EC of the European Parliament and of the Council of 16 February
1998 on consumer protection imetindication of the prices of products offered to consumers
(hereinafter referred t o, tharquiteimaestorftrBderstom- | ndi c
dicate the selling price and the unit prazea necessity in order to fulfiheconsumes imfor-

mation obligation and to provide consumetith the opportunity to evaluate and compare the

price of productsto make informed choicesvhich will facilitate healthy competition on the

European markef? The Price Indications Directive stipulated thag #felling price and the

unit price for all productshould be indicated as a part of the consumer information obligations,

with the exception of bulk products, where the price is indicated per unit and selling price is

indicated only after the consumereseb the quantity?®

Even though the abowaentioned directive focuses more on the offline goods and provides

the possibility forthe Member States to withhold application of the Pim&icationDirective

to the service provisiorf* including but not limited to digital service provisidmwever, it

showsthe difference in approa@sto consumer guarantees in online and offline sesvice

the authordés opinion, t he c goods anchserviceg shoutde c t i ©

not provide lenience to tradersrelation to theorice transparency and indication of the prices

522 Directive 98/6/EC of the European Parliament and of the Council of 16 February 1998 sumeon
protection in the indication of the prices of products offered to consumers, OJ L 80, 18.3.1998; Communication
from the Commission to the Council and the European Parliament on the implementation of Directive 1998/6/EC
of the European Parliament aafithe Council of 16 February 1998 on consumer protection in the indication of
prices of products offered to consumeE®©M/2006/0325 final

523 Price Indication Directivenote 522.

524 bid.
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for goods and services, especially in contracts that are positioned as gratuitous oomes.

tracts on the virtual world accesshere the possibility of additional purchases is determined

by the gaming interface, thus, as digital service supply or subscription contracts, should enjoy
equal or even stronger consumer guarantees than offline product purchase, due to the extensive

pog-contractual tradersd involvement compared

As explained previouslyhte different business models availabfethe market (for example,
counterperformance as personal data transfer, advertisement exposure, derivative work trans-

fer éc.) are covered undénei f r ee 0 subscription contract, a:
transfer fiat money athetraditional sense of payment for the contract. This cresesamifi-

cant misbalance between parties and discrimination among consdraestice obfuscation
mechanisms deprive tteerage consumerf consumer protection guarantegken signing

the contractofi f r e e 0, insvieichtiieipayment is taken jrfor examplederivative works
creaton, requiredn order toattract more consumers (MMORPG games)the same time

the consumerenjoy a certain level of consumer protectignarantees in casedenthe per-
sonal data is transferreslrequiredf or commer ci al purposes in 1glr
service.Swch discrimination can lead the creation of incentivefor the gaming industry to

move towards business models that will facilitaominant positioron the market and will

not result inanextra obligation to the game develop&s

Worth underliningthat there are no specific requirements on remedies that the consumer can
expect in gratuitous contracts as well aghecontracts wheréhe consumeis expected to
provide personal data as courdeerformance?’ The national courts are expectedrestore

the equalitybetweenthe parties in the legal relationshipsd revert the consequences of the
unfair term>2® However, the enforcement through court does not grant effective consumer pro-
tection in the gaming industrfrom the perspective of the unfair term in fteeplay EULAS,

the restitution of the rights and obligations should be clearly specified in the law, considering
the hybrid nature of the business relationships availability of both gratuitous and palidj-

ital content

525Ma ER.pnote 377.

526 |pid.

527 oos M, Luzak J, note 378.
528 |pid.
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Moreover, the indicative list of unfair terms regarding the core provisions of the cahatct

is present inthe Unfair Terms Directive indicates only the payment in fiat monéydtradi-

tional sensé&?° This can increase thmumberof disputes regarding consumer protection guar-

antees application in gratuitous contracts, cratek of enforceability of specific legal norms

and facilitate misbalance between parties. Therefore, the European consuawiopréame-

work should be amended respectively in order to facilitate fair treatment and transparency in

the player versus game developer relationships as well as compliance with transparency re-
quirements in fre¢o-play vidleogameS.he fbl at¢t¢ kel igr@yahdsto of s
terms should be updated in order to include price obfuscation mechanisms, alternative or indi-

rect payment methods used in the gaming industry.

Considering the aboveentioned, it can be concluded that game developersinfgair con-

sumer practice in standard terms contracts in relation to the price of the contractarpleae

vi deo games. The contract i s advertised as
regarding the actual economic consequences restritingsuch a contract, which can be rep-
resented in personal data transfer, transfer of intellectual property rights or various indirect182
payments. The lack of transparency in relation to the price of the contract and the way in which
such price is calculatedeprives the consumers of effective consumer protection that can be

eliminated by using modal contractual terms and the gaming interface.

DDAiFreedo Subscription
Taking into accourtheprovisions ofArticle 6 andAnnex | to the Unfair Commercial Practices
Di recti ve, advertising product as Afreeo if
delivery costbr/and overall presenting the product information regarding the product price by
a way that the consumenisable to have the correct presentation on the ctisetvinsaction
is considered asmisleading business practt® Any consumer Gsiunmpood-et ar vy
ucts or products with buitth paymentspr norrmonetary payments (personal dptavision
or attention to advertisement) should be explicitly mentioned in the contract for the digital

service provision or digital content supply contrgét.

In the Trento versus Sviluppo Case, the European Court of Jukgasoncept ofhe applica-

tion of the transactional decisiarasexplainedn the scope of the Unfair Commercial Practices

529 |bid.
530 Unfair Commercial Practices Directivg16.
531 oos M, Luzak J, note 378.
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Directive, as a consumer s 6apatedar paduwtninclwdimge t h e r
any decision directly related to that decistéfWhen applied tolte gaming industry, the con-

cept of transactional decision connected to the determination of the misleading commercial
practices would mean that when deciding regarding entering into particular business relation-
ships with a game developer, the player shbeldble to evaluate the decisions connected to

that decision. Thus, while entering irtteein f r e e 0 s cobtract, tha@geisian the con-

sumer should be clearly informed @sthe decisions that would be required to be taken by the
consumer in connd&on hereto, for example, the decision to purchase fwittigital content.

If particular commercigpractice leads or might lead the average consumer to take a transac-
tional decision that such consumer would not have taken otherwise, #reulitibe consid-

ered as a misleading omissiti As explained above, in free-play video games, apart from

build-in payments agbusiness model, the personal data of the consumers can be collected and
used for commercial purposes. Considetirgpersonal data provision as couterformance

in gratuitous contracts, if the consumer is directly not informed omthtea ge of consut
data for commercial purposes, that eanwellbe considexdas misleading commercial prac- 183
tices>**Moreovertheadver ti sing products as fAfreeodo when
personal datas counteperformance under the itvact can be considered abreach othe

Unfair Commercial Practice Directivé®

The Consumer Rights Directive requires the trader explicitly request the consumer to
acknowledge that placing the order #oparticular productollows the obligation to pay, in

case such acknowledgement is not explicitly givenctivesumer is not considered bound to

such contrac®®*®l mportant to underline that the trade
Rights Directive explicitlyto inform theconsumer on arising obligation to payoscurring

beforethe conclusion ofhe relevant contraé®’ Moreover, as per the provisions stipulated in

the E-Commerce Directivethe prices for information society servicgisould beindicated

52 Case @281/ 12, Trento Sviluppo srl and Centrale Adri
Concorrenza e del Mercato, Judgment ofGloeirt (Sixth Chamber) of 19 December 2013
533 bid.

534 Commission Staff Working Document, Guidance on the Implementation/Application of Directive
2005/29/EC on Unfair Commercial Practic€OM(2016) 320.

535 Bedir C, note 370.

536 Consumer Rights Directive, r@R8.

%"Mi sl eading ¢ free e trials and subscription traps
Belgium, February T 2016, available at:
https://ec.europa.eu/newsroom/just/document.cfm?action=display&doc_id=43759
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clearly and unambigpusly>*® Therefore, the consumer needs to be informed about all costs of
game participation or about the system how the price of such participation will be calculated

prior totheaccesscquisitionto the particular video game (fré@play or payto-play).

Considering the speciof freeto-play video gamedjoth paid and free content are covered
by the EULAs andiiTerms of Service ¢ o mwthichausually do not explicitly state the price
of the contracaind overall costs occurred during the game participateerring various prod-
ucts (access to the video game angame virtual items traastions), however, such EULAsS
limit liability of the developer to the price of the game participation (asses only).

For examplet h Roclkistar Gam@sEULA (t h &TAGvi deo gam®)lhe flleshat e s :
extent of applicable | aw, Licensordés | iabili
applicable law) exceed the actual price paid by you for the use ofesef° T h &GTAIVO

video game is pay-to-play one and the price of the contrecstated as 29.99 Euros for PC
download on the websifé®at the same timéhe game allows kgame purchase3he above

menti oned ELiténsor, m ttsasalebssretionfireserves the right to charge fees for 184
the right to access or use Virtual Currency or Virtual Good and/or may distribute Virtual Cur-

rency or Virtual Good with or without charge*! Thereforethe consumers that would decide

to purchase additioh&irtual items during the game patrticipation are not explicitly informed
regarding the total price of the contract howe v er |, the traderds | i al
price paid to the access to the video game, exclutimgptal amount of invested omey dis-

regarding the price for igame purchases.

Certain games, for exampl@razy PandaGames, disclose that access is free, however, the
certain feature will require payment Bgin-game currency that is not a commodity and not a

payment as pehecivil law, but a computer codéat is an integral part of the game:

2. Game Access iIis free of charge. Game Feat
tures (additional services) in the Game that can be purchased for additional charges; these
simplify the gaming process for User by making additionagjame items, advantages and

possibilities available, making up the range of extended functions of the Game. 4. Features are

538 E-CommerceDirective, note 26.

539 Rockstar Games EULA, availble https://www.rockstargames.com/eula

540 Information on Rockstar Games Store, available at:
https://www.rockstarwarehouse.com/store/rsg/de_DE/pd/productlD.5342166100#

541 Rockstar Games EULA, note 539.
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priced in specific igame currency (hereinafter4@ame Currency) that is naictual money

in the sense that this term carries under civil law, but constitutes a body of programmed code,
audio and visuals, which is, in turn, an integral component of the Game that enables User to
engage with its various functions. The relation betwaech InGame Currency and the money

paid by User for obtaining the right to use the additional volume(s) of homi@aine Cur-

rency is determined by Administrator and is displayed/indicated in tganme shop, which,

in turn, does not constitute an e} or location of trade in the sense that this term carries

under civil | aw but represenf? one of the Gan

The aboveexplained approach does not provide clarity to the cons.onethe paid character

of the digital services, dtexplains that the payment is done bygeme currency, however,

indeed, such kgame currency is not considered as money in the traditional sense and the trans-
action de facto will take place when theygrwill top-up the ingame vallet with the elec-

tronic money transfer or will purchasecertain amount of kyame currency in exchange for

fiat money.Therefore, even when EULA d@iTerms of Serviceexplicitly stipulatethe possi-

bility of a paid contenprovision during the gameplathe transparency on actual mechanics 185
and payment set up is absent taking into account various business models used in the gaming
industryi will digital content be purchases in exchange for fiat money, virtual currency, in

game currency or another virtual object.

The legal framework applicable to payplay video games (as paid digital content) is slightly

different than one applicable to frémplay video games (as gratuitous digital contdntjree

to-play video gamesaccess to video game is free aheé majority of EULAs orfiTerms of

Service® contracs do not include any reference ttte contract priceFor example, previously

di scussed Bl izzar d EBlizzard nagrevisartkeerpticingddd thed\goxls at e s
and services offered through the Platform at any time; You acknowledge that Blizzard is not
required to refund amount you pay to Blizzard for use of the platform, or for digital purchases

made through the platform, for any reason, except as required bigaiplel lawo**3

Thus, in freeto-play video gameghe player is bound by the gratuitous contract aitmited
scope of consumer protection guarantees by law and as well with no contractual possibility to

receive any refunds for digital content oty reason (i.e. destruction on the sole discretion of

542 CrazyPanda Games EULA, availablehitps://crazypandagames.com/en/eula/
543Blizzard Entertainment EULA, note 163.
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the developer)The differentiation inthe legal approach in relation feee and paid digital
content can | ead t o t b applidapilityad theibusioesssnudbate g al f
by thenature is designed focusing ongame microtransactionSuch a situation requires im-

mediate attention on th@ommunity level in order to protethe rights of consumers ithe

gaming industry

As per the study concluded by the European Commissigarding the free trial or free sub-

scription contract, the main problems detected are:

(1) Free subscription or free trial contract requires paymeraiteorization and bank card
further automatically charged without <con
(2) Contract includes insufficient or unclear information regarding prices and calculation
of such prices;
(3) Uncleardifferentiationbetween free and paid services priothie conclusion of such
contract;
(4) Unclear conditions for receiving free servigeise. free but with subscription, free but 186
with personal data transfer, free but with publicity, free buafoertain period etc.;
(5) Consumer cannot terminatiee free subscription when conditions change aidpser-
vice without prior authorization occur;

(6) Withdrawal or cancellation procedure is paid, complicated or umétar

The abovementioned study shows that usually the approach taken by the traders is not neces-
sary directlyillegal butopens the room to interpretation afé consumes 6onfusion. For
example, the approach takenthy majority of the game developers can be classified as one

| ocated i n a tliegplkyerg areicdaned abahe gossibility of having paid
conent in standard term EULA or Terms of Services, however, the explicit consent for such
build-in payment occurrence and explicit description of the price calculation is &bsent.

The Consumer Rights Directive directly regsitke explicit consumer conseptior to con-
tract conclusion, or in case of subscription contracts, prior to the offer placeémerder to
agreetoany extra payment in addition to the rem

contractual obligatiof?® In case such prior conseist not obtained, the player should be

Mi sl eading ¢ free e trials andno®eb3dscription traps
545 | bid.
546 Consumer Rights Directive, note 28.
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obliged for remuneration of such paymeéHtHowever, taking into accouttie previously ex-
plained provisions of thetandard term EULAghe player is not entitledo any remuneration
under contract and nmwnership or any other rights for purchmgsdigital content belongg
to the player, nor under the contract provisions, neither as per applicable law.

Moreover, as pethestudy conducted in 63% of castee paid content was processed without
theconsimme r 6 s e x p | i cdfree sabscription contraai®mhedrefore, in over a half

of fifreed subscription contract buddayments are processed withthe direct consent of the
consumerThe detail ed examinati on ofsenitswilddems conn

payments in freg¢o-play video games is explained in the present chapter.

Considering the abowveentionedthe game developers tend to advertise gaming products as

free and do not provide explicit information in relation to the total price of the contract or the
manner in which such contract price will be calculated. The gaming access acquisition both in
free-to-play and in payto-play video games covers the consumer consent for the further build

in payments with | imitation of the traderl%-p
gaming platforms tend to use price obfuscation mechanisroler to diguise actual eco-

nomic consequences resulting from such a contract conclusion. All of the above can be con-
sidered as unfair consumer practice, thus, it is important to develop a clear consumer protection
framework focusing on buitth payments in free prodts covering such a hybrid model that

is currently widely used in frem-play video games and mobile applications. Moreover, the
price obfuscation mechanisms should be | iste

in order to facilitate effi@nt consumer protection enforcement.

E. Transparency Requirements in Relation to Intellectual Property
Transfer

Apart fromthe mentioned abovanalysis on transparency principieis crucial to underline

that theauthoranalysedconsumer protection frameworollowing contract law approach,
however, certain game developers still coverplayer® relationships undehe intellectual
property protection framework and explain a contract between the player and the developer as
agratuitous licencagreementnot as a gratuitous consumer contrdtte extensive analysis

of the intellectual property approachn be found ichapter Il of the present thesis.

547 |bid.
Mi sl eading ¢ free e trials andno®eb3dscription traps
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Worth underlining that thentellectual property rights should be governed separately from the
consumer camacts andhe existence of the intellectual property riglrsrelation tocertain

digital productsshould not lead to the conclusion that the consumer is deprfueghts and
obligations arising from the European consumer guarantees and vice versa. While purchasing
adigital product that has no element of creativity and has no proper confirmation of the intel-
lectual property rights of the game developer, sacbntract shouldhot fall solely undethe

intellectual property rights framework.

Theresearch concluded prior to the adoption of the Digital Content Directive indicated that in
case of digital content supply or digital service provision, the seller should be expdrdead-to

fer relevant intellectual property right to use the digital content and, when applicable, transfer
the ownership of the tangible mediwmamere digital content is stored, or transfer intellectual
property rights iexpressly agreed by the partté3while applyingthestandard form contract

the player has no bargain power to negotiaésownership of the intellectual property rights

not only overthe digital content supplied by the game developer and purchased by the trader
but also ownership rightsnoderivative work created by the player within the course of the 168
digital service provision or digital content supplaking into accounsuch an intellectual
property law approach arahalysingstandard clauses present in the video game EUhAs
relationto theusercreated content, particularly clauses on the gratuitous and irrevocable intel-
lectual property right transfer from the player to the developer irtdrpéay and payto-play
videogamessuch provisions as wethould be examined on teabject of unfair term contract

under the consumer protection law frameworkhe scope of the transparency requirements

Analysingsuchintellectual property provisiong can be seen that the nature of the legal rela-
tionshipscorresponds tohe digitd content supply contract, particularly taking into account
that game developers cannot prove or cettigintellectual propertyightson separate digital

content and virtual itemespecially usecreated contenas explaineth the previous chapter.
For example, Blizzard Entertainment EULA states:

AYou hereby grant Blizzard a perpetual, irrevocable, worldwide, fully paid uperduasive,
sublicensable, right and license to exploit the User Content and all elements thereof, in any

and all media, formats and forms, known now or hereafter devisezaBl shall have the

549Ma ER.pnote 377.
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unlimited right to copy, reproduce, fix, modify, adapt, translate, reformat, prepare derivatives,
add to and delete from, rearrange and transpose, manufacture, publish, distribute, sell, license,
sublicense, transfer, rent, lease, rismit, publicly display, publicly perform, provide access

to, broadcast, and practice the User Content as well as all modified and derivative works
thereof and any and all elements contained therein, and use or incorporate a portion or por-
tions of the UseContent or the elements thereof in conjunction with or into any other mate-
riaf. o

In thediscussed EULAthe game developer includedtire standard term gratuitous subscrip-

tion contractprovisionsthat the player requires to accept in order to accessldcontent of

the freeto-play video gamewhich cover not only (1) free access to the game, (2) paid digital
content, (3) intellectual property rights on the virtual world as a whole, but as well as (4) intel-
lectual property rights for derivative workseated by users of such a virtual wofléking

into accounminorinvolvement and the level &howledge of a averagerideo game player

in relation tothe rights and obligation under the intellectual property framework, it should be
evaluatedvhether a player is able évaluateheeconomiaconsequences of such a term arising 189
from the full transfer of intellectual property rights on derivative works.

While requesting access to the virtual world itself, it is not necessary that a certain player would
optin for paid digital content or would create derivative works, however, all possibilities are
covered under one common gratuitous contract, which hasit®d consumer protection
frameworkoés applicability considering its gr
which certain provisions are going out of the scope of free digital content supply, relevant
consumer protection framework should o such developer versus user relationships as to

the separate type of paid contractual arrangement, outside of the scope of the accepted sub-
scription contract. The modality of contract
cilitate transpanecy, including but not limited to transparency in relation to the intellectual

property rights of players and game developers.

The Paris Tribunal particularly accessed EULA clausegffatuitous transfer ahtellectual
property rights for thesergeneréed contenin the Facebook caset The clause ithe stand-

ard iTerms of Servicas a g r aisednleynFacebook thatated that h eonékclusive,

550 Blizzard Entertainment EULA, note 163.
SS1TGI de Paris judgment of 9 April 2018yailable athttps://www.legalis.net/jurisprudencestg-paris
jugementdu-9-avril-2019/.
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transferable, sullicensable, royaltyfree, worldwide license to use any IP content that you
posb wereconsideredy the courtas unfair due tthe vague explanation on the scope of the
licence and due to the irrevocability of such a liceié&he ParisTribunalmadesuch a con-
clusionbased onhe fact that theigital services providedere not explaineth clear and plain
language, that mislead consumers regarding the remuneration for such digital setvicdg

with fiat money but also by providing personal data and by offering such a gratuitous derivative

content licensé®?

Intellectualproperty rights transfer for usereated content can be considered as coynater

formance for the digital service provision contract and, thus, the consumer should be explicitly
informed on the economic consequences resulting from such derivative wWasktramsfer>*

Whereasthe contract per se will not be considered as gratuitous when the game developer
benefits from thenetwork effect and the population of the virtual world of the gseated
content, pl ayer sdé st or ivensconsumdr pratgcaoh ramework t h e r
and intellectual property protection framework should be updated in order to evaluate and take

. 190
into account such countperformance.

The lack of clarityin relation not only to the overall price of the contract but eostope of
rights and obligation, applicable legal framework, transfer of rights, should be taken into ac-
count inrelation tothe transparency requiremesnfulfilment in the developer versus player
legal relationshipsAs can be seen from above|lowing the general practicestandard term
EULAsorfiTerms of Service a g r erelode vatioss vague terms that do not allow stand-
ard users to evaluate the scope of the obligations and to see the full picto@omical

consequences of the contract.

Worth underliningthat he European Parliament agreed with the decisidhed?aris Tribunal
stipulatingthat such hidden terms in gratuitous subscription contract do not praciéar
overview on the subject of the contract to the consumer, ambtiseimer, knowing explicitly

theeconomical consequences of such gratuitous contract would notagues terms during

552 id.

53Policy Department for Citizens' Rights and Constitutional Affairs Directe®aeeral for Internal Policies,
Update the Unfair Contract Terms directive fhigital services, Study requested by the JURI committee, PE
676.006 T February 2021, available at:
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/676006/IPOL_STU(2021)676006_EN.pdf

5541 oos M, Luzak J, note 378.
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theindividual negotiations$>® The European Parliament recommended classifying such terms
under et hlei afligg@fpossiblyunfair consumer terms that would require individual,
separate and plcit consumerconsent to be considered as fair contractual pratidhere-

fore, kefore proceeding with derivative wockeation which can beonsiderecvenaperson-
alized avatar cre@n, as explained in chapter Il of the present resedrelplayer needs to be
explicitly informed on the legal rights and obligations arising from such derivative work and
to be provided witha possibility to revokehe licence granted if such licence éxpected in

order to enjoy virtual world.

Certain game developers took iccounthe abovediscussed transparen@guirementsand,
indeed, provide playswith opportunities to revoke the right for derivative worker exam-

ple, thefiEpic GameSEULA (t h Basti@nd Furiousvideo gamej}tate:

AEpic may permit you to use the Services to create, develop, upload, submit, transmit, or oth-
erwise make available to Epand other users additions, enhancements, modifications, or other
user generated content for <certain video 19A
publisher of such video games (ARightshol de
grant to Ept a nonexclusive, fullypaid, royaltyfree, and revocable license to use, copy, mod-

ify, distribute, publicly perform, and publicly display your Mods for the purpose of enabling

end users to install and use the Mo

Notwithstanding the revocability ahe derivative licence in such games, as provided in the
above example, players are not explicitly informed on economic consequences triggered by the
standard term EULA acceptance while accessing the video game. And a certain number of
consumers is unabte understand such economic impact due to the limited legal capacity (mi-

nords involvement, for exampl e).

Considering the abowveentioned, apart from the personal data transfer or-buiéyments
availability, game developers in virtual worlds tend toestexclusive intellectual property
rights transfer from the players. Such creative works or derivative works of players populate
the virtual world and attract more consumers to such gaming platforms benefiting from the

network effect. In cases, when thatellectual property rights transfer is expected as the

55 Update the Unfair Contract Terrd&ective for digital servicesiote 553.
56 |bid.
557 Epic Games EULA, available dtttps://www.epicgames.com/store/eiS/eula
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